
END-USER GUIDE
Information for end-users on how to use the features available in the GFI
OneGuard agent on managed devices.
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1 Introduction
The GFI OneGuard agent is a software that enables your organization to remotely manage various services on your
computer, such as antivirus, patch management and EndPoint Control.

This help system provides information to end-users on how to use the features available by the GFI OneGuard agent,
including the antivirus agent and the EndPoint Control.

When deployed on a network machine, the GFI OneGuard Agent can be accessed from the system tray of that machine.

Right-click the GFI OneGuard icon and select Status. The GFI OneGuard Agent Status window shows the
connectivity of the Agent with the GFI OneGuard Controller and connectivity with the Bandwidth Saver server. Contact
your administrator if you encounter any connectivity issues.

Screenshot 1:Monitoring the status of the GFIOneGuard Agent
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2 Using the Antivirus Agent
Users can perform antivirus scans from their machine using the GFI OneGuard Antivirus agent. The antivirus engine in
GFI OneGuard is powered by Kaspersky Lab.

This agent also provides task scheduling and reporting features, as well as a quarantine area where infected files are
safely stored. The Antivirus agent is accessible from the system tray of managed devices. To open the main window of

the Antivirus Agent, right click on the system tray and select the GFIOneGuard Antivirus icon .

NOTE
Certain actions, like changing settings or deleting files from quarantine, can only be performed by network
administrators.

Screenshot 2: GFIOneGuard Antivirus Agent User Interface

The main window of the Antivirus Agent contains the following elements:

Option Description

Protection
and Control

Review the scan status and trigger manual antivirus scans on your machine.

Settings View antivirus settings. Settings are not editable since these are centrally managed by your network administrator.



GFI OneGuard 2 Using the AntivirusAgent |6

Option Description

Reports View reports about the operation of the Antivirus Agent in general and the operation of individual application
components, scan tasks, update tasks, and vulnerability scan tasks.

Quarantine Review items that the antivirus agent detected as infected.

Unprocessed
files

Information about files that the antivirus agent could not scan or process.

Backup Access copies of files that were deleted or disinfected by the antivirus agent.

Help Opens the help system of the GFI OneGuard Antivirus Agent.

2.1 Antivirus scans
From the GFI OneGuard Antivirus Agent, end users can trigger new scans and monitor scan results.

Screenshot 3: GFIOneGuard Antivirus User Interface

From the GFI OneGuard Antivirus Agent interface, click the Protection and Control tab to manage antivirus scans.

Scan components and tasks are grouped into two sections, based on the actions that the Antivirus Agent takes to protect

the operating system against different threats. Click the or icons to expand or hide the following sections:

Section Description

Protection Shows the status of real time file protection (Active Protection) and any detected threats.
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Section Description

Tasks A list of scans and tasks that can be triggered and their status. Click a task and choose the action to perform:

Start scanning - Starts an antivirus scan on the files that fall within the scope of the chosen scan type.
Scan scope - Select folders and files to be scanned by Antivirus Agent while performing the selected task.
Start update - Initiates an antivirus database and application module update task.
Roll back update - Reverts the application to the previous version of the update package.
Settings - Opens the settings of the selected component or task. Settings are not editable. For more information,

refer to Antivirus Agent settings (page 12).
Reports - Opens a report on the events that occurred while a component or task was active. For more information,

refer to Reports (page 10).
Quarantine - Opens the Quarantine area. For more information, refer to Quarantine (page 7).
Backup - Opens the Backup area. For more information, refer to Backup of malicious files (page 9).

The following information is displayed for each task:

Task name
Task status
Statistics and progress status of a task that is running or has been stopped. The statistics are shown on the right of

the task status.
Statistics of the last instance of a task that has been completed. The statistics are shown on the right of the task

status.
Error description, if the task completes with an error. The description is shown on the right of the task status.

2.2 Quarantine
The Quarantine is a list of files which the antivirus agent detects as infected. These files may contain viruses and other
threats or their varieties.

When GFI OneGuard Antivirus agent quarantines a file, it does not copy the file, but moves it. The application deletes the
file from the hard drive or email message and saves the file in a special data storage. Files in Quarantine are encrypted
and do not pose a threat.

GFI OneGuard Antivirus agent detects and quarantines a probably infected file during a virus scan. You can also manually
move a file that you suspect of containing viruses or other malware in Quarantine.

By default, the Antivirus agent permanently deletes files from Quarantine after a number of days, as configured by your
network administrator (default is 30 days).
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Screenshot 4: GFIOneGuard Antivirus Quarantine area

GFI OneGuard Antivirus agent places files in Quarantine in the following cases:

File code resembles a known but partly modified malicious program, or has a malware-like structure, and is not listed
in the Antivirus agent's database. In this case, the file is placed in Quarantine after heuristic analysis by File Anti-Virus and
Mail Anti-Virus, or during a virus scan. Heuristic analysis rarely causes false positives.

The sequence of operations that a file performs is dangerous. In this case, the file is placed in Quarantine after the
System Watcher component has analyzed its behavior.

The following file operations are available when managing Quarantine:

Action Description

View quarantined
files

The list of quarantined files is shown in the Quarantine tab.

Manually moving
a file to Quar-
antine

You can manually quarantine a file that you suspect of containing viruses or other threats.
To do this, click Move file to Quarantine and select the file to quarantine. Click Open. The file is now moved
from its original folder to Quarantine and access to this file from disk is blocked.

Re-scan quar-
antined files

Right-click a quarantined file and click Re-scan to scan it using the current version of the Antivirus agent data-
bases and modules. A notification shows the re-scan results and the number of detected threats.

Restore files to
their original
folders

To restore ALL quarantined files to their original folders, right-click anywhere in the table on the Quarantine
tab to display the context menu and select Restore all.
To restore one or more quarantined files, select one or more files to restore and click Restore.
The Antivirus agent restores the selected files to their original folders.

Deleting quar-
antined files

To manually delete one or more files from quarantine permanently, select one or more files to delete and click
Delete.
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2.3 Backup of malicious files
If malicious code is detected in a file, the GFI OneGuard Antivirus agent blocks the file, removes it from its original folder,
places its copy in Backup, and attempts to disinfect it. If file disinfection succeeds, the status of the backup copy of the
file changes to Disinfected. You can restore the file from its disinfected backup copy to its original folder.

GFI OneGuard Antivirus agent automatically deletes backup copies of files with any status from Backup after a set period
(by default 30 days, but configurable by administrator). You can also manually delete the backup copy.

To view a list of files in Backup, open the Antivirus agent main application window. In the upper part of the main
application window, click Quarantine, then select the Backup tab.

Screenshot 5: GFIOneGuard Antivirus Backup area

While managing Backup, you can perform the following actions with backup copies of files:

Action Description

Restore files from
backup copies to
their original
folders

Select one or more Backup events and click Restore.
It is highly recommended to restore files only when they have a Disinfected status.
Note that sometimes it is not possible to maintain the integrity of files during disinfection. If you partially or
completely lose access to important information in a disinfected file after disinfection, you can attempt to
restore the disinfected copy of the file to its original folder.

Delete backup file
copies

To permanently delete backup copies of files from Backup, select one or more Backup events and click
Remove.

Delete all backup
copies

Click Clear Storage to permanently delete all the files from the Backup list.
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2.4 Unprocessed files
GFI OneGuard Antivirus agent logs information about infected files that it could not process for some reason. If GFI
OneGuard Antivirus agent fails to disinfect or remove an infected file, then that file is considered unprocessed. This
situation is typically encountered when the infected file is unavailable (for example, file located on a removable drive
without write privileges).

To view a list of unprocessed files, open the Antivirus agent main application window. In the upper part of the main
application window, click Quarantine, then select the Unprocessed files tab.

Screenshot 6: GFIOneGuard Antivirus unprocessed files area

You can perform the following file operations while managing the list of unprocessed files:

Action Description

Re-scan the files Scan unprocessed files using the current version of GFI OneGuard Antivirus agent databases and
modules.
Select one or more Unprocessed files and click Re-scan.

Delete unprocessed files To delete unprocessed files, select one or more unprocessed files and click Remove.

2.5 Reports
The reports area provides information about the operation of the GFI OneGuard Antivirus component, performance of
each scan task, update task, and vulnerability scan task.

To view reports:

1. Open the main application window.

2. In the upper part of the main application window, click Reports.
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Screenshot 7: GFIOneGuard Antivirus reports

3. To generate a report, use the following options:

Option Description

System Audit Contains information about events occurring during the interaction between the user and the application and in
the course of application operation in general.

All Protection
Components

Information about events that are logged in the course of operation of the GFI OneGuard Antivirus Agent.

File Antivirus Contains information about events that occur during the operation of the File Antivirus component.

Update Click to view only update tasks.

Scan Tasks Click to view a list of scan tasks.

Show period Use the drop down list to display events by one of the following:

Day
Week
Month
Year
Entire Period

Show import-
ance

Click the icons to display information according to importance. Available options are:

- Displays information events that do not normally contain important information.

- Click to show Important events that need attention because they reflect important situations in the
operation of GFI OneGuard Antivirus Agent.

- Click to show events of critical importance that indicate problems in the operation of GFI OneGuard
Antivirus Agent or vulnerabilities in protection of the user's computer.
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4. Click Save report to save a copy of the displayed information.

5. Select the character encoding of the report. Options are:

a. Save as ANSI

b. Save as Unicode

6. In the Save aswindow, specify the destination folder for the report file.

7. In the File name field, type the report file name.

8. In the File type field, select the necessary report file format: TXT or CSV.

9. Click Save.

2.6 Antivirus Agent settings
The Settings window shows application settings. Use these settings to review the configuration of the antivirus agent.

IMPORTANT
The Antivirus Agent settings cannot be modified since these are centrally managed in GFI OneGuard by your
administrator.

Screenshot 8: Antivirus protection settings

To open the Antivirus Agent Settings, right click the icon in system tray and select GFIOneGuard Antivirus. Click the
Settings tab.

The left part of the Settings page contains application components, tasks, and other items. Select a node to display the
applicable settings in the right pane.
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Review the required settings. Since settings cannot be modified, contact your network administrator in case you would
like to edit any settings.
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3 EndPoint Control
GFI OneGuard offers network users extended protection over available devices.

Policies may block the access to certain devices or file types. When access to a device attached to a computer is blocked,
contact an administrator.

EndPoint Control also offers the possibility to request temporary access to blocked devices. Users can request a limited
time access to a device that is blocked by a policy.

Encryption is another feature of EndPoint Control. When a policy enforces encryption of a USB device, the user must
enter a password to start the encryption process.

Topics in this section:

3.1 Temporary Access 14

3.2 Encryption 16

3.1 Temporary Access
EndPoint Control enables users to request temporary access to blocked devices. This enables users to access devices and
connection ports on protected target computers for a specified time window.

The request for temporary access has three steps:

1. The user requests temporary access to a protected device.

2. The administrator generates an unlock code and sends it to the user.

3. The user enters the unlock code into the Temporary Access form.

This topic covers only the steps that require user intervention.

Step 1: Requesting temporary access to a protected device

The first step is to obtain a temporary access code from the device:

1. Login on the computer you want to request access.

2. From the computer tray, right-click the GFI OneGuard agent icon .

Screenshot 9: Options of the OneGuard agent.

3. Click EndPoint Control TemporaryAccess.
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Screenshot 10: Temporary Access request form

4. Copy the Request code string and send it to the administrator together with the machine name.

Step 2: Entering the Unlock Code into the device

Once the administrator sends back the Unlock code, insert it into the GFI EndPoint Control Temporary Access window.

To insert the unlock code:

1. From the computer tray, right-click the GFI OneGuard agent icon .

2. Click EndPoint Control TemporaryAccess.



GFI OneGuard 3 EndPoint Control |16

Screenshot 11: Unlock code inserted into the Temporary Accesswindow.

3. Insert the code sent by the administrator under Unlockcode.

4. Click Unlock.

3.2 Encryption
EndPoint Control offers GFI OneGuard administrators the ability to enable volume encryption.

When volume encryption is enforced, users must provide a password to encrypt and access a storage device's data.

Passwords are an important part of the security system. A good password should be easy to remember but difficult for
others to guess. A strong password should have a combination of upper and lower cases, numbers and symbols.

The following actions can be performed:

Enabling encryption

Removing encryption

Changing password

Using the Traveler Application

Enabling encryption

To start encryption:

1. Insert the device into the drive.
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Screenshot 12: Option to activate encryption

2. Right-click the USB drive and click Encrypt....

Screenshot 13: Enabling encryption

3. Key in the Password and Retype the password to confirm.

Screenshot 14: Encryption barprogress

The process may take several minutes depending on the size of the drive. Once the process is complete, the device is
ready for use.
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Each time the device is re-inserted in the drive the user must enter the password again.

Removing the encryption

Encryption can be removed at any time. Be aware that a device cannot be used on a machine that has encryption
enabled. The procedure can be useful if you need to use the device in a computer that is not protected by GFI
OneGuard EndPoint Control and the traveler application is not enabled.

To remove encryption follow these steps:

1. Insert the device into the drive.

Screenshot 15: Options available when inserting the device

2. Select Remove encryption and enter the Password.

EndPoint Control starts the process and and prompts on completion that decryption was disabled.

Changing the password

If you need to change the password for the encryption, follow these steps:

1. Insert the device in the drive.

2. Click Change Password....

3. Type in the following information:

Fields Description

Current password Key-in the password used when encrypting the device.

New password Key-in a new password.

Retype the new password Retype to confirm the password.

4. Click Save.

Remove and re-insert the device for the new prompt for the password.

Using the Traveler Application

By default, a device encrypted by GFI OneGuard EndPoint Control can only be decrypted by devices using the same
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agent.

An exception is when the policy for the device enables the Traveler application. Traveler enables you to decrypt data
encrypted by GFI OneGuard on storage devices from computers that are not running a GFI OneGuard Agent.

Screenshot 16: Encrypted drivewith the traveler application

When this option is enabled, during the encryption process the Traveler app is installed on the device. Then, when
inserting the device in a machine that does not have the EndPoint Control agent, the user gets the same prompt for the
password used with the agent.

To start the traveler application:

1. Insert the device into the drive of a machine that does not have the EndPoint Control agent.

2. Navigate the content of the drive and double-click traveler.

3. Enter the password used to encrypt the device.

A second driver appears and the content of the driver is available.
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