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1 Introduction to MyKerio

MyKerio simplifies the management of multiple Kerio Connect, Kerio Control and Kerio Operator
deployments through a centralized web interface. It provides consolidated system information, automatic
configuration backup, status monitoring, system notifications and complete remote configuration.

With a single sign on capability, MyKerio establishes an encrypted communication channel to your
deployments, allowing you to apply and share configuration settings remotely and securely without any prior
configuration.

MyKeriois able to send email notifications, or reach you via MyKerio app for Android and iOS devices.
Further reading:
» Managing appliances

» Managing organizations
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2 Using

This section contains detailed information about following topics:

2.1 Getting Started with MyKerio ... ... 6
2.2 Using MyKerio dashboard ... .l 8
2.3 Adding Kerio Connectto MyKerio ... ... .l 8
2.4 Adding Kerio Control to MyKerio ... .. .. . 10
2.5 Adding Kerio Operator to MYKErio . ... .. 13
2.6 Backups in MyKerio . L 16
2.7 Installing Kerio Control Hardware Box through MyKerio ... .. . ... ... ... ... ... 18
2.8 Managing appliances in MyKerio ... ... 21
2.9 Removing appliances from MyKerio . ... .. 22

2.1 Getting Started with MyKerio

MyKerio is a free cloud service that enables you to monitor and manage multiple Kerio appliances from a
single dashboard. You can register for a free account at my.kerio.com

Og

-
Admins

WWW L MyKerio

Public API

E KerioConnect E KerioControl ﬂ Operator

Screenshot 1: Centralized monitoring and management of Kerio appliances
To begin using MyKerio:

1. Go to https://my.kerio.com/. If you are not registered yet, click Register and go through the registration
process.

2. Click Login.

3. Type your MyKerio username and password.
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4. Optionally, check Keep me logged in to avoid getting automatically logged out of MyKerio in case of

inactivity.

5. Click Login.

MyKerio

LOGIN

asmith@company.com

[#] Keep me logged in

MyKerio supports:

Feature Description

Remote admin-
istration

Unified login

Secured inter-
action

Peer admin-
istration

Sending noti-
fications

2-step veri-
fication

Encrypted com-
munication

Activity timeout

MyKerio

You can monitor and manage your Kerio products remotely from anywhere. Add Kerio Connect,
Kerio Control and, Kerio Operator to MyKerio to start managing and monitoring them.

You don't need login credentials for each appliance. You only need to only remember your MyKerio
credentials to access your respective appliance's administration.

MyKerio saves only the product names, versions and IP addresses of the appliances. No credentials
from appliances are transferred to or saved in MyKerio.

You are also not required to open any service or port on your firewall, because your appliances
always establish the connection. MyKerio just forwards commands to your appliances.

You can invite other users as administrators to manage and monitor appliances along with you.For
more information, refer to Managing users in organizations (page 31).

You can set up MyKerio notification service to send alerts and notifications from your appliance. For
more information, refer to Sending alerts and notifications via MyKerio (page 28).

You can add an extra layer of security to your account by setting up 2-step verification, which uses
an application on your smartphone or computer to confirm your identity. For more information, refer
to Configuring 2-step verification in MyKerio (page 40).

All communication between your appliances and MyKerio is encrypted.

MyKerio offers an administration shell that has an inactivity session invalidation in effect, which
means that if no activity happens in the browser window for 15 minutes, then the user gets logged
out of MyKerio automatically. This feature is only active when a user logs into MyKerio with Keep me
logged in option as disabled.
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2.2 Using MyKerio dashboard

The MyKerio dashboard displays all the appliances within each organization you have access to.

Before you start, decide on how many organizations and administrators you need for each appliance. See
Adding and managing organizations and Managing users in organizations for more details.

MyKeri 0] asmith@kerio.com

Appliances ADD NEW APPLIANCE

o4& Organizations
Q, Search
& Backups

|E Shared Definitions A

KERIO

[0 IP Addresses

controlT kerio.com 2 notifications pending E
@ URL Groups - Kerio Control Box NG100
Time Ranges apa aricy AL
® g . operatorl_kerio.com E
ﬂ Settings operator2 kerio.com

n Suggest an idea

» The first column in each row displays the status of each appliance. See Displaying Appliance Status for
more information.

To open the administration interface for the appliance, click 2] .

¥

B

If an appliance is not connected, theOpen administration button disappears.

B

= Torename an appliance, click in the appliance's row in the dashboard and type the new name.

» Toremove a appliance from the MyKeriodashboard, click #% in the appliance's row. The removed appli-
ance is still running, but it is no longer connected to MyKerio.

2.3 Adding Kerio Connect to MyKerio

MyKerio is a cloud service that enables you to administer multiple instances of Kerio Connect appliances
through a centralized web interface. This topic describes a process for adding Kerio Connect to MyKerio.
There are two ways how to accomplish it:

» Adding Kerio Connect to MyKerio through Kerio Connect Administration

» Adding Kerio Connect to MyKerio through the initial configuration

MyKerio 2Using | 8
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NOTE

You can add only on-prem Kerio Connect appliances to MyKerio. Kerio Connect Multi-Server is not
supported.

2.3.1 Adding Kerio Connect to MyKerio through Kerio Connect Administration

To link Kerio Connect to MyKerio you must enable access to MyKerio in Kerio Connect and sign up for
MyKerio.

1. In the Kerio Connect administration interface, go to Configuration > MyKerio .
2. Select Enable communication with MyKerio.

3. Click Apply.

4. Click the link add this Kerio Connect.

MYKeriO Where is . Q.| Administrator =

MyKerio settings

#| Enable communication with Mykerio

LS .
You can use Mykerio to remotely manage all of your Kerio Connect appliances. Learn more... M y Ke r | O

< Mot added. You have to add this ¥erio Connect to your Mykerio account to manage it.

5. Your web browser opens https://my.kerio.com/login, where you can register or log in if you are already
registered. After successful login, MyKerio displays the Add a New Appliance dialog box.

6. Type the name of the Kerio Connect appliance (for example, your company name). If you have more
organizations created in MyKerio, select also the organization. For more information, refer to Managing
users in organizations (page 31).

Add a New Appliance

connect1 kerio.com

Organization
KERIO CONNECT hd

7. Click Add.

You are now connected to MyKerio and you can see the Kerio Connect appliance in the MyKerio dashboard.
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Appliances ADD NEW APPLIANCE

KERIO CONNECT

4% Organizations

& Backups
|E Shared Definitions A
IP Addresses
Lo resses ° connectl.kerio.com E
@ URL Groups

@ Time Ranges

¢ Settings

n Suggest an idea

2.4 Adding Kerio Control to MyKerio

MyKerio is a cloud service that enables you to administer multiple instances of Kerio Control appliances
through a centralized web interface. This topic describes a process for adding Kerio Control to MyKerio.
There are two ways how to accomplish it:

» Adding Kerio Control to MyKerio through Kerio Control Administration

» Adding Kerio Control to MyKerio during the Kerio Control installation

2.4.1 Adding Kerio Control to MyKerio through Kerio Control Administration

To link Kerio Control to MyKerio you must enable access to MyKerio in Kerio Control and sign up for
MyKerio.

1. In the Kerio Control administration interface, go to Remote Services.
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&%, Remote Services

MyKerio | SMTP Relay || Dynamic DNS | Configuration Backup
MyKerio settings

You can use MyKerio to remotely manage all of your Kerio Control appliances. You can also use MyKerio as a notification senvice,

Not added. You have to add this %s Control to your MyKeric account to manage it M YKe r I 0

[¥] Connect to MyKerio

2. Ensure that Connect to MyKerio is checked.

3. Click the link add this Kerio Control. Your web browser opens https://my.kerio.com/, where you can
register or log in if you are already registered.

4. After successful login, MyKerio displays the Add a New Appliance dialog box.

5. Type the name of the Kerio Control appliance (for example, your company name). If you have more
organizations created in MyKerio, select also the organization. For more information, refer to Adding and
managing organizations (page 29).

Add a New Appliance

Appliance name
control1.kerio.com »
Organization
ADD CANCEL
6. Click Add.

You are now connected to MyKerio and you can see the Kerio Control appliance in the MyKerio dashboard.
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MyKerio asmith@kerio.com

I .1. Appliances App I lances ADD NEW APPLIANCE
o4& Organizations
O, Search
& Backups
STATUS NAME NOTIFICATIONS
|E shared Definitions -~
KERIO -~
[0 IP Addresses ]
control1 kerio.com Z notifications pending 5]
® URL Groups o Kerio Control Box NG100
Time Ranges
® . operator1.kerio.com E
* Settings operator2.kerio.com

n Suggest an idea

2.4.2 Adding Kerio Control to MyKerio during the Kerio Control installation

When you install a new Kerio Control appliance, you can add it to MyKerio during the installation process. In
the last installation dialog in the Kerio Control console, you can find a link to MyKerio (see figure below):

Kerio Control B.6.08 build 3673

License and password have not been set vet? To set then,
Join this appliance to HvKerio at:

https:/ #ny.kerio.con/ join/FH3P-TAKJ-ZYAT

or point your brouser to:

https://192.168.94.1508:4881/adnin

<Enter* Access Console

1. Type the link to your browser. Your web browser opens https://my.kerio.com/login, where you can
register or log in if you are already registered. MyKerio with the Add a New Appliance dialog box opens.
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Add a New Appliance

Appliance name
control1.kerio.com »
Organization

ADD CANCEL

2. Type the name of the newly installed appliance.
3. Click Add.
The MyKerio dashboard appears, the appliance is displayed and its status is Up (status bullet is green).

If you miss the correct link during the installation, you can add Kerio Control to MyKerio later in the Kerio
Control Administration.

2.5 Adding Kerio Operator to MyKerio

MyKerio is a cloud service that enables you to administer multiple instances of Kerio Operator appliances
through a centralized web interface. This topic describes a process for adding Kerio Operator to MyKerio.
There are two ways how to accomplish it:

» Adding Kerio Operator to MyKerio through Kerio Operator Administration

» Adding Kerio Operator to MyKerio during the Kerio Operator installation

2.5.1 Adding Kerio Operator to MyKerio through Kerio Operator Administration

To link Kerio Operator to MyKerio you must enable access to MyKerio in Kerio Operator and sign up for
MyKerio.

1. In the Kerio Operator administration interface, go to Integration > MyKerio .
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$ Integration Admin =

General MyKerio Number Transformation Directory Service Remote Storage
MyKerio settings

#| Enable communication with MyKerio

You can use MyKerio to remotely manage all of your Kerio Operator appliances. Use MyKeric as an email service and a backup service, ¢
Learn more...

« Mot added. You have to add this Keri:::"‘:g&ratc-r to your MyKerio account to manage it. MYKEI’ID

2. Check Enable communication with MyKerio.

3. Click the link add this Kerio Operator. Your web browser opens https://my.kerio.com/login, where you
can register or log in if you are already registered.

4. After successful login, MyKerio displays the Add a New Appliance dialog box.

5. Type the name of the Kerio Operator appliance (for example, your company name). If you have more
organizations created in MyKerio, select also the organization. For more information, refer to Managing
users in organizations (page 31).

Add a New Appliance

operator1.kerio.com

Organization
KERIO OPERATOR -

6. Click Add.

You are now connected to MyKerio and you can see the Kerio Operator appliance in the MyKerio
dashboard.
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MyKerio

I X Appliances Appliances ADD NEW APPLIANCE

+% Organizations

& Backups
STATUS NAME = NOTIFICATIONS
|B shared Definitions A
KERIO CONTROL -~

LoP Addresses KERIO OPERATOR ~

&) URL Groups . operator] kerio.com 5
@ Time Ranges COMPANY -~
operatord kerio.com
£r Settings . 5)

° operatord.kerio.com

n Suggest an idea

2.5.2 Adding Kerio Operator to MyKerio during the Kerio Operator installation

When you install a new Kerio Operator appliance, you can add it to MyKerio during the installation process.
In the last installation dialog in the Kerio Operator console, you can find a link to MyKerio (see figure below):

Kerio Operator 2.5.0 build 6208

To activate the product, join this appliance to HMyKerio
at:

https://my_kerio.con/join/EEVR-40BF-4REPK

or point your brouwser to:

http=://192.168.64.196:4021/adnin/

<Enter> Access Console

1. Type the link to your browser. Your web browser opens https://my.kerio.com/, where you can register or
log in if you are already registered. MyKerio with the Add a New Appliance dialog box opens.
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Add a New Appliance

operator.kerio.com

Organization
KERIO OPERATOR -

2. Type the name of the newly installed appliance.
3. Click Add.

The MyKerio dashboard appears, the appliance is displayed and its status is Up (status bullet is green).

If you miss the correct link during the installation, you can add Kerio Operator to MyKerio later in the Kerio
Operator Administration.

2.6 Backups in MyKerio

Your appliances can automatically back up and upload your configuration files to MyKerio. MyKerio stores
up to five backup files per appliance.

NOTE

When restoring the configuration to Kerio Control or Kerio Operator, if the hardware is different unselect
the restoration of Network Interface settings. Although the new hardware has the same interfaces, their
identifiers are different.

MyKerio also stores configuration backups of disconnected or removed appliances.

2.6.1 Configuring automatic backups to MyKerio
To back up your configuration files:
1. Add your appliance to MyKerio.
» To add Kerio Control, see Adding Kerio Control to MyKerio.
» To add Kerio Operator, see Adding Kerio Operator to MyKerio.
2. Configure your appliance to automatically back up your files to MyKerio.
» To configure Kerio Control, see Saving configuration to MyKerio.

# To configure Kerio Operator, see Saving Kerio Operator configuration to MyKerio.
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MyKerio asmith@kerio.com v

Ja Appliances Backups @

o Organizations
22 KERIO

LE Shared Definitions A~
controll.kerio.com

[0 IP Addresses

configuration_backup tar.gz 5.5. 2016 1:54:05
@ URL Groups configuration_backup.tar.gz 6. 5. 2016 1:54:31
control2.kerio.com
@ Time Ranges
configuration_backup tar.gz 5.5, 2016 1:03:08
¢ Settings X s I
configuration_backup targz 6. 5. 2016 1:03:55
configuration_backup tar.gz 7.5.20161:03:20

2.6.2 Downloading and importing configuration backups from MyKerio
To download your configuration files from MyKerio:
1. In MyKerio, go to the Backups section.

2. Find the configuration backup you want to download.

3. Click

Importing configuration backups to Kerio Control

NOTE

For more information about importing the configuration in Kerio Control, see the Import configuration
section in the Configuration Assistant topic.

To import your Kerio Control backups:

1. In the administration interface, go to Configuration > Remote Services > Configuration Backup.
2. In the Backup section, click Import configuration.

3. To select the configuration file, click Upload Configuration File.

4. Select a method for the import and click Next.

5. Click Finish.

Kerio Control restarts and applies your configuration files.

Importing configuration backups to Kerio Operator

To import your Kerio Operator backups:
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1. In the administration interface, go to Configuration > Advanced Options > Backup and Recovery.
2. In the Recovery section, click Upload Backup File.

3. Select a file you want to import.

4. Select items you want to recover.

5. Click Recover.

Kerio Operator restarts and applies your configuration files.

2.7 Installing Kerio Control Hardware Box through MyKerio

This topic describes how to add Kerio Control Hardware Box to MyKerio and complete the registration
process and basic configuration of the box.

The advantage of this process is that a technician can perform the installation remotely. A non-technical
assistant located on-site can switch-on and connect the Hardware Box to the network, and the technician
can then add the Hardware Box to MyKerio and manage it.

If you have the software or virtual appliance version of Kerio Control, you can add the appliance from the
web administration interface. For more information, refer to Adding Kerio Control to MyKerio (page 10).

Prerequisites
To add Kerio Control Hardware Box to MyKerio, you need:

= the serial number on the bottom of your Kerio Control Hardware Box or from Kerio Online Store. A serial
number is a 12-digit number, for example SRLNMR123456. For more information, refer to Installing Kerio
Control Hardware Box through MyKerio (page 18).

= your Kerio Control Hardware Box connected to the internet.

= the local administrator's login credentials if your appliance is already set up locally.
Adding Kerio Control Hardware Box to MyKerio

NOTE

Verify that the Hardware Box can reach MyKerio. If the Internet provider does not provide a DHCP
server, the Kerio Control Hardware Box cannot obtain its IP address, so you must configure it manually.

For more information, see Configuring network interfaces.

Add a New Appliance

1. Log in to MyKerio.

2. In the Appliances section, click Add new appliance.

3. Inthe Add a New Appliance dialog box, key-in the serial number of the appliance.
4. Click Find this appliance.
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Add a New Appliance

All Kerio Control appliances Kerio Control Box

To add your appliance, go to your Kerio You can add any hardware appliance by
Control Administration to Remote Services. providing license and serial number.
N —— =

CLOSE

Set up the Appliance
If your appliance is already set up locally:

1. In the Set up the Appliance dialog box, verify the Kerio Control Hardware Box type and IP address, and
key-in your local administrator's login credentials.

2. Read and confirm Privacy Policy Terms and with End User License Agreement.
3. Click Next.
If your appliance has not been set up locally:

1. In the Set up the Appliance dialog box, verify the Kerio Control Hardware Box type and IP address, and
configure your local administrator's login credentials.

2. In the Administrator email field, key-in the administrator's email address. This can be changed later, if
required.
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= Accounting and Monitoring

Data Gathering Access to Statistics | Alert Settings SNMP
Settings
Default language for alerts: & English w
0 Email messages will be sent via the mail.ferschmann.cz server. SMTP server can be configured in Advanced Options...
Alerts
S | user « Blerts Valid time
.?. Admin ./ Configuration backup failed
) DHCP scope exhausted
¥/ Internet connectivity changed

¥/ License expiration

./ License quota exhausted

¥/ Local Certification Autherity expiration
J Low fres disk spacefmemory warning
) New version available

Add... ]l Edit... ]| Remove ]| Duplicate l

Apply l | Reset l

3. Optionally, select Allow Kerio Control to send anonymous usage statistics to Kerio Technologies.
This information helps us to understand how organizations use our products so that we can decide how to
best improve them. Statistics do not include any confidential data (passwords, email addresses, etc.), and
you can disable this option at any time under Advanced Options > Updates.

4. Click Next.

5. Key-in your local administrator's login credentials for verification.

6. Read and confirm Privacy Policy Terms and with End User License Agreement.
7. Click Next.

Add the Appliance to MyKerio
1. In the Add the Appliance to MyKerio dialog box, key-in a name for the appliance.

2. If you have more than one organization, use the Organization drop-down list to assign the appliance cor-
rectly.

3. Click Finish.

After you successfully connect the appliance you can see it in the Appliances section. Wait one or two
minutes until the appliance is shown as Up (green).
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Appliances

KERIO ~

controll kerio.com

control2 kerio.com

control3.kerio.com

Low memory

ADD NEW APPLIANCE

Kerio Control Box NG100

2.8 Managing appliances in MyKerio

Learn how to manage appliances in MyKerio.

1. Log in to MyKerio.
2. Go to Appliances.

3. To open the administration interface for the appliance, click 2] .

The appliance opens and you can administer your appliances as usual.

NOTE

You cannot access Kerio Control Statistics from Kerio Control Administration when it is opened in

MyKerio.

KerioControl

[= Dashboard
e Interfaces
g Traffic Rules
W Intrusion Prevention
() security Settings
=+ Bandwidth Management and QoS
Y Content Filter
O Proxy Server
LJ/‘ Antivirus
E DHCP Server
) 1Pv6 Router Advertisements
LT, Dis
l’: Routing Table
D Accounting and Monitoring
#%; Remate Services

3*7‘ Advanced Options

Users and Groups
=

j=~. Dashboard

System Health

| TS
0 cru:

Disk:

100%

75%

409.21 MB of 1.48 GB used
4.75%

283.01 MB of 6.56 GB used

System Status

Uptime:

Kerio Control:
Antivirus:

Intrusicn Prevention:

Kerio Control Web Filter:

IPsec VPN Server:
Kerio VPN Server:
Mykerio:

Connectivity

Status
Ethenet2  Up

Naw

® Kerio Technalogies s.r.o. All rights reserved. Legal Notices

Admin =

00:23:05

Up to date
Working properly
Working properly
Working properly
Working properly
Working properly
Working properly

Current Rx  Current Tx

IKEs 10 KBjs

Configuration Assistant... | | Suggest Idea... | | Contact Technical Support.

To exit the appliance interface, click the return arrow.

MyKerio
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- :
¥ MyKerio

2.8.1 Displaying the appliance status

When you add your appliances to MyKerio, you can see their status in the Appliances section. MyKerio
indicates the status with three colors:

» Green —The appliance is online.

= Yellow —The appliance is online but with some minor issues, for example, low memory or an update is
available.

= Red —the appliance is offline or with some major issues, for example, the license or the software main-
tenance has expired.

= Grey —the appliance is reserved for an organization.

App“ances ADD NEW APPLIANCE

KERIO

controll kerio.com
~ontrol Ti
. control2. kerio.com 5
~ontrol3 keri
control3 kerio.com Low memory 5)

Kerio Control Box NG100

2.9 Removing appliances from MyKerio

You can remove your appliances from MyKerio directly or in the administration interface of Kerio Connect,
Kerio Control, or Kerio Operator.

To remove appliances from MyKerio
1. In MyKerio, go to Appliances.

2. Select an appliance.

3. Click

4. Click Remove.
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2.9.1 Removing appliances through products' administration interfaces
1. In Kerio Connect, go to MyKerio.

a. In Kerio Control, go to Remote Services > MyKerio.

b. In Kerio Operator, go to Integration > MyKerio.
2. Click Remove from MyKerio.

3. Click Yes to confirm.
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MYKEI’iD Nhere is ... Q| Admin v

MyKerio settings

|##| Enable communication with Mykeric

You can use MyKerio to remotely manage all of your Kerio Connect appliances. Learn ¢
maore...
@ Ready. You can manage this Kerio Connect in MyKerio, M]'KEFIO

Remaove from MyKerio

Apply l [ Reset

4%, Remote Services Adkvin

Mykerio || SMTP Relay || Dynamic DNS || Configuration Backup

MyKerio settings
You can use MyKerio to remotely manage all of your Kerio Control appliances. You can also

use Mykerio as a notification service and as a backup service. ‘
Concerned about security? Learn more... '

@ Ready. You can manage this Kerio Contral in Mykerio, M]‘KEFIO
Connect to MyKerio

| Remove from Mykerio |

Apply l [ Reset

‘ Integration Admin

General MyKerio H Number Transformation " Directory Service H Remaote Storage ]

MyKerio settings

You can use MyKerio to remotely manage all of your Kerio Operator appliances. Use MyKerio

as an email senvice and a backup service. ‘
Concerned about security? Learn more... '
@ Ready. You can manage this Kerio Operator in MyKerio. M]‘KEFIO

|+ Connect to MyKerio

Remaove from Mykerio

Apply l [ Reset
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3 Monitoring

This section provides detailed information about receiving and sending email notifications and alerts, and
information about MyKerio app for mobile devices.

3.1 MyKerio app for mobile deviCes ... .o 25
3.2 Receiving email notifications from MyKerio ... ... .. 27
3.3 Sending alerts and notifications via MyKerio ... .. .. 28

3.1 MyKerio app for mobile devices

The MyKerio app monitors the appliances you have in MyKerio and notifies you of any status changes. You
can:

= Check the status of your appliances at any time.

= Receive notifications if the status of any of your appliances changes.
= \iew system errors or other critical events related to your appliances.
Download the MyKerio app from:

» Android Play Store

» Apple AppStore

MyKerio sends following notifications:

= Update available

= Low memory

= Problem with mapped domain

» Expiration of maintenance subscription or licence

= Backup line active

= Expiration of certificates

3.1.1 Using the MyKerio app on Apple Watch
To use the MyKerio app on Apple Watch, you must:

1. Pair your iPhone with Apple Watch

2. Download and install the MyKerio app

3. Display the app on Apple Watch. On your iPhone, open the Watch app > MyKerio, and enable the Show
App on Apple Watch option.

4. Log into the app on your iPhone
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5:09
Feelmorelaw test.feelmorelaw.co

| Control NG100 L
B2 KerioControl

Version: 9.0.3

test.feelmorelaw.... 2 @ Update available

: : Untrustworthy
Kerio Technologies, I... certificate

| Control NG300

I control1.kerio.com 1 ()

3.1.2 Displaying the appliance status

For more information, refer to Displaying the appliance status (page 22).
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Appliances
Feelmorelaw

Control NG100

Update available

mail.feelmorelaw.com

phone.feelmorelaw.com

Kerio Technologies, Inc.

controll.kerio.com

mx.kerio.com

Testlab NG500

Logout

hide details

Appliances

Feelmorelaw

Control NG100
KerioControl 9.1.0

Update available

mail.feelmorelaw.com
KerioConnect 9.2.0

P phone.feelmorelaw.com
KerioOperator 2.5.0

Kerio Technologies, Inc.

P control1.kerio.com
Reservation expires on Oct 17, 2016

mx.kerio.com
KerioConnect 9.2.0

® Testlab NG500

KerioControl 9.1.0

209 - 01250

LOGOUT

hide details

3.2 Receiving email notifications from MyKerio

By default, MyKerio sends email notifications, for example, when:

= An appliance in MyKerio goes online or offline. MyKerio notifies all users in the organization.

= MyKerio needs a confirmation of your email address.

= You are invited to an organization.

= You are removed from an organization.

= You reset your password in MyKerio.

3.2.1 Disabling email notifications

To disable email notifications from MyKerio:

1. Log into MyKerio.
2. Go to Settings.

3. In the User preferences dialog box, deselect the Receive email notifications from MyKerio option.

Disabling the option does not affect emails about resetting passwords, inviting users to organizations, and
with confirmations of users' email addresses.

MyKerio
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For more information, refer to Sending alerts and notifications via MyKerio (page 28).

3.3 Sending alerts and notifications via MyKerio

NOTE
For more information, refer to Receiving email notifications from MyKerio (page 27).

MyKerio notification service can send alerts and notifications from your appliance without any need to
configure the SMTP relay.

You can use the MyKerio notification service without creating account in MyKerio.

The amount of emails this service can send is limited per 24 hours. If you expect a large amount of emails
from MyKerio notification service, use the SMTP server instead.

3.3.1 Configuring MyKerio notification service
1. In the administration interface, go to:
a. Remote Services > SMTP Relay > Settings in Kerio Control.

b. Advanced Options > General > Email service in Kerio Operator.

4%, Remote Services Admin ¥

MyKerio | SMTP Relay || Dynamic DNS | Configuration Backup
Settings
Mykerio notification service

SMTP server
o Notifications, reports and alerts will be sent using the specified mail server.

Email service

-%I‘*‘I)'Kerio i } MyKerio can be used to deliver emails up to 10 ME.
SMTP sarver | Configure... | Mot configurad

None
The email guewe is empty. Refresh

Send system alerts to: | Test...

2. Select:
a. MyKerio notification service in Kerio Control.
b. MyKerio in Kerio Operator.

3. Click Apply.

4. Click Test.

5. In the Email Address dialog box, type your email address to test the connection and click OK. You
should receive a test message in your inbox.
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4 Settings

This section contains detailed information about the following topics:

4.1 Adding and managing organizations ... ... .. .. 29
4.2 Managing users in organizations .. ... ... .l 31
4.3 Sharing definitions across Kerio Control appliances with MyKerio .......... ... ... .. ............. 33
4.4 Configuring 2-step verification in MyKerio ... ... .. 40
4.5 AcCess auditing ..o 45
4.6 Change orreset your passWord ... .. . . 46

4.1 Adding and managing organizations

You can organize your appliances into MyKerio Organizations so that it's easy to see which appliances
belong to different companies, sites, campuses, and so on.

NOTE
An appliance can only be added to one organization.

By default, there is one organization in your MyKerio account named after the domain of your email address.
After logging into MyKerio, you can create and manage your organizations.

4.1.1 Adding new organizations to MyKerio

When you first register with MyKerio, you have only one organization created for you.
To add a new organization:

1. Go to Organizations in MyKerio.

2. In the Organization screen, click the New Organization button.

3. In the New organization dialog box, type a name for your new organization.

4. Click Create.

MyKerio creates the new organization.
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New Organization

Organizations allow sharing access of appliances between multiple users.

Organization name
COMPANY1

CREATE CANCEL

4.1.2 Managing organizations in MyKerio

ﬁ
= Click to leave the displayed organization.

= Click to rename the displayed organization.

= Click H to delete the displayed organization.

IMPORTANT
MyKerio deletes the organization even if the organization contains other users and appliances.

4.1.3 Switching between organizations
1. In MyKerio, go to Organizations.
2. Click the name of the organization.

3. In the drop-down menu, select the organization you want to display.
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MyKerio

. Appliances Organization

& 22 KERIO ¢
& Backups

E Shared Definitions

I:t Settings

asmith@kerio.com

4.1.4 Managing users in organizations

For more information, refer to Managing users in organizations (page 31).

4.2 Managing users in organizations

You can give other administrators the ability to manage one or more of your organizations and appliances.
These users then can rename the organization, add and manage appliances, and add or remove users.

4.2.1 Adding users to MyKerio

To allow other administrators to manage all the appliances within an organization, you must send them an
invitation. Once you have invited them, they receive an email inviting them to become part of your
organization:

1. Go to Organizations in MyKerio.
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MyKe rio asmith@kerio.com v

_& Appliances Organization NEW ORGANIZATION

2: KERIO v

& Backups

|§ Shared Definitions
asmith@kerio.com Yes

* Settings

2. Click to invite a user.

3. In the Invite User to Organization dialog box, type the user's email address. MyKerio sends an invitation
email and the pending invitation appears in the list of users for the selected organization.

IMPORTANT

Ensure that the email address is typed correctly. The person that receives the email will have
administration rights to your appliances.

Organization NEW ORGANIZATION

<~ KERIO

asmith@kerio.com Yes

[, S P [ T ey g
UEerno. com penamng inwviiaion

4. The invited user receives the email (see below) and clicks Accept invitation to complete the invitation
process.
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MyKerio

User asmith@kerio.com has invited you to shared KERIO
organization.

Accept ir:Wtatian

Now you can see the new user in your MyKerio organization.

NOTE
The invitations are valid for 7 days, expired invitations disappear from the list.
You can also resend and revoke the pending invitation.

Resending and revoking pending invitations

After you send an invitation to the organization, you can:

= Click to resend the invitation email. Resending the invitation resets the expiration time of the invit-
ation back to 7 days.

= Click to revoke the pending invitation. Revoking the invitation disables any existing links in the invit-
ations for the certain email address.

4.2.2 Deleting users from organizations

Click to delete a user from the displayed organization.

If you want to delete a user from all your organizations, you need to delete them from each organization
separately.

4.2.3 Adding and managing organizations

For more information, refer to Adding and managing organizations (page 29).

4.3 Sharing definitions across Kerio Control appliances with MyKerio

NOTE

MyKerio applies Shared definitions only to Kerio Control appliances. Also, this feature is only available in
Kerio Control 9.0 and newer.

MyKerio allows you to share definitions for IP address groups, URL groups and time ranges across Kerio
Control appliances.
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You can share definitions among all the Kerio Control appliances within one organization. You can:

= Create definitions directly within MyKerio and share them across appliances within the same organ-
ization

= Import definitions from an existing Kerio Control appliance and share them with other Kerio Control appli-
ances within the same organization

If you create shared definitions in MyKerio that already exist in the appliance, MyKerio converts them to
shared definitions.

Once your Kerio Control appliance uses shared definitions, you manage these definitions in MyKerio, and
they become read-only in the appliance.

You can also create and keep definitions directly in Kerio Control appliances. These local definitions cannot
be shared with other Kerio Control appliances.

Defining shared IP address groups

In the IP Addresses section, you can create:

= Single IPv4 or IPv6 addresses

= @Qroups of IPv4 or IPv6 addresses

» Hostnames

= |P address ranges for IPv4 or IPv6

# |[Pv4 subnets with masks

= |Pv6 prefixes

Kerio Control uses predefined IP address groups in other configuration dialog boxes, such as those for
trafficand URL rules.

Adding new IP address groups

To create a new IP address group, you must first create a new definition group and then add new items:
1. In MyKerio, go to Shared Definitions > IP Addresses.

2. If you have more than one organization, select the appropriate one.

IP Addresses ®@

22 KERIO ¥ W Q Search

3

3. In the toolbar, click the + icon.
4. In the Add IP Address Group dialog box, type a name for the group.
5. Click Add. MyKerio creates a new IP address group and you can add items.

6. Click the + icon on the row with the IP address group name.
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IP Addresses

22 KERIO » + W Q Search

Admins A h

192.168.48.48 Sydney

192.168.48.49 Alex
|

7.Inthe Add IP Address dialog box, select one of the following:

+ Addresses - Type the IP address, range, network, subnet, or prefix. Click the Address

Examples link for all patterns accepted by Kerio Control.
IP Address Group - Type another group of IP addresses. Groups can be cascaded.

+ Firewall - Firewall is a special group that includes all the firewall's IP addresses.

IMPORTANT
If you add a domain name, you must use the Kerio Control DNS server and enable the DNS cache.

If you use an IP address or host name you can use any DNS server.

8. (Optional) In the Description field, type a description of the item.

9. Click Add.

Add IP Address

Addresses 192.168.63.26

O Firewall

Description
Admin's IP address

Importing existing Kerio Control IP address groups

To import shared IP address groups from Kerio Control to MyKerio, you must first select the organization
where the appliance is included and then import IP address groups. Imported groups are automatically

shared with other Kerio Control appliances in the organization.
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1. In MyKerio, go to Shared Definitions > |IP Addresses.

2. Select the appropriate organization.

3. Click in the toolbar.

4. In the Import Shared Definitions dialog box, select the appliance from the drop-down list.

5. Select the groups you want to share.

Import Shared Definitions

control1.kerio.com -

Import groups:
|:| HTTPS exclusions
|:| Skype users

|:| Web servers

IMPORT CANCEL

6. Click Import.

From now on, you can see the IP address groups you selected both in the organization in MyKerio and in all
Kerio Control appliances included in the same organization.

Defining shared URL groups

URL groups enables you to define content rules in Kerio Control. For example, to disable access to a group
of web pages, you can define a URL group and assign permissions to the group, rather than defining
permissions for each individual content rule. A URL group rule is processed faster than a larger number of
separate rules for individual URLs.

Adding new URL groups

To create a new URL group, you must first create a new definition group and then add a new URL/URL
group or regular expression:

1. In MyKerio, go to Shared Definitions > URL Groups.

2. If you have more than one organization, select the appropriate one.
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URL Groups @

7 Q Search

3. In the toolbar, click the + icon.
4. In the Add URL Group dialog box, type a name for the group.
5. Click Add. MyKerio creates a new URL group and you can add items.

6. Click the + icon on the row with the URL group (see figure below).

URL Groups ®

22 KERIO + + W Q Search

Forbidden webs ~

b

7. In the Add URL dialog box, add a URL or another URL group. A URL can be specified by using:
= The full address of a server, document or web page without protocol specification (http://).

= Substrings with wildcard characters: * or ?: An asterisk (*) stands for any number of characters, a
question mark (?) represents one character.

+ Regular expressions. For details, see Wildcards and regular expressions in URL

8. (Optional) In the Description field, type a description for the URL. Especially if you use a regular expres-
sion, you should provide a description.

9. Click Add.
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Add URL

URL http://www.dailymail.co.uk/

Use a regular expression

Description
Daily Mail

Importing existing Kerio Control URL groups

To import shared URL groups from Kerio Control to MyKerio, you must first select the organization where
the appliance is included and then import URL groups. Imported groups are automatically shared with other
Kerio Control appliances.

1. In MyKerio, go to Shared Definitions > URL Groups.

2. Select the organization.

3. Click in the toolbar.

4. In the Import Shared Definitions dialog box, select the appliance from the drop-down list.
5. Select the groups you want to share.
6. Click Import.

From now on, you can see the imported URL groups for the selected organization both in MyKerio and in the
individual Kerio Control appliances included in the same organization.

Defining shared time ranges
Time ranges define when Kerio Control rules should be valid.

Each time range can consist of multiple time spans with different settings.

Adding new time ranges

To create a new time range, you must first create a new definition group and then create a new time range
item:
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1. In MyKerio, go to Shared Definitions > Time Ranges.

2. If you have more than one organization, select the appropriate one.

Time Ranges ®
= KEWO v + @ Q Search
I
I
Working hours +
Daily from 08:00 to 18:00 on weekdays Working hours at Kerio Technologies
l

3. In the toolbar, click the + icon.
4. In the Add Time Range Group dialog box, type a name for the time range.
5. Click Add. MyKerio creates a new time range and you can add items.

6. Click the + icon on the row with the time range (see figure below).

Time Ranges ®

2 KERIO = + @ Q Search

Working hours A

Daily frorm 08:00 to 18:00 on weekdays Working hours at Kerio Technologies

7.In the Add Time Range dialog box, configure the frequency, start and end times and days, if applicable.

MyKerio 4 Settings | 39



Add Time Range X

DAILY WEEKLY CUSTOM
C.6 DD:
18 .DU
';'.f.eu;:k(._:a;.-s -
Mon Tue |+|Wed |+|Thu Fri Sat Sun

Working hours at Kerio Technologies

Time ranges defined will apply to the time on each appliance

8. Click Add.

All Kerio Control appliances in the organization KERIO can now see and use the new shared time range.

Importing existing time ranges

To import time ranges from Kerio Control to MyKerio, you must first select the organization where the
appliance is included and then import the time ranges. Imported time ranges are automatically shared with
other Kerio Control appliances.

1. In MyKerio, go to Shared Definitions > Time Ranges.

2. Select the organization.

3. Click in the toolbar.

4. In the Import Shared Definitions dialog box, select the appliance from the drop-down list.
5. Select the time ranges you want to share.
6. Click Import.

From now on, you can see selected time ranges for the selected organization in both MyKerio and the
individual Kerio Control appliances included in the same organization.

4.4 Configuring 2-step verification in MyKerio

You can add an extra layer of security to your account by setting up 2-step verification, which uses an
application on your smartphone or computer to confirm your identity. If you lose the device that has the
authenticator installed, you can use backup codes generated by MyKerio; or sent to you by text message
(SMS). See Generating backup codes and Verifying your identity with the backup SMS codes.
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Once 2-step verification is in place, you must use your credentials to authenticate and type a special time-
limited code generated by the authentication application. The authenticator needs to support RFC 6238.
Examples include:

= Google Authenticator — Available for iOS, Android and Windows Phone
» FreeOTP authenticator — Available for iOS and Android

» Authenticator for iOS

» Authenticator for Windows Phone

» WinAuth for Windows OS

e

4.4.1 Enabling 2-step verification
To set up 2-step verification in MyKerio:

1. In the MyKerio interface, go to Settings.

MyKerio

_,T\ Appliances

4% Organizations

& Backups

E Shared Definitions

Y

2. In the 2-Step Verification section, click Enable. The Enable 2-Step Verification dialog box appears.

2-step verification
Status: x Disabled

2-step verification provides better security. In addition to your email and password, you'll
need to enter a code generated by an authenticator application. Leam more. ..

o)

3. Open the authenticator application and scan the QR code (barcode) or type the alphanumeric code
shown below the QR code. You then get a time-limited, six-digit verification code. The authenticator gen-
erates a new code every 30 seconds. All codes generated on the basis of the MyKerio QR code are valid for
MyKerio authentication.
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Enable 2-Step Verification

2-step verification adds extra security to your account by using an application on your
smartphone to confirm your identity. To enable 2-step verification, scan the QR code with
your smartphone's camera using an authenticator application, then enter the verification
code in the box below. Additional instructions and a list of recommended authenticator
applications..

RDOAABSWH7ZGW232

Verification code
961157

N

VERIFY AND SAVE CAMNCEL

4. Type the verification code from the authenticator app.
5. Click Verify and save.

From now on, 2-step verification is required when signing in to MyKerio.

4.4.2 Generating backup codes
MyKerio allows you to save several backup codes for authentication without the authenticator.
1. In the MyKerio interface, go to Settings.

2. In the 2-Step Verification section, click Generate. The Backup Codes for 2-Step Verification dialog
box appears.
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2-step verification

Status:

DISABLE

Backup codes can only be used once and should be stored safely.

GENERATE

3. Click Print or Save as file. If you generate a new code set, all codes from the old set become invalid.

Backup codes: X None

Backup Codes for 2-Step Verification

If you don't have access to your device to get an authentication code, you can use offline
backup codes.

Note: Each code can be used only once.

< 506932 « 302778
= 247825 = 817764
= 077551 = 739364
= 033436 = 500001
= 060653 « 572459

PRINT SAVE AS FILE

CLOSE

IMPORTANT
Each code can be used only once. However, you can generate new code sets as needed.

4.4.3 Verifying your identity with SMS codes

To use backup SMS codes, you must save your phone number in MyKerio settings.
1. In the MyKerio interface, go to Settings.

2. In the 2-Step Verification section, click Set backup phone.

3. The Backup Phone For 2-Step Verification dialog box appears.

4. Type your phone number. The number must include the international prefix and you can use various
formats, such as:

« + 1 (408) 496-4500
« + 7 (495) 9136823
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s +420 377 338 901
5. Click Send me SMS.

Backup Phone For 2-Step Verification

SMS verification can be used instead of a code generated by an authenticator application if
you do not have access to your device.

Please, use the international phone format e .g. +18005550199

Phone number
+18005550199

CANCEL

6. Type the code you receive via text message into the Code from SMS field.
7. Click Verify and save.

4.4.4 Cannot access your authenticator?

If you do not have your authenticator linked with the MyKerio account, you can use one of the backup codes
or SMS code for 2-step verification.

1. In your browser, go to https://my.kerio.com.
2. Type your credentials in the login dialog box. The 2-step verification dialog box appears.

3. In the 2-step verification dialog box, click Don't have a code?

2-S5TEP VERIFICATION

Flease enter the 2-step verification code
generated by the authenticator
application:

123456

4. Type the backup code, or click Send SMS and type the SMS code into the dialog box.
5. Click Verify and Login.
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4.4.5 Disabling 2-step verification
To disable 2-step verification:
1. In the MyKerio interface, go to Settings.

2. In the 2-Step Verification section, click Disable 2-step verification. The Disable 2-Step Verification
dialog box appears.

2-Step Verification
Status:

DISABLE

U

3. Type your MyKerio password to confirm the action.
4. Click Disable 2-step verification.

MyKerio disables 2-step verification and you no longer need it to access MyKerio.

4.5 Access auditing

MyKerio records details of each successful and failed login and logout attempts. These access audit trails
provide a means to help accomplish several security-related objectives, including intrusion detection, and
problem analysis.

Log in to MyKerio and go to Settings > Audit Access to view access audit trails.

MyKerio

2. Appliances Access Audit

&2 Organizations

22 My Organization =

oS Backups
|E Shared Definiticns ~
& O 516230 i r 1]
LoPAgdresces 2017-06-16 12:21:22 nda parken@myong com 0.212100.2
%) URL Groups 270616 115117 mmy. floydi@myong. com 10.212.100.10
201 7-06-16 03:01:28 M DO g, SO 102121001
(O Time Ranges
20 7-06-16 022 d barr TIyOrg COm 0,100
£ Sentings ~ T
20170616 022326 oy bameni@myong.co flztonim &
) Usex Prefere 0616022318 2121002
06-16 022220 m 100.2
20170618 021 m 2 il
0 20048 .
2017-06-16 00:053 Jirrerry foydi@rmyorg.com 10.212100.10

Screenshot 2: The Access Audit screen

On the Access Audit screen, you can choose the organization to view the recorded access audit trail of its
users.
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Audit Filters x

Audit actions

Login v
E . Logout
E Failed login attempt o

APPLY FILTERS CANCEL

Screenshot 3: Access Audit Filters

Use Audit Filters ﬁ to filter trail records based on:
= The |P Address of user's machine or device.

» The time range by specifying a Start Date and an End Date.

» The type of access attempt by selecting Login , Logout or, Failed login attempt A

Click Apply filters to only show access logs that match the filters configured.

4.6 Change or reset your password

If you forget or lose your password, you can always change or reset it.

4.6.1 Changing your password
To change your MyKerio password:

1. Log in to MyKerio.

2. Go to Settings.

3. In the Change password section, type your current and new passwords. MyKerio requires complex pass-
words.

4. Click Change password.
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Change password

Current password

-----------

-----------

+ At least B characters long
¢ Characters from 3 different groups (lowercase, uppercase, numbers, symbols)
« Cannot include part of full name, email or username

Confirm password

CHANGE PASSWORD

U

4.6.2 Resetting your password

If you lose your MyKerio password:

1. Go to https://my.kerio.com/login.

2. Click Forgot password.

3. In the Reset your password dialog box, type your email address and click Send.

4. Go to your mailbox and wait for a message with the subject Reset your MyKerio password.

5. In the message body, click Change password. Your browser opens a dialog box where you can change

your password.
6. Type your password twice.
7. Click Set New Password.

You can now log in to MyKerio with your new password.
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5 Troubleshooting and support

This topic explains how to resolve any issues encountered during installation of MyKerio. The main sources
of information available to solve these issues are:

= This manual - most issues can be solved through the information in this help system.
= Knowledge Base articles

= Web forum

= Contacting Technical Support

If this manual does not satisfy your expectations, or if you think that this documentation can be improved in
any way, let us know via email on: documentation@dgfi.com.

5.1 Receiving emails via MyKerio notification service does not work

MyKerio notification service includes a local email blacklist to temporary suspend sending emails to
recipients with a history of bounce messages. The blacklist blocks each invalid email address for 2 weeks.
MyKerio removes the email address from the blacklist after 2 weeks from the last bounce messages.

Identifying problems with email addresses in the administration

If you use MyKerio notification service and delivering emails from your appliances doesn't work, you can
have an invalid or blocked email address configured in the appliance.

If blacklisted email address is typed in alerts or statistics reports, consult the Warning log and check your
Internet connectivity, traffic rules and so on.

Otherwise, consult the Debug log for more information:
1. In the administration interface, go to Debug log.

2. Right-click in the main window.

3. In the context menu, click Messages.

4. In the Logging Messages dialog box, select MyKerio.

Debug

LU RL SO LD LU U STTWICS DS ULIE DOUNRD LD aUUINEss 172, 100,55, LU SLO PP

L
i

[:‘ ;_,-'2315 31:4::3:: Caruima "MIME TED" by s to sddrees 107 168 04 160 chmmmad
[ 0/2015 01:40:30] 5 Logging Messages 2|
g/2015 01:40:30] Mykerio Q

/2015 01:40:

=l P T |

= Miscellaneous

%WK&H{&

(P P Py V]

5. Click OK.

From now on, the Debug log records all MyKerio activity such as requests, responses, errors.

MyKerio 5 Troubleshooting and support | 48


mailto:documentation@gfi.com

NOTE

After debugging, deselect MyKerio in the Logging Messages dialog box. Otherwise, the appliance
continues to record the MyKerio communication and may slow down the server performance.

Testing SMTP relay email addresses

You can test the SMTP relay in following places:

» Remote Services > SMTP Relay in Kerio Control
» Advanced Options > General in Kerio Operator.

If you use blacklisted email address as a test email address and the test fails due to an incorrect email
address:

= Kerio Control displays the error dialog box

Error *

Mykerio notification service error.
Metwork or server error.

| 0K

= Kerio Operator displays the SMTP server failure notification and logs an error in the Error log.

(U, SMTP server failure...  Admin

Examples of Debug log messages

Debug log message Description

[07/Aug/201815:27:00] {MyKerio} The recipient's email address format is not valid or the TLD domain
Operation failed Recipient does not exist.

asmith@example.local: Email

address format is not wvalid.

[07/Aug/2018 15:29:57] {MyKerio} The recipient has a history of bounce messages and the MyKerio noti-
Operation failed Recipient fication service cannot deliver the email. The recipient is temporarily
asmith@example.com: Email send blacklisted for 2 weeks.

failed. Recipient is blacklisted
due to bounce messages.

[07/Aug/2018 15:30:15] {MyKerio} The connected appliance has tried to send emails to multiple recip-
Operation failed Email to ients which have a history of bounce messages. All emails from that
asmith@example.com rejected. Your appliance will be rejected until the number of the blacklisted recipients
appliance is not allowed to send decreases. MyKerio automatically removes email addresses from the
emails due to too many bounced blacklist after 2 weeks from the last attempt to send email.

emails.

[08/Mar/2018 15:32:45] {MyKerio} The connected appliance has sent more that 100 emails within 24
Operation failed Email to hours and exceeded the email quota. The time period is counted from
asmith@example.com rejected. Your the first sent email within the time period and resets after 24 hours.

appliance exhausted email quota.
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Testing SMTP relay email addresses

You can test the SMTP relay at the following places:

» Remote Services > SMTP Relay in Kerio Control
» Advanced Options > General in Kerio Operator.

If you use blacklisted email address as a test email address and the test fails due to an incorrect email
address:

= Kerio Control displays the error dialog box.

Error b4

Mykerio notification service error.
Metwork or server error.

| 0K

» Kerio Operator displays the SMTP server failure notification and logs an error in the Error log.

(N SMTP server failurs.. Admin v |

Identifying problems with email addresses in MyKerio

MyKerio displays an error message if you type invalid email address during your:

= Registration. (MyKerio sends you confirmation email).

= Attempt to reset your MyKerio password (MyKerio sends you email where you can set a new password).

Verify the email address. If the email address is valid, try to, for example, send an email message from a
different email address to see whether your blacklisted email address can receive messages.
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