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1 Introduction

The enormous volume of system event logs generated daily is of growing importance to organizations that must record
information for forensic and compliance purposes. It is essential to perform real-time network-wide event log
monitoring, analysis and reporting to address any incidents or security concerns and combat threats to business
continuity.

GFl EventsManager assists with this monumental task by automatically and centrally monitoring and managing event
logs - supporting a wide range of event types generated both by applications and devices from top vendors as well as
for custom ones.

The following topics provide information on how to evaluate GFl EventsManager:

1.1 About GFl EventsManager

The enormous volume of system event logs generated daily is of growing importance to organizations that must record
information for forensic and compliance purposes. It is essential to perform real-time network-wide event log
monitoring, analysis and reporting to address any incidents or security concerns and combat threats to business
continuity.

GFl EventsManager assists with this monumental task by automatically and centrally monitoring and managing event
logs - supporting a wide range of event types generated both by applications and devices from top vendors as well as
for custom ones.

About GFIl EventsManager

Automates event
management processes

Workstations
Provides extensive event
— analysis tools

Firewalls

-

e o Archives events for legal
D
[ o]

Web

GFl EventsManager

B @ = compliance and activity
Daomain Mail monitoring

Controllers Servers Servers

Screenshot 1: GFl EventsManager integrates into any existing IT infrastructure

GFl EventsManager is a results oriented event log management solution which integrates into any existing IT
infrastructure, automating and simplifying the tasks involved in network-wide events management.

Through the features supported by GFl EventsManager, you are able to:
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= Automatically monitor computers and network devices through GFI EventsManager's wide range of event log sup-
port; such as Text Logs, Windows' Event Logs, Syslogs, SNMP Traps Messages, Active Monitoring Events and even cus-
tom eventlogs

= Monitor computers and services running on your network through active monitoring features such as continuous
checking of HTTP/HTTPS/FTP site availability, server roles queries, firewall queries and more

= Optimize security and performance while tracking operational issues by auditing your critical systems/devices; such
as routers, firewall, sensors, servers and database engines

» Create and maintain an automated network security system which detects intrusion attacks

= Achieve compliance with various regulations and acts including SOX, PCI DSS, Code of Connection, HIPAA, data pro-
tection laws and others

= Proactively detect events which will lead to disaster such as hardware failure. When such events are processed, GFI
EventsManager provides an early warning to give you control and take corrective action

= Minimize the risk and business loss due to systems downtime and misconfiguration

= Easily browse events from any number of databases through the extensive Events Browser; which helps you carry out
forensic investigations with minimal human input

= Automatically processes and archives event logs, collecting and highlighting the information you need to know
about the most important events occurring in your network so you are never caught off guard

= Generate technical IT level and management level reports from the extensive list of reports and also create new
ones from existing reports or collected events

= Protect your business by tracking the security events in your network. Find who is responsible for security breaches
and network threats

For a full list of features, refer to: https://www.gfi.com/eventsmanager#features

1.2 How GFI EventsManager works
The operational functionality of GFI EventsManager is divided in the following stages:
# Stage 1: Event Collection

= Stage 2: Event Processing

1.2.1 Stage 1: Event Collection

During the Event Collection stage, GFI EventsManager collects logs from specific event sources. This is achieved through
the use of two event collection engines: The Event Retrieval Engine and the Event Receiving Engine.

Engine Description

The Used to collect Windows® Event Logs and Text Logs from networked event sources. During the Event Collection
Event process this engine will:

Retrieval 1. Log-on to the event source(s)

Engine 2. Collect events from the source(s)

3.Send collected events to GFI EventsManager Server

4. Log-off from the event source(s).

The Event Retrieval Engine collects events at specific time intervals. The event collection interval is configurable from
the GFI EventsManager management console

GFl EventsManager 1 Introduction | 10
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Engine Description

The SQL The listener receives trace messages from the scanned Microsoft” SQL Server” in real time. On receipt, GF|

Server” EventsManager processes the message immediately.

Listener

The The Oracle Retrieval Engine connects periodically to Oracle servers and collects audits from a specific auditing table.
Oracle Similar to the Microsoft” Windows' Event Retrieval Engine, GFI EventsManager processes events generated by the
Retrieval Oracle server.

Engine

Log The Event Receiving Engine acts as a Syslog and an SNMP Traps server; it listens and collects Syslog and SNMP Trap
Receiving events/messages sent by various sources on the network. As opposed to the Event Retrieval Engine, the Event Receiving
Engine Engine receives messages directly from the event source; therefore it does not require to remotely log-on to the event

sources for event collection. Further to this, Syslog and SNMP Trap events/messages are collected in real-time and
therefore no collection time intervals need to be configured.

By default, the Event Receiving Engine listens to Syslog messages on port 514 and to SNMP Trap messages on port 162.
Both port settings are however customizable via the GFI EventsManager management console.

1.2.2 Stage 2: Event Processing

During this stage, GFI EventsManager runs a set of Event Processing Rules against collected events. Event Processing
rules are instructions that:

= Analyze collected logs and classify processed events as Critical, High, Medium, Low or Noise (unwanted or repeated
events)

= Filter events that match specific conditions
= Trigger email, SMS and network alerts on key events

= Trigger remediation actions such as the execution of executable files or scripts on key events

B

= Optionally archive collected events in the database backend.
GFI EventsManager can be configured to archive events without running events processing rules. In such cases, even

though no rules are applied against collected logs, archiving is still handled at the Event Processing stage.

Important

Some of the key modules in GFI EventsManager must run under administrative privileges. For more information on
these modules refer to the following article: http://go.gfi.com/?pageid=esm_process_rights

1.3 Conventions used in this guide

The table below describes the common terms and conventions used in this Guide:

Term Description

Note Additional information and references essential for the operation of GFI EventsManager.

Important Important notifications and cautions regarding potential issues that are commonly encountered.

> Step by step navigational instructions to access a specific function.

Bold text [tems to select such as nodes, menu options or command buttons.

Italics text Parameters and values that you must replace with the applicable value, such as custom paths and filenames.
Code Indicates text values to key in, such as commands and addresses.
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2 Getting Started with GFlI EventsManager

Want to try out GFI EventsManager? This topic provides a quick list of actions to help you set up a GFI EventsManager
account.

1 Sign up to GFl EventsManager
Go to http://go.gfi.com/?pageid=esm_trial and sign up for GFI EventsManager. Follow the instructions to create your account
and download your trial version. A 30-day evaluation key will be sent to you by email within a few minutes.

2 Prepare your GFl EventsManager server
Before installing GFI EventsManager on your server, ensure that the following guidelines are met:
System requirements
Deployment scenarios

3 Install GFI EventsManager
Installing GFI EventsManager is easy. You just need to follow the steps in the following topic: Installing GFI EventsManager. Run
the installer as a domain administrator or an account with administrative rights over all the remote computers managed by GFI
EventsManager.

4 Test the GFI EventsManager installation
Perform a test to ensure GFI EventsManager is working correctly. For more information, refer to Testing the installation (page
35).

5 Monitoring your Network with GFI EventsManager
Monitor your network and detect events such as security incidents, downtimes, system health problems and configuration
problems. GFI EventsManager offers five main features and locations to help you stay in touch with the main events occurring in
your network:

= Events Processing Rules
= Alerts

#  Dashboard

= Events browser

#  Reporting

2.1 Deployment scenarios

GFl EventsManager can be installed on any computer which meets the minimum system requirements irrespective of
the location on your network. If you want to collect event logs from Microsoft” Windows® Vista or later operating systems,
GFI EventsManager must be installed on a machine running Microsoft” Windows' Vista, 7, Server 2008 or later.

Use GFl EventsManager to manage event logs generated by:
= The same computer where it is installed

= All the servers, workstations and network devices that are reachable from the computer on which it is installed on.

GFl EventsManager 2 Getting Started with GFI EventsManager | 12
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GFl EventsManager deployment scenarios

‘ Internet ,

o>
-
M)

(2]

(=]

GFl EventsManager

LY .
s
A

[ o]

|«

[ o]

n Computers with GFI EventsManager installed
GFl EventsManager Computers with Linux/Unix operating systems
E Computers with Microsoft Windows operating systems

Screenshot 2: GFl EventsManager deployment scenario
This section contains information about deploying GFI EventsManager in a:
= Local Area Network (LAN) - Monitor activity of the main production network, servers and workstations

= Demilitarized Zone (DMZ) - Monitor events generated by public service servers, such as mail servers, web servers
and DNS servers

= Wide Area Network (WAN) - Monitor events generated by computers and network devices spread across different
geographical locations.

2.1.1 GFI EventsManager within in a Local Area Network (LAN)

GFI EventsManager can be deployed on Windows® based networks as well as on mixed environments where Linux and
Unix systems are being used as well.

GFl EventsManager 2 Getting Started with GFI EventsManager | 13



GFl EventsManager in a LAN

[T — — 7 Local Area Network (LAN) -

=1

Firewall

=E
g_

GFl EventsManager

Screenshot 3: Deployment of GFl EventsManager in LAN

When installed on a Local Area Network (LAN) GFI EventsManager can manage Windows® events, Text Logs, Syslog
messages, SNMP Trap and SQL Server” audit messages generated by any hardware or software that is connected to the
LAN, including:

Device Example

Workstations and laptops End-user computers and systems.

Servers Web servers, Mail servers, DNS servers and more.

Network devices Routers, switches and any other device that generates performance logs.

Software Including GFI EndPointSecurity, GFI LanGuard and other applications
that generate logs.

Specialized Services Microsoft” Internet Information Server — I1S.

PABXs, Keyless Access Systems, Intrusion detections sys- GFl EventsManager enables you to monitor any device that is attached

tems and more to the network.

2.1.2 GFl EventsManager within a Demilitarized Zone (DMZ)

GFl EventsManager is able to monitor events generated by machines in a DMZ, from being installed within the LAN or
by being installed directly in the DMZ. Since a firewall or a router usually protects this zone with network traffic filtering
capabilities, you must make sure that:

= The communication ports used by GFI EventsManager are not blocked by the firewall. For more information on the
communication ports used by GFl EventsManager refer to: http://go.gfi.com/?pageid=esm_ports.

= GFI EventsManager has administrative privileges over the computers that are running on the DMZ.
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Important

GFl recommends to install GFI EventsManager directly in the DMZ as opposed to enabling firewall ports and
permissions to allow communication between LAN and DMZ computers, servers and network devices.

GFI EventsManager within a DMZ

- — — 7 Local Area Network (LAN) —-—=

Router/Firewall
—
Internat

=
=

Screenshot 4: The DMZ sits between the internal LAN and the Interet

|H

A DMZ is the neutral network which sits between the “internal” corporate network and the “outside world” (Internet).
The deployment of GFI EventsManager in a DMZ helps you automate the management of events generated by DMZ
hardware and software systems; such as:

DMZ Automation Description

Automate DMZ networks are normally used for the running of hardware and software systems that have Internet specific
management of roles such as HTTP servers, FTP servers, and Mail servers.

Web and Mail Hence, you can deploy GFI EventsManager to automatically manage the events generated by:

server events = Web-servers including the W3C web-logs generated by Apache web-servers on LAMP web platforms

= Windows® based web-servers including the W3C web-logs generated by Microsoft” Internet Information
Servers (IIS)

= Linux/Unix and Windows® based mail-servers including the Syslog auditing services messages generated
by Sun Solaris v. 9 or later

#  Automate management of DNS server events

= |f you have a public DNS server, there's a good chance that you are running a DNS server on the DMZ
Hence you can use GF| EventsManager to automatically collect and process DNS server events including those
stored in your Windows® DNS Server logs.

Automate man- If you have a public DNS server, there’s a good chance that you are running a DNS server on the DMZ. Hence you
agement of DNS can use GFI EventsManager to automatically collect and process DNS server events including those stored in
server events your Windows™ DNS Server logs.

GFl EventsManager 2 Getting Started with GFI EventsManager | 15



DMZ Automation Description

Automate Routers and firewalls are two network appliances commonly found in a DMZ. Specialized routers and firewalls
management of (example: Cisco IOS series routers) not only help protect your internal network, but provide specialized features
network such as Port Address Translation (PAT) that can augment the operational performance of your systems.

appliance events By deploying GFI EventsManager on your DMZ, you can collect the events generated by such network
appliances. For example, you can configure GFI EventsManager to act as a Syslog Server and collect in real-time
the Syslog messages generated by Cisco |0S routers.

2.1.3 GFl EventsManager within a Wide Area Network (WAN)

GFI EventsManager can be installed in environments that have multiple sites in different geographical locations.

GFl EventsManager within WAN

Site 1: Head Office

GFI EventsManager

Site 2! Production Site Site 3: Distribution Outlet

GFI EventsManager GFI EventsManager

Screenshot 5: Export data from remote sites to the main instance of GFl EventsManager

This is achieved by installing an instance of GFI EventsManager at each location. Periodically (based on a schedule), you
can export events from the remote sites and import them into the central database for complete consolidation of event
logs.

Events for the remote site can then be viewed through the Events Browser. Reports with information relevant to remote
sites can also be generated using data from the central database. Use the Switch Database option to view or report on
information stored on remote databases.

Note

For more information refer to Switching File Storage Databases.

GFl EventsManager 2 Getting Started with GFI EventsManager | 16



Note

For more information refer to Database Maintenance.

2.2 System requirements

Toinstall GFI EventsManager, the host computer must meet the system requirements specified below. If you plan to
manage a large number of event sources in a high traffic network, consider using a computer with greater system specs.
Refer to the following sections for information about:

= Hardware requirements

» Supported operating systems and other software

= Firewall ports, protocols and permissions

= Event source settings

2.2.1 Software requirements

Software Description

GF| EventsManager can be installed on a computer running any of the following operating systems:

Supported oper-
ating systems (32-
bit and 64-bit)

Other software com-
ponents

DLib Database
Server

Optional recom-
mended software

GFl EventsManager

e

e

s

s

s

s

s

s

b

bl

ol

Windows' Server 2016 - Essentials, Standard or Datacenter
Windows® Server 2012 R2- Essentials, Standard or Datacenter
Windows' Server 2012 - Essentials, Standard or Datacenter
Windows® Server 2008 R2 — Standard or Enterprise
Windows’ Server 2008 - Standard or Enterprise

Windows® SBS 2011 - Standard or Premium

Windows SBS 2008 - Standard or Premium

Windows 10 - Pro or Enterprise

Windows’8 - Pro or Enterprise

Windows 7 - Enterprise, Professional or Ultimate
Windows® Vista SP1 - Enterprise, Business or Ultimate

NOTE

GFI EventsManager cannot be installed on Server Core Installations.

The following required components can be installed automatically when installing GFI EventsManager. For
more information, refer to Installing GFI EventsManager (page 19).

s

s

s

s

b

s

s

Visual C++ 2010 redistributable

Microsoft” NET Framework 2.0

Microsoft” NET Framework 4.0

Microsoft” SQL Server” Compact 3.5 SP2

MSXML6

Microsoft” SQL Server” Native Client

Microsoft” SQL Server” Management Objects Collection.

DLib Database Server is the component where GFl EventsManager stores processed logs. The database server
can be installed on the same computer that is running GFl EventsManager as well as on a separate remote
computer or network drive.

Install the following recommended software components to ensure full functionality of GFI EventsManager:

s

Microsoft” Data Access Components (MDAC) 2.8 or later downloadable from http://go.g-

fi.com/?pageid=esm_mdac

s

A mail server (when email alerting is required).
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NOTE

When GFI EventsManager is using a non-domain account to collect events from Windows Vista machines or later,
target machines must have User Account Control (UAC) disabled. For more information, refer to Disabling User
Account Control (UAQ) (page 293).

2.2.2 Hardware requirements

The following table contains hardware requirements for GFI EventsManager:

Hardware Component Specification
Processor 2.5 GHz dual core or higher.
RAM 3 GB.
Hard disk 10 GB free space.
Note

Hard disk size depends on your environment, the size specified in the requirements is the minimum required to
install and archive events.

2.2.3 Storage requirements

The storage requirements below are based on the average size of an event log, being 535 bytes per event. The
following specifications indicate the required hard disk size, that caters for your infrastructure's requests:

Hard Disk Space Number of Events
Events stored per 1 Gb of storage space 2,006,994
Events stored in 500 Gb of storage space 1,003,497,032

2.24 Firewall ports and protocols

The following table contains ports and protocols that must be allowed by the firewall of the GFI EventsManager host:

Port Protocols  Description

135 UDP and Target machines use this port to publish information regarding available dynamic ports. GFI EventsManager
TCP uses this information to be able to communicate with the target machines.

139 UDP and Used by GFI EventsManager to retrieve the event log descriptions from target machines.

and TCP

445

162 UDP and Used by GFI EventsManager to receive SNMP traps. Ensure that this port is open on the machine where GFI
TCP EventsManager is installed.

514 UDP and Used by GFI EventsManager to receive SYSLOG messages.
TCP

1433 UDP and Used by GFI EventsManager to communicate with the SQL Server® database backend. Ensure that this port is
TCP enabled on Microsoft” SQL Server® and on the machine where GFI EventsManager is installed.
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Port Protocols  Description

1521 UDP and Used to collect Oracle Server audit logs. Port 1521 is the default port for this connection. If the port is
TCP changed manually in the Oracle Listener’s configuration, adjust firewall settings accordingly.

49153 UDP and Used by GFI EventsManager to collect events from event sources with Microsoft” Windows Vista or Microsoft”
TCP Windows' 7.

2.2.5 Firewall permissions

The following list contains permissions that must be allowed by the firewall of the GFI EventsManager host:
= Remote Event Log Management

= File and Printer Sharing

= Network Discovery

2.2.6 Antivirus exceptions

If an antivirus application installed on the computer where GFl EventsManager is running, make sure that:
= Trafficis not blocked on the ports in use by GFl EventsManager.

= esmui.exe and esmproc.exe are allowed access through the firewall(s).

= GFI EventsManager folders are excluded from real-time antivirus scanning.

2.2.7 Event source settings

The following table contains settings that must be configured on your event sources. Event sources are computers that
you want to monitor by GFI EventsManager:

Log Type Description

Windows’ event log pro- Enable remote registry.

cessing

Text log processing The source folders must be accessible via Windows' shares.

Syslog and SNMP Traps pro- Configure sources/senders to send messages to the computer/IP where GFI EventsManager is
cessing installed.

Scanning machines with Win-  Install GFI EventsManager on a computer running Windows' Vista or later.
dows’ Vista or later

System auditing Enable auditing on event sources. For information, refer to Enabling event source permissions
manually and Enabling event source permissions automatically.

2.2.8 Computer identification considerations

GFl EventsManager identifies computers via computer name or IP. If NETBIOS-compatible computer names are used,
ensure that your DNS service is properly configured for name resolution. Unreliable name resolution downgrades overall
system performance. If you disable NETBIOS over TCP/IP, you can still use GFI EventsManager, however you must specify
computer name by IP.

2.3 Installing GFI EventsManager

To install GFI EventsManager:
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1. Right-click the GFl EventsManager installer and choose Properties. From the General tab, click Unblock and then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

2. Launch the installer.

=101
GFI EventsManager 13

Eventlog monitoring, management and archiving
Version: 13.2

° BFI EventsManager setup wizard will install the following system components, These are required for

ﬁ: archiving and enhanced event log management performance.

Visual C++ 2010 redistributable (Already Installed)
Microsoft \MET Framework 2.0 (Already Installed)
Microsoft \MET Framework 4.0 (Already Installed)
Microsoft SQL Server Compact 3.5 5P2 (w86) (Already Installed)
Microsoft SQL Server Compact 3.5 5P2 (w64) (Already Installed)
MSXMLE (Already Installed)

Microsoft SQL Server Mative Client

Microsoft SQL Server Management Objects Collection

GFI Database Server 2.1

GFI EventsManager 13

Click here for more information: hitp: {fwww.afi.com feventsmanager

Install Close

Screenshot 6: Prerequisite check

3. The installer displays a list of system components that must be installed prior to installing the product. Click Install to
start the installation of missing system components (if necessary).
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i GFI Database Server 2.1 Setup =100 %]

Welcome to the GFI Database Server 2.1
Setup Wizard

The Setup Wizard will install GFI Database Server 2.1 on
your computer, Click Mext to continue or Cancel to exit the

GEIT =

Bach: I Mext I Cancel

Screenshot 7: DLib Database Server

4. The DLib Database Server install wizards opens automatically after system components are installed. Click Next at the
wizard welcome screen.

iz GFI Database Server 2.1 Setup =100 x|

End-User License Agreement ®
Please read the following license agreement carefully F’

F Y
GFI® End-User License Agreement :I

For: GFI FaxMaker'; GFI Archiver™, GFI MailEssentials"; GFl WebMonitor'; GFI
LanGuard";

GFI EventsManager’; GFI EndPointSecurity’; GFl OneGuard™ and GFI
OneConnect™

(“Software”)

FLEASE CAREFULLY REVIEW THE FOLLOWING TERMS AND CONDITIONS OF THISLI

¥ 1accept the terms in the License Agreement

Print Back Mext Cancel

Screenshot 8: DLib Database Server EULA

5. Read the license agreement. Select l accept the terms in the License Agreement and click Next.
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i GFI Database Server 2.1 Setup =10 x|

Destination Folder L
Click Mext to install to the default folder or dick Change to choose another. F’

Install GFI Database Server 2.1 to:

IC:‘n.Pngram Files (x86)\GFI\Database Server 2,14

Change... |

Back I Mext I Cancel

Screenshot 9: DLib install folder

6. Click Next to install the database server in the default folder or click Change... to select an alternate folder where itis
installed.

iz GFI Database Server 2.1 Setup =10 x|

W
Ready to install GFI Database Server 2.1 GF’

Click Install to begin the installation. Clid Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel

Screenshot 10: Start installing DLib Database Server

7. Click Install to start installing DLib Database Server. Click Finish when prompted.
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Note

After the database server is installed, the installer automatically opens the install wizard of GFl EventsManager
Management Console.

ii7 GFI EventsManager 13 Setup =10 %]

Welcome to the GFI EventsManager 13
Setup Wizard

The Setup Wizard will install GFI EventsManager 13 on your
computer, Click Mext to continue or Cancel to exit the Setup

GFIT

Bark I Mext I Cancel

Screenshot 11:GFl EventsManager setup wizard welcome screen

8. Click Next at the wizard welcome screen.
i‘.‘a GFI EventsManager 13 Setup = |I:I|£|

End-User License Agreement B
Carefully read the following end user license agreement F’

F S
GFI® End-User License Agreement ﬂ

For: GFI FaxMaker'; GFI Archiver™, GFI MailEssentials’; GFl WebMonitor'; GFI
LanGuard”:

GF1 EventsManager'; GF1 EndPointSecurity’; GFl OneGuard™ and GFI
OneConnect™

(“Software")

FLEASE CAREFULLY REVIEW THE FOLLOWING TERMS AND CONDITIONS OF THISLI

¥ I accept the terms in the License Agreement

Print Back I Mext I Cancel

Screenshot 12: GFl EventsManager EULA
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9. Carefully read the license agreement. Select l accept the terms in the License Agreement and click Next.

i'—;‘ GFI EventsManager 13 Setup

Customer Information ®
Spedfy your username and license key.

=101

Key in the 30 day evaluation key sent to you by email or dick Mext to specify a
license key later. Events processing features are disabled without a valid license
key.

User Mame: I.ﬁ.dminist'ab:r

License Key: |

Click Register to obtain a free 30 day evaluation key. Register |

Back Mext Cancel

Screenshot 13: GFl EventsManager registration details

10. Key in your user name and license key in the User Name and License Keyfields. To register for a free 30 day eval-

uation license key, click Register. Click Next.

i'—;‘ GFI EventsManager 13 Setup

Logon Information ®
Spedfy the logon credentials for GFI EventsManager

=101 %

GFI EventsManager requires a user account with administrative privieges to log on
to remote sources.

Enter domain administrator account details for GFI EventsManager service in any of
the following formats: "DomainAdministrator” or “Administrator @DOMAINT,

Account: {Domain)Administrator

Password: | el

Back Mext Cancel

Screenshot 14: Remote logon credentials forevent log monitoring

11. Key in the logon credentials that GFI EventsManager uses to log onto remote computers.

GFl EventsManager

2 Getting Started with GFI EventsManager | 24



NOTE
[tis recommended to use a domain administrator or an account with administrative rights over all the remote
computers managed by GFl EventsManager.

ii7 GFI EventsManager 13 Setup =10l =]

Destination Folder ®
Click Mext to install to the default folder or dick Change to choose another. F

Install GFI EventsManager 13 to:

IC: \Program Files (x86)\GFI'\EventsManager 13}

Change... |

Back Mext Cancel

Screenshot 15: GFl EventsManager install folder

12. Click Next to install the Management Console in the default folder or click Change... to select an alternate folder
where itis installed.
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ﬁ_% GFI EventsManager 13 Setup ;IEIEI

-]
Ready to install GFI EventsManager 13 GF’

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel

Screenshot 16: GFl EventsManager installation completed
13. Click Install to start the installation.
14. When the installation is complete, click Finish.

e

[ Auto Update B

Performing step 1 of 11: Get missing updates.
— |

Close dialog after execution finished!

Screenshot 17: Auto updates check

15. If GFl EventsManager detects an Internet connection, it automatically attempts to download product updates from

GFl updates servers. Click Details to expand the information section of the Auto Update dialog and view the updates
that are being downloaded.
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-,

E Switch Database Server @

Erter the hostname or P address of the remote database

server you want to use.
Erter "localhost” to use the server on local machine.

MOTE: Changing the hostname will tigger a restart of
EventsManager.

Server hostname:

localhost

Screenshot 18: Set the database backend

NOTE

After product updates are applied, the Switch Database Server dialog opens. This dialog is used to link the
management console to a database server. You can switch database servers from the Management Console. For
more information about switching databases go to http://go.gfi.com/?pageid=esm_adminguideffcshid=1049

16. Specify the computer that has D-Lib Database Server installed on it. If the database you want to use is on:
= Aremote computer - key in the computer name or IP address
s The localhost - key in localhost (default).

Click OK

NOTE
Once the installation is complete, the Management Console opens automatically. To launch it manually, click Start >
All Programs > GFl EventsManager > Management Console.

NOTE
Test the installation to ensure that all the components were successfully installed. For more information refer to

Testing the installation.
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3 Quick Start Guide

This topicis intended to guide you through the key steps needed to get the product running on default settings.

3.1 Step 1: Enable system configuration for event log management

Ensure that the GFl EventsManager host and the computers that need to be managed by GFI EventsManager meet the
minimum system requirements to ensure full communication and functionality between all the components. For more
information, refer to System requirements (page 17).

3.2 Step 2: Using GFI EventsManager for the first time — Quick Launch Console

Launch GFI EventsManager from Start > Programs > GFl EventsManager > Management Console. The Quick Launch
Console is configured to launch automatically on startup. Use this console to customize GFl EventsManager settings and
audit the localhost, local domain or a group of selected machines. For more information, refer to Testing the
installation (page 35).

3.3 Step 3: Process events - Local computer

This option enables you to automatically add the localhost as an event source and start processing logs generated by it.
1.From the Quick Launch Console, click Process events - Local computer.
2. After the localhost logs start processing, you can:

= Browse events- Access the built-in events and forensic tools that will help you to locate, analyze and filter key
events. For more information, refer to Browsing Stored Events (page 122).

= @Generate reports - Access reporting features including instant/scheduled report generations and automated report
distribution. For more information, refer to Reporting (page 140).

# View dashboard - Access the GFI EventsManager status dashboard. This enables you to view graphical rep-
resentations of the most important events collected and processed by GFI EventsManager. For more information, refer
to Activity Monitoring (page 133).

#» Customize default settings - Customize GFI EventsManager settings, such as enabling Syslog, SNMP Trap pro-
cessing, system checks, key events notifications, and more.

3.4 Step 4: Process events - Local domain

This option enables you to add one or more computers that are on the same domain or workgroup as GFl
EventsManager. The Automatic Network Discovery wizard enables you to select the type of event sources you want to
add and then lists the sources that are detected.

1. From the Quick Launch Console, click Process events - Local domain. This opens the Automatic Network
Discovery wizard.

2.Click Next at the wizard welcome screen.
3. Select the type of event sources that the wizard will attempt to detect on your network. Click Next.

4. Select a computer from the list and key in the username and password. Click OKto close the Altemative Credentials
dialog. Repeat this step until all the required sources are added.

5. Click Next and Finish.
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NOTE: To automatically add new computers that are joined to the same domain/workgroup as GFl EventsManager, you
must configure Synchronization Options. For more information, refer to Adding event sources automatically (page
67).

3.5 Step 5: Process events — Selected machines

This option enables you to add specific computers manually, by:

= Specifying computer names and/or IP addresses

= Selecting computers from reachable domains and workgroups

= Importing computers from a text file containing a single computer name per line.

1. From the Quick Launch Console, click Process events - Selected machines. This opens the Add New Event Source
dialog.

2.Add new event sources by using the following options:

= Add - Key in the computer name or IP address in the Add the following computers field. Click Add to add the spe-
cified computer to the Computer list. Repeat this step until you add all the event sources to the selected group.

= Remove - Select one or more computers from the Computer list and click Remove to delete them from the list.

# Select... - Click Select... to launch the Select Computers... dialog. Key in the domain or workgroup you want to scan
and select computers from the results list.

= Import... - Click Import... to import computers from a text file. Ensure that the text file contains only one computer
name or IP address per line.

3. Click Finish to finalize your settings. GFI EventsManager immediately attempts to scan the new event sources using
the default logon credentials. For more information, refer to Adding event sources manually (page 66).

3.6 Step 6: Analyze events

1.From the Quick Launch Console, click Browse events. This displays the Events Browser tab in GFI EventsManager.

2.From the left pane, browse collected events through different views or select an action to perform. For more
information, refer to Browsing Stored Events (page 122).

3.7 Step 7: Monitoring GFI EventsManager

The status monitor shows the status of GFI EventsManager and provides statistical information related to the events
collected, processed and archived. For more information, refer to Activity Monitoring (page 133).

The status monitor consists of three different views:

» @General - Shows the status of the GFl EventsManager event processing engine and other statistical information such
as the number of logon events, critical events and service status events.

= Job Activity - Provides information about the current event collection and processing activity. This includes active
event collection jobs as well as Syslog messaging history on all machines.

= Statistics - Shows the daily event activity trends and statistics of a particular computer or of the entire network.

= Monitoring Statistics - Displays status information about active monitoring checks running on event sources. Select

arow and click View Events to view the pertaining logs that were generated when the check failed, succeeded or
both.
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4 Syslog Parsing Schemas

GFl EventsManager supports parsing of Syslog events, based on regular expressions. This enables you to manually define
a set of expressions to parse Syslog events. This set of expressions is called a Parsing Schema. The Syslog parsing schema
is stored in %GFI EventsManager install directory%\Data\toolcfg_syslogSchemas.xml. Editing this file requires
knowledge of XML and regular database expressions. Use the below schema as a guide for structuring your XML file. The
XML elements in the Syslog Parsing Schema are described below.

4.1 Syslog Parsing Schema — XML Structure

<SyslogParseSchema>
<SchemaName>Standard linux message</SchemaName>
<Formats>
<Format>
<PriorityRegex>*</PriorityRegex>

<Regex><I[CDATA[(?<timestamp>\W{3\s*\d{1, 2\s\d{2}\d{2}\d{2)\s(?<host>\w*)\s(?<source_
process>\w*)\s*]]></Regex>

</Format>

<Format>
<PriorityRegex>*</PriorityRegex>
<Regex><![CDATA[(?<source_process>\W*\(X\)\[(?<source_pid >\d*)\]\s.*]]></Regex>

</Format>

<Format>
<PriorityRegex>*</PriorityRegex>
<Regex><I[CDATA[(?<source_process>\w*\[(?<source_pid>\d*)\]\s.*]]></Regex>

</Format>

<Format>
<PriorityRegex>*</PriorityRegex>
<Regex><I[CDATA[(?<source_process>\w*)\s*]]></Regex>

</Format>

</Formats>
<Fields>

<Field>
<Name>timestamp</Name>
<GroupName>timestamp</GroupName>
<Type>DateTime</Type>

</Field>

<Field>

<Name>host</Name>
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<GroupName>host</GroupName>
<Type>String</Type>

</Field>

<Field>
<Name>source process</Name>
<GroupName>source_process</GroupName>
<Type>String</Type>

</Field>

<Field>
<Name>source pid</Name>
<GroupName>source_pid</GroupName>
<Type>Int32</Type>

</Field>

</Fields>

</SyslogParseSchema>

4.2 Schema parsing elements

Syslog Pars- XML Tag Description

ing Schema

SchemaName  The display name of the schema. The provided name is displayed in GFI EventsManager Management Console.

Formats A collection of Format nodes, each containing a regular expression for parsing. Format nodes contain:
= Aregular expression for parsing the message and a regular expression to test the priority. Before testing the
priority with regular expressions, the node is formatted as a string in the form of facility.severity
= A standard .net regex element used for parsing expressions. For more information, refer to http://msdn.-
microsoft.com/en-us/library/az24scfc%28v=vs.71%29.aspx.

Fields A collection of Field nodes, each containing information about:
# Name - the display name of the field. The provided name appears in Events Browser
# GroupName — represents the group name from a regular expression corresponding to the field. This is used to
get the field value after parsing
= Type — data type of the field. Example: String and Date.
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4.3 XML Document Map

SyslogParseSchema

Formats

Format

PriorityRegex

Regex

Screenshot 19: XML Document Map

GFl EventsManager

SchemaName

Fields

Field

Name

GroupMName

Type
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5 Text Log Parsing Schemas

GFl EventsManager supports parsing of Text Logs, based on regular expressions. This enables you to manually define a
set of expressions to parse Text Log events, such as W3C Logs (Webserver), CSV Logs or custom logs. This set of
expressions is called a Parsing Schema. The Text Log parsing schema is stored in %GFI EventsManager install
directory%\Data\toolcfg_textlogParseSchemas.xml. All schemas are stored in the AmayOfTextLogParseSchema tag in
this XML file, and for each schema, there is a TextLogParseSchema, as described below.

Editing this file requires knowledge of XML and regular database expressions. Use the below schema as a guide for
structuring your XML file. The elements are described below.

5.1 Text Logs Parse Schemas — XML Structure

<TextLogParseSchema>
<Name>ESM Logs(sample)</Name>
<Type>Custom</Type>
<Fields>
<Field>
<Name>date str</Name>
<GroupName>date_str</GroupName>
<Type>String</Type>
</Field>
<Field>
<Name>time str</Name>
<GroupName>time_str</GroupName>
<Type>String</Type>
</Field>
<Field>
<Name>miliseconds</Name>
<GroupName>miliseconds</GroupName>
<Type>String</Type>
</Field>
<Field>
<Name>process id</Name>
<GroupName>process_id</GroupName>
<Type>String</Type>
</Field>
<Field>
<Name>method</Name>

<GroupName>method</GroupName>
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<Type>String</Type>

</Field>

<Field>

<Name>description</Name>

<GroupName>description</GroupName>

<Type>String</Type>

</Field>
</Fields>
<Formats>

<Format>

<FileMask>* csv</FileMask>

<Regex><![CDATAI(?<date_str>\d{4}-\d{2}-\d{2}) \s(?<time_str>\d{2}\d{2}\d{2}) \s(?<miliseconds>\d{3}) \s(?
<process_id>\w-+) \s(?<thread_id >\w-+) \s(?<event_type>\w-+) \s(?<source>+) \s(?<method>+)\s
(?<description>+) \s]]></Regex>

</Format>

</Formats>

<HasHeader>false</HasHeader>

<lgnoreHeader>true</IgnoreHeader>

<HeaderlLineCount>2</HeaderLineCount>

<HeaderRegkx />

<HeaderSeparator>,</HeaderSeparator>

<ConcatenatelastValue>true</ConcatenatelastValue>

<LineSeparator>,</LineSeparator>

<DiscardInvalidLines>true</DiscardInvalidLines>

</TextLogParseSchema>

5.2 Schema parsing elements

Text Log Parsing
Schema

Name

Type

Formats

GFl EventsManager

XML Tag Description

The display name of the schema. The provided name is displayed in GFl EventsManager Management Console
user interface.

Represents the type of the schema. Supported values for this node include W3C, CSV, XML DHCP logs, SAP
logs, SKI Data logs as well as Custom text logs; example: MySchema. Fields and Formats nodes are unavailable
for W3C and CSV.

A collection of Format nodes, each containing a regular expression for parsing. Format nodes contain:

# A regular expression for parsing the message and a mask to test files. The mask is in standard command
line format and uses “?” and “*" as wildcard characters

# A standard .net regex element used for parsing expressions. For more information, refer to http://msdn.-
microsoft.com/en-us/library/az24scfc%28v=vs.71%29.aspx.
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Text Log Parsing

Schema

XML Tag Description

Fields

IgnoreHeader
HeaderLineCount
HeaderRegex

HeaderSeparator

ConcatenatelLast
Value

LineSeparator

DiscardInvalidLines

A collection of Field nodes, each containing information about:

= Name - the display name of the field. The provided name appears in Events Browser

= GroupName - represents the group name from a regular expression corresponding to the field. Thisis
used to get the field value after parsing

= Type - data type of the field. Example: String and Date.

Ignores the column header if the value is True. Otherwise, False.
Specify the number of lines in the column header row. Example: <HeaderLineCount>2</HeaderLineCount>
Regular expression for parsing the header. Example: <HeaderRegEx />

When no regex is present, specify the separator used to parse fields in the header. Example: <Head-
erSeparator>,</HeaderSeparator>

Concatenates remaining values to the last field value. Example: if a line is parsed into ten fields and there are
only eight header fields, field nine and ten are concatenated to field eight.

Specify a character for line separation. Example: <LineSeparator>/</LineSeparator>

Discards lines that cannot be parsed if the value is True. Otherwise, False.

5.3 XML Document Map

TextLogParseSchema
[
Header Concatena i Discard
MName Fields Type HHa; Formats Lgnzre Line I;eader Sge:rd;; telast SEL;?:tm Invalid
" sy Count gIE P Value P Lines
Field Format
| !—l—\
| | |
Name v Type File Mask Regex
Name

Screenshot 20: XML Document Map

5.4 Testing the installation

After all the required components are installed, the Management Console opens automatically. By default, it is
configured to launch the Quick Launch Console on start up.

GFl EventsManager
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Cuick Launch Console

Select an option

Welcome to GFI EventsManager

El_u Process events - Local computer
= Start collecting events from the local computer, where GF| EventsManager is installed.

KA Process events - Local domain

L Launch the Automatic netwark discoveny wizard. This wizard will automatically
= search your domain for event sources.

— i Process events - Selected machines
~ I Start collecting events from selected machines.

~ Customize...
] *5’ - Customize GFI EventsManager settings.

Help me choose...

@ Mew monitoring feature. Tell me how to configurs,

Screenshot 21: Running GFl EventsManager for the first time

Select an option from the Quick Launch Console to process events or customize default settings:

Option Description

Process events - Local com- Start processing logs generated by the GFI EventsManager host.

puter
Note

For more information refer to Process events - Local computer.

Process events - Local Start processing logs generated by computers and network devices within the same domain as the
domain GFI EventsManager host.
Note

For more information refer to Process events - Local domain.

Process events - Selected Start processing logs generated by specific computer(s).

machines
Note

Customize... Customize default settings, such as:
#=  Event sources and log types
#  Events processing rules
#  Database operations
= Alert recipients
= Alerting options
®  Active monitoring.

GFl EventsManager

For more information refer to Process events - Selected machines.
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5.4.1 How to process events for the Local computer

This option enables you to automatically add the localhost as an event source and start processing logs generated by it.
To process events from the local computer:

1.Open the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Local computer.

2. After the localhost logs start processing, you can:

Icon Description

Browse events

L:; J Access the built-in events and forensic tools that will help you locate, analyze and filter key events.
Generate reports
h Access reporting features including instant/scheduled report generations and automated report distribution.
View dashboard
* Access GFI EventsManager status dashboard. This enables you to view graphical representations of the most important

events collected and processed by GFI EventsManager.

Customize
f‘; Customize GFI EventsManager settings, such as enabling Syslog, SNMP Trap processing, system checks, key events
notifications, and more.

Note

To confirm that logs are successfully processed, go to Status tab > Job Activity and check that there are activity
logs under the Operational History section.

5.4.2 How to process events for the Local domain

This option enables you add one or more computers that are on the same domain or workgroup as GFI EventsManager.
The Automatic Network Discovery wizard enables you to select the type of event sources you want to add and then lists
the sources that are detected.

To process event from computers on the same domain/workgroup:

1.Open the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Local domain. This
opens the Automatic Network Discovery wizard.

Note
The wizard can also be launched from Configuration tab > Event Sources. From the left pane, right-click All event

sources and select Scan local domain.

2.Click Next at the wizard welcome screen.
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Metwork Discovery

Configure event sources . |
Select the type of machines to indude while scanning. L
:-"*J

Select the type of event sources from which events will be collected :

Workstations
Generic Servers
Domain Controllers
Exchange Servers
ISA Servers

< Back ][ Mext = ][ Cancel

Screenshot 22: Select event source types to detect on your network

3. Select the type of event sources that the wizard will attempt to detect on your network. Click Next.

Metwork Discovery

Select network computers . |

Select the computers to monitor:

Computer Domain License Type  Information -

] w7 07 WORKGROUP - Error: Wrong credentials ar

(] B WINZKSE,.. WORKGROUP - Error: Wrong credentials ar

0 PN WINZK3S,., WORKGROUP - Error: Wrong credentials ar

[ N wWINT-08 WORKGROUP - Error: Wrong credentials ar

(] o ywa-01 WORKGROUP - Error: Wrong credentials |:|r| £ |

[C] M wInspw...  WORKGR -
) Alternative Credentials @

1 |

Please enter some altemative credentials to connect

to this computer.
() License status : 1024 Co

1023 free ) licenses Usemame: DOMAINAdministrator

Password: wesssssssssssnnes

OK || Cancel

Screenshot 23: Search network progress

GFl EventsManager 5 Text Log Parsing Schemas |38



Note

If GFI EventsManager detects computers that cannot be logged onto using the supplied credentials, it enables you
to specify alternate logon credentials for each computer you select.

4. Select a computer from the list and key in the username and password. Click OKto close the Altemative Credentials
dialog. Repeat this step until all the required sources are added.

5. Click Next and Finish.

Note

To automatically add new computers that are joined to the same domain/workgroup as GFl EventsManager, you
must configure Synchronization Options.

5.4.3 How to process events for Selected machines

This option enables you to add specific computers manually, by:

= Keying in computer names and IPs

= Selecting computers from reachable domains and workgroups

= |mporting computers from a text file containing a single computer name per line.

To process events of selected machines:

1.Open the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Selected machines.

2.This opens the Add New Event Source dialog.

P

Add Mew Event Sources...

Select the event sources... ) |
Spedfy the computers from where GFI EventsManager will collect logs L
:‘.'i_.

In GFI EventsManager event sources are organized into event source groups. The event sources
specified below will be added to the Servers group.

Add the following computers:
192.168.11.11

Computer

1M DCserver
1M MailServer
1M yworkstation 11

@ In order to scan a machine running Microsoft Vista or a newer
operating system, you must install GFI EventsManager on a
machine running Microsoft Vista or a newer operating system.

m

o

0
=

Finish ] [ Cancel

Screenshot 24: Add new event source wizard

3. The following table describes the available options:
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Option Description

Add Key in the computer name or IP address in the Add the following computers field. Click Add to add the specified
computer to the Computer list. Repeat this step until you add all the event sources to the selected group.

Note

Since Syslog and SNMP traps use IP addresses to determine the source of an event, it is recommended to use the
source IP address instead of the computer name when adding Syslog and SNMP Traps sources.

Remove Select one or more computers from the Computer list and click Remove to delete them from the list.

Select... Click Select... to launch the Select Computers... dialog:
1. From the Domain drop-down menu, select the domain you want to scan for available sources and click Search.
2. From the search results list, select the computers you want to add.
3. Click OK to close the Select Computers.. dialog and return to the Add New Event Sources... dialog.

Import.. Click Import... to import computers from a text file. Ensure that the text file contains only one computer name or IP
address per line.

4. Click Finish to finalize your settings. GFI EventsManager immediately attempts to scan the added event sources, using
the default logon credentials.

Note

If synchronization is not enabled, you can use the Network Discovery Wizard to automatically search and add
events sources. To launch Network Discovery Wizard, right-click All event sources from the event sources tree and
select Scan local domain.

Note

To confirm that logs are successfully processed, go to Status tab > Job Activity and check that there are activity
logs under the Operational History section.

5.5 Upgrading GFl EventsManager

Choose your current GFl EventsManager version for information on how to upgrade to the latest version while retaining
all settings:

= GFI EventsManager 2013
= GFl EventsManager 2012

NOTE

Direct upgrades from version 2011 or earlier are not supported and it is recommended to uninstall and reconfigure
GFl EventsManager.

5.5.1 Upgrading from version 2013

This topic describes how to upgrade a GFl EventsManager 2013 installation to the latest version while retaining all
settings.

Important notes when upgrading

= Upgrade is not reversible; you cannot downgrade to the previous version that you had installed.
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= Use the same license key of version 2013.1f the key is not at hand you can get it from the GFI Customer Area.
= During upgrade, GFI EventsManager services and operation are stopped.

# Check the system requirements before proceeding with upgrade. For more information, refer to System require-
ments (page 17).

= Installation files that are customized may be overriden during upgrade. Backup modified files and restore them after
upgrade. Common custom files in the GFI EventsManager installation folder include \Data\scan profile.trc
for custom SQL traces and \Data\Reports\reportsheader.xml for custom reports.

= Ensure that you are logged in as Administrator or using an account with administrative privileges.
= Before starting installation, save and close all open applications on the machine.

= Disable anti-virus software on the server machine during the upgrade installation. Re-enable it once upgrade is com-
plete.

Upgrade procedure

1. Export the GFI EventsManager configuration. For more information, refer to Exporting configurations to a file
(page 212).

2. Download the latest build of GFI EventsManager on the server where GFl EventsManager is currently installed. Go to
http://go.gfi.com/?pageid=esm_trial, click Login and key in your GFI Account credentials.

3. Right-click the newly downloaded installer and choose Properties. From the General tab, click Unblockand then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

4. Launch the newly downloaded installer and follow on-screen instructions to first install any pre-requisites, such as the
GFl Database Server if installed on the local server.

5. The wizard now uninstalls the currently installed version of GFI EventsManager. Click Yes to confirm the deletion of
files.

6. On uninstall completion, the wizard runs the latest version of the GFI EventsManager installer. Follow on-screen
instructions to complete all wizard steps. When prompted, use the license key for GFI EventsManager 2013.

7. When installation is complete and GFI EventsManager detects an Internet connection, it automatically attempts to
download product updates from GFl updates servers.

8. Choose the server that hosts the GFI Database Server. Key in localhost if this is installed on the local server, or the com-
puter name or IP address if the database is hosted on a remote computer.

9. Import the configuration file that was previously exported. For more information, refer to Importing configurations
from a file (page 216).

10. Test the installation to ensure that all the components were successfully installed.

5.5.2 Upgrading from version 2012

This topic describes how to upgrade a GFl EventsManager 2012 installation to the latest version while retaining all
settings.

Important notes when upgrading
= Upgrade is not reversible; you cannot downgrade to the previous version that you had installed.

# Login to the GFI Customer Area to get a new license key. Click the blue key icon on the right and select Upgrade
License Key, or click Renewal to extend your maintenance agreement.
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= During upgrade, GFI EventsManager services and operation are stopped.

# Check the system requirements before proceeding with upgrade. For more information, refer to System require-
ments (page 17).

= Installation files that are customized may be overriden during upgrade. Backup modified files and restore them after
upgrade. Common custom files in the GFI EventsManager installation folder include \Data\scan profile.trc
for custom SQL traces and \Data\Reports\reportsheader.xml for custom reports.

» Ensure that you are logged in as Administrator or using an account with administrative privileges.
= Before starting installation, save and close all open applications on the machine.

= Disable anti-virus software on the server machine during the upgrade installation. Re-enable it once upgrade is com-
plete.

Upgrade procedure

1. Export the GFI EventsManager configuration. For more information, refer to Exporting configurations to a file
(page 212).

2. Download the latest build of GFI EventsManager on the server where GFl EventsManager is currently installed. Go to
http://go.gfi.com/?pageid=esm_trial, click Login and key in your GFI Account credentials.

3. Right-click the newly downloaded installer and choose Properties. From the General tab, click Unblockand then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

4. Launch the newly downloaded installer and follow on-screen instructions to first install any pre-requisites, such as the
GFl Database Server if installed on the local server.

5. The wizard now uninstalls the currently installed version of GFI EventsManager. Click Yes to confirm the deletion of
files.

6. On uninstall completion, the wizard runs the latest version of the GFI EventsManager installer. Follow on-screen
instructions to complete all wizard steps. When prompted, use the license key obtained from the GFI Customer Area.

7. When installation is complete and GFI EventsManager detects an Internet connection, it automatically attempts to
download product updates from GFl updates servers.

8. Choose the server that hosts the GFI Database Server. Key in localhost if this is installed on the local server, or the com-
puter name or IP address if the database is hosted on a remote computer.

9. Import the configuration file that was previously exported. For more information, refer to Importing configurations
from a file (page 216).

10. Test the installation to ensure that all the components were successfully installed.
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6 Evaluation plan

The enormous volume of system event logs generated daily is of growing importance to organizations that must record
information for forensic and compliance purposes. It is essential to perform real-time network-wide event log
monitoring, analysis and reporting to address any incidents or security concerns and combat threats to business
continuity.

GFI EventsManager assists with this monumental task by automatically and centrally monitoring and managing event
logs - supporting a wide range of event types generated both by applications and devices from top vendors as well as
for custom ones.

GFl EventsManager can help you:

= Boost your security by monitoring security-relevant activity, mechanisms and applications.

= Cut costs and increase productivity by automating IT management

» Understand what is happening in your IT environment

= Benefit from network uptime and identify problems through real-time alerts and dashboard

= Protect your network by detecting and analyzing security incidents through event log data analysis

= Achieve regulatory compliance with SOX, PCI DSS, HIPAA etc

6.1 Before starting the evaluation

Register to download and evaluate GFI EventsManager free for 30 days at: http://go.gfi.com/?pageid=esm_trial

During evaluation our support and sales teams are ready to assist you with any questions you may have. The easiest way
to getin touch with our representatives is to use the contact details shown on the GFl website:
https://www.gfi.com/contact-us or directly via Support at http://kb.gfi.com/supportcontact.
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7 Evaluating GFl EventsManager

Installing GFl EventsManager is easy. Follow the guidelines in our Getting Started with GFI EventsManager to review
system requirements and learn how to prepare your environment and deploy the product.

After installing GFl EventsManager, go through the following topics to learn how to configure GFI EventsManager for
first time use. Here you will find information on how to browse events and observe history logs through the Quick
Launch Console:

7.1 Configuring GFI EventsManager for evaluation

GFl EventsManager has many features that apply to several log types. Event logs from the localhost are collected and
processed automatically upon first startup of GFl EventsManager. For best results, you should enable Audit Policy on all
categories on the machines listed below. More information can be obtained using this link:
http://go.gfi.com/?pageid=esm_adminguide#tcshid=AuditPolicy.

= The local machine or a workstation (a Windows 7 machine is recommended)

= A'Windows server in your network (ensure the GFl EventsManager service account you specified during the install-
ation has admin rights on that machine)

7.1.1 Observing operational history logs of the localhost
To confirm that event logs of the localhost are being processed:

1.0Open GFl EventsManager and from Status tab click >Job Activity.

Operational History - Tell me more 2
Date/Time Machine Source Job I Log format Message

0 2012/08/24 1218:11.2... localhost monitoring Finished processing 1 monitoring events from machine localhost - 1 events were archived.
(i) 2012/08/24 12:18:11.1... localhost Processor service  NAA monitoring Processing 1 monitoring events from machine localhost.

o 2012/08/24 12.18:04.0... localhost Processor service  NAA monitoring Finished processing 1 monitoring events from machine localhost - 1 events were anchived.
o 2012/08/24 12:18:039... localhost Processor service  NAA monitoring Processing 1 monitoring events from machine localhost.

o 2012/08/24 12.17576... localhost Processor service  N/A monitoring Finished processing 1 monitoring events from machine localhost - 1 events were anchived.
o 2012/08/24 121757 5... localhost Processor service  N/A monitoring Processing 1 monitoring events from machine localhost.

o 2012/08/24 1217507 ... localhost Processor service  N/A monitoring Finished processing 1 monitoring events from machine localhost - 1 events were anchived.
0 2012/08/24 12.17:50.7 ... localhost Processorservice  MAA monitaring Processing 1 monitaring events from machine localhost.

0 2012/08/24 12:17:300... localhost Processorservice  MAA monitaring Finished processing 1 monitoring events from maching localhost - 1 events were archived.
0 2012/08/24 12:17:300... localhost Processorservice  MAA monitaring Processing 1 monitaring events from machine localhost.

(i) 2012/08/2412:17:259... locahost Processorservice  NAA monitoring Finished processing 1 monitoring events from machine localhost - 1 events were anchived.
(i) 2012/08/24 121723 4... locahost Processorservice  NAA monitoring Processing 1 monitoring events from machine localhost.

Screenshot 25: Operational history logs of the localhost

2.Check that there is activity logs under the Operational History section.

Note
If the installation is functioning properly, this section is instantly populated.

7.2 Using the Quick Launch Console

When the Management Console is opened, the Quick Launch Console is automatically displayed.

Note
To stop the console from opening automatically, unselect Show this dialog on next startup.
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[ Quick Launch Console
Welcome to GFI EventsManager

At any time you can perform the following main actions

Lz- Browse events
# Access the builtin events browser and forensic tools that will help you to locate, analyze and fitter key

everts.

I‘Q Generate reports Tell me more...
Access reporting features including instant/scheduled report generation and automated report
digtribution.

Tell

* View dashboard Jellme more...
Access the dashboard to view a graphical representation of the most important everts.

Tell me more...
? Customize._.

Ise this option to customize GFl EventsManager settings (e.g. enable Syslog and SNMP Trap
processing, key event notfications etc.)

Tell me mare...

Show this diglog on nest startup

¥ Getting service status. ..
Click here to go to the status to find out mare.

Screenshot 26: GFl EventsManager Quick Launch Console

The following table describes the available options of the Quick Launch Console:

Icon Description

Browse events

E; J Access the built-in events and forensic tools that will help you locate, analyze and filter key events.
Generate reports
Rﬂ Access reporting features including instant/scheduled report generations and automated report distribution.
View dashboard
* Access GFI EventsManager status dashboard. This enables you to view graphical representations of the most important

events collected and processed by GFI EventsManager.

Customize
(‘ Customize GFI EventsManager settings, such as enabling Syslog, SNMP Trap processing, system checks, key events
notifications, and more.

7.3 How to configure Alerting Options

To complete the setup configure alerting options to be notified in real time when important events occur. Alerting
options enable you to configure what alerts are triggered when particular event(s) are collected. For example, you can
configure GFI EventsManager to send an email and SMS alert to one or more recipients when a Critical event s
processed.

To configure these options click: Configuration>Options>Alerting Options.
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E GFI EventsManager

File  Configure Help

Status | Configuration | Events Browser

Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring i‘ﬂpﬁuns

Configurations:
\f"” Default Classification Actions
-l Users and Groups
(- Console Security and Audit Options
----- 3
Syslog Server Options
E SMMP Traps Server Options
----- Bl Performance Cptions
----- L__; File Storage
----- u Database Operations
----- {8 Custom Event Logs
-{¥} PutolUpdate Options

Common Tasks:

m

M Send us feedback. ..

Alerting Options

Edit alerting options...

traps alerting settings.

l} Edit alerting recipients...
id

Select this option to configure the contact details of the alerting recipients

and to manage user accounts.

W Open Quick Launch Console

Here you can configure the SMTP server that will be used to send email
alerts, the SM5 gateway that will be used to send alerts by SM5 or SNMP

@) Help

Screenshot 27: Configuring Alerting Options

7.3.1 How to process events for the Local computer

This option enables you to automatically add the localhost as an event source and start processing logs generated by it.

To process events from the local computer:

1.Open the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Local computer.

2. After the localhost logs start processing, you can:

Icon Description

Browse events

E: J Access the built-in events and forensic tools that will help you locate, analyze and filter key events.
Generate reports
R! Access reporting features including instant/scheduled report generations and automated report distribution.
View dashboard
* Access GFI EventsManager status dashboard. This enables you to view graphical representations of the most important

events collected and processed by GFI EventsManager.

Customize

Customize GFI EventsManager settings, such as enabling Syslog, SNMP Trap processing, system checks, key events

notifications, and more.

GFl EventsManager
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Note

To confirm that logs are successfully processed, go to Status tab > Job Activity and check that there are activity
logs under the Operational History section.

7.3.2 How to process events for the Local domain

This option enables you add one or more computers that are on the same domain or workgroup as GFI EventsManager.

The Automatic Network Discovery wizard enables you to select the type of event sources you want to add and then lists
the sources that are detected.

To process event from computers on the same domain/workgroup:
1.0pen the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Local domain. This

opens the Automatic Network Discovery wizard.

Note

The wizard can also be launched from Configuration tab > Event Sources. From the left pane, right-click All event
sources and select Scan local domain.

2. Click Next at the wizard welcome screen.

Metwork Discovery

Configure event sources . |

Select the type of machines to indude while scanning. L
S

Select the type of event sources from which events wil be collected ;

Workstations
Generic Servers
Domain Controllers
Exchange Servers
ISA Servers

< Back ][ Mext = ][ Cancel

Screenshot 28: Select event source types to detect on your network

3.Select the type of event sources that the wizard will attempt to detect on your network. Click Next.
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Metwork Discovery

Select network computers . ! .
H.l

Select the computers to monitor:

Computer Domain License Type  Information -

0 & w7 07 WORKGROUP - Error: Wrong credentials ar

[ PN WINK3E,., WORKGROUP - Error: Wrong credentials ar

] PR WINZKES, ., WORKGROUP - Error: Wrong credentials or

] Ny 7-08 WORKGROUP - Error: Wrong credentials or

[T o ywyvs-01 WORKGROUP - Error: Wrong credentials |:|r| 3 |

(] % yyinxpwy,..  WORKGRST -
o Alternative Credentials @

14|

Please erter some altemative credentials to connect
to this computer.
@ License status : 1024 Coy

1023 free ) licenses Usemame: DOMAIN'Administrator

Password: sessssssssssssnss

0K || Cancel

Screenshot 29: Search network progress

Note

If GFI EventsManager detects computers that cannot be logged onto using the supplied credentials, it enables you
to specify alternate logon credentials for each computer you select.

4. Select a computer from the list and key in the username and password. Click OKto close the Altemative Credentials
dialog. Repeat this step until all the required sources are added.

5. Click Next and Finish.

Note

To automatically add new computers that are joined to the same domain/workgroup as GFl EventsManager, you
must configure Synchronization Options.

7.3.3 How to process events for Selected machines

This option enables you to add specific computers manually, by:

= Keying in computer names and IPs

= Selecting computers from reachable domains and workgroups

= Importing computers from a text file containing a single computer name per line.

To process events of selected machines:

1.0pen the GFI EventsManager Quick Launch Console. In the welcome page, click Process events - Selected machines.

2.This opens the Add New Event Source dialog.
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I

Add Mew Event Sources...

Select the event sources... ) |
Spedfy the computers from where GFI EventsManager will collect logs &

In GFI EventsManager event sources are organized into event source groups. The event sources
specified below will be added to the Servers group.

Add the following computers:
192,168,11.11
Computer Remove
1M Mailserver
Ml \yorkstation 11
@ In order to scan a machine running Microsoft Vista or a newer
operating system, you must install GFI EventsManager on a
machine running Microsoft Vista or a newer operating system.
= Back Finish ] [ Cancel

Screenshot 30: Add new event source wizard

3.The following table describes the available options:

Option Description

Add

Remove

Select..

Import...

Key in the computer name or IP address in the Add the following computers field. Click Add to add the specified
computer to the Computer list. Repeat this step until you add all the event sources to the selected group.

Note

Since Syslog and SNMP traps use IP addresses to determine the source of an event, it is recommended to use the
source IP address instead of the computer name when adding Syslog and SNMP Traps sources.

Select one or more computers from the Computer list and click Remove to delete them from the list.

Click Select... to launch the Select Computers... dialog:

1. From the Domain drop-down menu, select the domain you want to scan for available sources and click Search.
2. From the search results list, select the computers you want to add.

3. Click OK to close the Select Computers.. dialog and return to the Add New Event Sources... dialog.

Click Import... to import computers from a text file. Ensure that the text file contains only one computer name or IP
address per line.

4. Click Finish to finalize your settings. GFI EventsManager immediately attempts to scan the added event sources, using
the default logon credentials.

Note

If synchronization is not enabled, you can use the Network Discovery Wizard to automatically search and add
events sources. To launch Network Discovery Wizard, right-click All event sources from the event sources tree and
select Scan local domain.
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Note

To confirm that logs are successfully processed, go to Status tab > Job Activity and check that there are activity
logs under the Operational History section.

/7.4 Monitoring your network with GFI EventsManager

GFl EventsManager can help monitor your network and detect various events, including: security incidents, downtimes,
system health problems and configuration problems. GFI EventsManager offers five main features and locations to help
you stay in touch with the main events occurring in your network.

7.4.1 Events Processing Rules

Events processing rules are checks that are run against event logs when they are collected. Based on the conditions
configured in arule, events processing rules help you:

» Classify processed events - assign a severity rating to collected logs. This enables you to trigger actions or noti-
fications if a certain severity log is processed. By default, events are classified using five main ratings, however, more rat-
ings can be added

= Filter out noise (repeated events) or unwanted events - remove duplicate logs or logs that are not important for
you and archive important event data only. This reduces database growth and saves storage space

= Trigger Email, SMS and Network alerts on key events - send notifications to configured recipients upon detection
of certain events. You can configure an event processing rule to send notifications to recipients when the rule con-
ditions are met

»  Attempt remedial actions - run executable files, commands and scripts upon detection of specific events. This
enables you to automatically perform remedial actions to mitigate or completely eliminate a detected problem

# Filter events that match specific criteria - remove eventlogs that are not important for you. Example, you can run a
rule which filters out low severity or duplicate events

= Archive filtered events - event archiving is based on the severity of the event and on the configuration settings of
the event processing rules. Example: you can configure GFl EventsManager to archive only events that are classified as
critical or high in severity and discard all the rest.

74.2 Alerts

Alerting options enable you to configure what alerts are triggered when particular event(s) are encountered. For
example, you can configure GFI EventsManager to send an email and SMS alert to one or more recipients when a Critical
event is processed.
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7.4.3 Dashboard

This General Status view is used to:

= View the status of the GFl EventsManager event processing engine

= Access statistical information such as the number of logon events, critical events and service status events.

To access the General view, go to Status tab > General.

[ GFI EventsManager
File Configure Help

Status | Configuration  Events Browser

Reporting

General

(=3 HoR —

B General B8 Job Activity BB Statistics

| Send us feedback...
Wl General Status

performed by EventsManager.

7

- Select view type fortop events chats: |Bars

=] [ Logarthumic scale

Top Important Logon Events.

I

|Suooeddlogumu.ﬁdemdthm v | All computers

W =

v |Last 24 hours I“mm| Q

17h 200 23h 02h
Hour
@* Critical and High Importance Events
@* Top Services Status Events
@_.’ Top Network Activity Events
@* Moenitering Statistics

180 5 B sysTeEm

162 B Administrator

144 - B John Smith

126 - [] HomeGroupUsers
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Screenshot 31: GFl EventsManager Status: General view

The General view consists of the sections described below:

Section Description
1 Use this section to select the chart type for top events.
2 The Top Important Log Events section provides statistical information about:

#  Top 10 successful Logon events outside working hours
# Top 10 important Logon events during working hours

# Top 10 failed Logon events.

Events in this section are filtered by:

# Machine: Select a machine or key in a machine name in the drop down list
# Period: The time period when the events occurred (Last hour, Last 24 hours, Last 7 days or a specific date).
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Section Description

3 The Critical and High Importance Events section provides statistical/graphical information about critical events
collected from all event sources. Here you can also view the vulnerability results monitored by GFI LanGuard.
This graph shows the rules that collected and processed events for a particular period. From the drop down lists, select
the type of information to display. Select from:

bl

Grouping: Determines how events are grouped; such as Events, Computers, Computer groups, Events/Computers

or Events/Computer groups

bl

Event type: Select the type of data to display (Windows’, Text Logs, Syslog, SNMP, Active Monitoring Logs, SQL and

Oracle audit)

e
e

Alert type: Specify the alert severity; such as All alerts, Critical or High
Period: Specify the time period when the events occurred (Last hour, Last 24 hours, Last 7 days or a specific date).

NOTE

For detailed information about the different types of important events shown in this view, download the Microsoft”
Security Monitoring and Attack Detection Planning Guide from http://go.gfi.com/?pageid=esm_smad_plan.

4 The Top Service Status Events displays the top 10 services that caused the selected event. A service can generate events
when:

b
e
e
e
e
e

Terminated with an error
Failed to load

Failed to start

Timed out

Stopped

Started.

The graph shows the frequency of these events sorted by service type and/or by computer generating the event.
Select a machine or service from the drop down lists or key in the required criteria to customize the graph results.

Note
To collect services information, event sources must have Audit system events policy enabled.

5 The Top Network Activity Events section displays details of the top 10 network activities (inbound and outbound) for
computers running Microsoft“Windows Vista or later. Network activity consists of all type of traffic generated by various
protocols including SMTP, HTTP, FTP and MSN traffic. The network activities displayed can be filtered by:

e
e
e
e
bl
F

Applications

Source Addresses
Destination Addresses
Computers

Ports

Users.

Select parameters from the drop down lists or key in the values to filter the type of chart displayed.

Note

To collect network activities, event sources must have Object auditing and Process tracking enabled.

() The Monitoring Statistics section displays status information about active Active Monitoring you are running on event
sources. The information displayed in this section is refreshed every 20 seconds and you provides the:

e
bl
b
e
e

Check name

Success/Fail count

Number of generated events
Check date and time

Check type.

Select arow and click View Events to view the pertaining logs that were generated when the check failed/succeeded.

7 Click the Arrange Window icon to automatically fit all graphs in the management console.
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Section Description

8 The GFI EventsManager Service Status is used to view:

#  The operational status of GFl EventsManager service/event processing engine

#  The operational status of the Syslog server

#  The operational status of the SNMP Traps server

#  The operational status of the database server currently in use by GFI EventsManager.

Note

#  Click the service name to edit the service settings.
#  (Click Database server is running to switch between different databases.

9 The Events Count By Database Fill-Up displays:

#  The horizontal bars represent the number of events stored in the database backend, sorted by event log type
@ The date and time of the last backup
# The date and time of the next scheduled backup.

The bar color turns from green to red as the database is populated with events.

Note

Double-click the graph to open the graph in a new window. When a 3D graph is selected, the new window allows
you to rotate, zoom or resize the graph. Use the Export to image button to export the graph.

7.4.4 Events browser

The Events Browser is equipped with tools for event analysis and forensic investigation. It also enables you to easily
browse through multiple events databases as well as export events to encrypted databases for legal compliance
purposes. The Events Browser allows you to monitor the most important events from a common location. For more
information refer to the Using the Events Browser section in the Administrator Guide.

74.5 Reporting

The Reporting tab enables you to generate various reports about important events that occur on your network.
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Screenshot 32: Navigating the Reporting Ul

The Reporting tab consists of the sections described below:

Section Description

1 The Reports section contains all the predefined reports that ship with the product. Use this section to organize and
generate various reports from technical to executive type.

2 Find reports rapidly, using the available filtering options. Through Filter Reports options, you are able to search for
reports that contain charts and are generated based on a schedule.

3 The Common Tasks section enables you to quickly launch typical operations such as creating folder and report views to
organize reports and generating reports.

4 From Actions, create, edit or delete reports according to your needs.

5 Use the Generated Reports section to view the history of a selected report (from Section 1). This enables you to
regenerate and export the report to HTML and/or PDF.

6 The Preview Report section provides a view of a selected, generated report. Use the control buttons to Print, Open,
Export or Delete reports directly from this section.

7.5 Using GFI EventsManager to demonstrate compliance

Most of the regulations’ logs are deemed instrumental for tracking the activity occurring on systems that process
personal data. Consequently, most of the regulations require that logs are regularly archived and reviewed . GFI
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EventsManager helps you demonstrate regulatory compliance through four main features:

Feature Achieving Compliance

Event GFI EventsManager is automatically configured with general and predefined reports covering common compliance

reporting acts, such as: HIPAA, FISMA, GLBA, Payment Cards Industry Data Security Standard (PCI DSS) and Code of Connection.
For more information, refer to Available reports (page 142).For more information, refer to Available reports (page
142).

Event pro- Dedicated rules used to identify and categorize Windows events that are relevant for different PCI DSS require-

cessing rules ments. For more information, refer to Events Processing Rules (page 173).

Event The GFI EventsManager storage engine archives event data in files that can be compressed and encrypted. Your

archival event data can be stored locally or in a central location. For more information, refer to Database Maintenance (page
223).

Event con- GFI EventsManager provides three layers of consolidation for your log data:

solidation #  Encrypted storage

= Controlled and audited access to the log data
# Hash values for log data to detect outside tampering

At this stage of the evaluation it is recommended that you to go to the Reporting tab:
= Select the report set applicable to your regulation and run a few reports.

= |f you don'tfind a dedicated report set for your regulation, check the general reports and select the ones that match
your requirements. For example, Account Usage reports that show Logon/Logoff information are useful for most com-
pliance acts.

NOTE

If you need to comply with the Payment Card Industry Data Security Standard (PCI-DSS), review GFl white papers on
PCI DSS Compliance at http://go.gfi.com/?pageid=EM_PCIDSS. This offers very detailed information on how GF
can assist with each PCl requirement.

7.6 Using GFI EventsManager for forensic analysis

GFl EventsManager enables you to perform thorough investigations when incidents occur. This is done using the drill-
down, filtering and sorting capabilities available from the Events Browser.

At this stage we recommend you become familiar with the views and filters in the browser by following these steps:
# From the Windows Events view and sort events by clicking the column names in the grid.

# From the Properties panel on the right side of the window, select Fields view. Click any field value to drill-down
event data.

# Create a custom view, right click on a value and select Create Query From Field.

# To customize the view, open Properties and choose Edit . Check the fields available for you.
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8 Advanced features of GFl EventsManager

This section provides you with information about configuring advanced features of GFI EventsManager.

8.1 How to customize events processing rules

Processing rules present information about event logs. They can help you identify and categorize events and trigger
alerts or other actions for some of them. You will need to know how the rules work to master and configure them
correctly:

» Once defined, rules need to be manually assigned to event sources .
= Rules have priorities (the order in which they are evaluated).

= When an event is collected from a source, each rule assigned to that event source is evaluated against that eventin
order of priority.

= When an event matches a rule, the actions of that rule are triggered and no additional rules will be evaluated for that
event.

See this short video to familiarize yourself with these rules:

= https.//www.gfi.com/products-and-solutions/network-security-solutions/gfi-eventsmanager/videos/event-
processing-rules

Try out some of these rules:
1. Go to Configuration > Event Processing Rules tab.

2. Create a new folder (for example: My rule folder) and create a new rule set (for example: My rule set) within that
folder.

3. Add a new rule to the rule set (for example: Rule One) that applies to Windows Security events with a specific event
ID.

4. Set the rule to classify the matching events as High.

5. Create another rule called Rule Two with the same filter as Rule One; however, set this one to classify the events as
Medium.

Assign these rules to your local machine:

1. Go to Configuration> Event Sources tab.

2. Choose the All event sources node from the tree and locate your local machine
3. Open the machine Properties and go to the Windows event log.

4. Uncheck the Inherit Settings option and add Security Log to the log list. Choose Process using these Rule Sets and
check My rule folder.

NOTE
Wait until more events are generated and check the browser. You should see that all the events with the event ID

you specified in the rule definition have triggered Rule One.

5. Go back to Rule configuration to change the priority of the rules.
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8.2 How to get systems information not present in log data

Although most of the information you receive about the systems you monitor comes from logs, GFI EventsManager has
also its own audit system based on checks that can detect various situations occurring on Windows machines. For
example, this audit can detect the presence of inactive accounts, disks becoming full, inactive domain machines,
Microsoft firewall not enabled and more.

When such situations occur, the checks generate custom events that can be processed similar to any other regular event.
To test these checks:

1. Open the Properties of the local machine and enable the checks from the Audit tab.

NOTE

The checks are executed when the next event scan begins. We also recommend you set the Auditing threshold to
12 hours as shown below.

[ GF EvertsManager [ala =]
Fle Configure  Help
Sstus | Confgurstics | EventiBrewser  Reporting General
¥ Ewent Sources | 1| Event Processing Rules &% Optices
Giroug Typar: A Sered i Feedback... W Opent Guscl: Lot Conscle A He
W" Event Sources (Grours - B el it o E_]
Delae
Groups: 1 va syaterm log. The scannesg il use the appropnate
SR T T er— : Fw}m‘}‘d-ﬂlf‘w"’?'w::
D el f Windows Event Log Ted loge | Syslog | SNNF Traps
gwm m r . Licensing Type Evert Log Tt L
£ Lapiogs [0} E H ] Canfigre GFI EventsManager sudt for th groun Server(inherted) Irbeted L
i‘m_ﬂSﬁﬂﬂ] Zarpariinhented] Inhested et
4" Catsbase Servers [0 ) . Sarver{inherted] rhated et
& Prrd Serwers {0 [#] Ensbls GFI EvertsManagesr sudbing ol e i
1 ek Servers [0 Pasform the folowing sty befone scanning Windows everts
§* Fig Servers {0 =
g Linue Hosts ) Pl Pasuits locstaon
¥ Cisco I § ASA dewices {T) [ Chasck mudit policy Remote Machne Log
§ Emal Sarvers [0 o] Chasch: sl spacs Remote Machine Log
N Archive ol Windwes logs - Nen OC (D) 7] Chack e doman . Rermte Maching Leg w
o Archive all Wirsdows logs - DT (0 i Fl m J [
Common Tasks:
Eigran 20 seftine)
Fugacet s it
SR G cdeng threshold
Bk rmwr grevrd pource )
o m— ¥ Rstarwwasonyf 17 - manand
Qoen Quick Launch Corgols wescn tha fast el
Actiens: [ox ][ cmen |
Bt rchroniiation Silond
it peinctead group
Ext sefected event sourne
Dusiete gefanci o] @vertl Souroeis)
Ei ] 3
3 event sourcels)

Screenshot 33: Setting the auditing threshold

8.3 How to detect possible hacker activities

For Windows machines running a Microsoft Vista or newer operating system, GFl EventsManager has special features that
enable you to analyze the network activity occurring on those machines based on Filtering Platform Connection
events. The Top Activity Network Events graph from the dashboard enables you to quickly analyze the network activity
on various computers based on protocol, port, addresses, user name and application names.
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One of the immediate applications of this analysis capability is to detect possible hacker activity. GFI EventsManager has
predefined rules that can detect:

= Suspicious Email activity on the machine.
= DNS queries originating from system applications.
= Connections opened by different applications.

At this stage, we recommend you use the Top Activity Network Events graph and note the network activity occurring
on the two machines you monitor.
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8.4 How to detect events that refer to administrators

GFl EventsManager enables you to detect Windows events that refer to administrators.
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Screenshot 34: Detect events generated by users with administrative privilege

NOTE

For each Windows event there is a field that describes if the event refers to an administrator. You can define filters,
rules or custom reports based on this field.

NOTE

For practice/evaluation purposes, we suggest you go to the Browser tab>Windows Events and create a view that
will show only the Security events that refer to administrators.

8.5 How to anonymize personal data from events

If you need to comply with laws that require personal data from logs that should only be revealed to authorized persons,
you can use the Anonymization feature in GFl EventsManager since it encrypts the personal data found in Windows
Security logs, SQL Server and Oracle audit logs.

If you are interested in this feature we recommend:
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# Enabling anonymization from Configuration > Options > Console Security > Audit Options > Anonymization
= Collecting afew Windows events and see how the anonymized columns look in the Browser.

= Decrypting the anonymized data by turning off the anonymization.

8.6 How to create custom reports

GFl EventsManager includes a reporting engine with many predefined reports you can customize, run or schedule as
you like. The reporting engine also enables you to define new reports with flexible layouts. You can also generate reports

on the fly, directly from a view in the Event Browser.

To create custom reports:

1. From Reporting tab > Reports, right-click a root folder/folder/root report and select Create Report.

P "

Create Report @

General | Layout | Chart | Schedule | Options | Other |

1| Create new Report to organize in a simpler way the collected
o events.

Mame:

Mew General

Description:

MNew report description.

Select sort column :
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L BN
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impc:rtanu:e = Critical AMD

ir1 work hours = Yes

(7dd | [Eax | [Doite] [(Ger | or

| oK || Camcel || pply |

Screenshot 35: Creating a root report
2.From the General tab, specify a name and description (optional) for the new root report.

3.Click Add to select a field on which to base the query condition. For the selected field, specify the Field Operatorand
Field Value. Click OK

Note
Repeat this step until all the required fields are selected.
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Create Report
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Screenshot 36: Configuring new root report layout options

4. Click Layout tab and add the column headings that you want to be visible in the report. If you have a saved report
template, click Open location to browse and load your template.
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Screenshot 37: Inserting a chart in a new root report

5. (Optional) Click Chart tab and select Use graphical charts to include graphs in your report.

6. From the Place chart at drop-down menu, specify the location of the chart. Select from:

= Beginning of Report

= End of Report.

7. From Properties > X axis and Y axis, configure the X and Y Axis properties. Le. select the data represented in the chart.

8. Select Top 10 to view the Top 10 records only.
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Screenshot 38: Configuring the schedule for when the report is generated

9. (Optional) Click Schedule tab and configure schedule settings.

10. Select Send report by email to and click Configure to select the recipients of this report.
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Create Report
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Screenshot 39: Create new report Options
11. Click Options tab and specify the path to where the report generates to in the Target path area.

12. From the Range pattem drop-down menu, select the options described in the table below:

Pattern Description

All Time Select All Time to generate the report based on information from all the related logs.
Relative Generate the report based on events from:
#  Today

#  Yesterday
# Last 7 Days
#  This Month
= Last Month.

Day Specify a single day that you want to base your report on.
Month Specify a month and year that you want to base your report on.
Date Range Specify a From and To date to base report information on events collected in the specified time period.
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Screenshot 40: Record limit settings

13. Click Other tab to configure report record limits. Available options are described in the table below:

Option Description

Split report if it contains Select the checkbox to enable record limit per report. GFl EventsManager automatically creates a

more than {X} records new report for every number of records you specify.
Example: if you key in 50, 000 and the report contains 150, 000 records, GFI EventsManager

generates three reports.

Max number of records per Specify the number of records that are displayed in a single page.
page
Limit records to Specify the maximum number of records that are included in the report. Records that exceed the

limit are ignored.
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9 Managing Event Sources

This section provides you with information about adding and managing your event sources. Event sources are
networked computers and devices that are accessed and processed by GFI EventsManager. The Events Sources sub-tab,
enables you to organize your event sources into specific groups. You can create new groups or use the default ones to
distinctively configure and organize event sources.

Topics in this section:

9.1 Adding eventsources manually ... ... 66
9.2 Adding event sources automatiCally ... . 67
9.3 Creating @ NeW eVENT SOUICE GIOUD . ... .. n e et e e e e e e e e e et e e e et e e e e e eeeee e 70
9.4 Configuring event SOUrCe ProPEITIES .o e e e 72
0.5 Database SOUICeS ... L 80

9.1 Adding event sources manually
To manually add a new event sources to a computer group:
1. Click Configuration tab > Event Sources and from Group Type, select Event Sources Groups.

2. Right-click a computer group of your choice and select Add new event source...

I "

Add Mew Event Sources...

Select the event sources... ) |
Spedfy the computers from where GFI EventsManager will collect logs L
=

In GFI EventsManager event sources are organized into event source groups. The event sources
specified below will be added to the Servers group.

Add the following computers:
192,1638.11.11

Computer Remove

1M Mailserver

M yyorkstation 11

@ In order to scan a machine running Microsoft Vista or a newer
operating system, you must install GFI EventsManager on a
machine running Microsoft Vista or a newer operating system.

ack Finish ] [ Cancel

Screenshot 41: Add new event source wizard

3.The following table describes the available options:
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Option Description

Add Key in the computer name or IP address in the Add the following computers field. Click Add to add the specified
computer to the Computer list. Repeat this step until you add all the event sources to the selected group.

Note

Since Syslog and SNMP traps use IP addresses to determine the source of an event, it is recommended to use the
source IP address instead of the computer name when adding Syslog and SNMP Traps sources.

Remove Select one or more computers from the Computer list and click Remove to delete them from the list.

Select... Click Select... to launch the Select Computers... dialog:
1. From the Domain drop-down menu, select the domain you want to scan for available sources and click Search.
2. From the search results list, select the computers you want to add.
3. Click OK to close the Select Computers.. dialog and return to the Add New Event Sources... dialog.

Import.. Click Import... to import computers from a text file. Ensure that the text file contains only one computer name or IP
address per line.

4. Click Finish to finalize your settings. GFI EventsManager immediately attempts to scan the added event sources, using
the default logon credentials.

Note

If synchronization is not enabled, you can use the Network Discovery Wizard to automatically search and add
events sources. To launch Network Discovery Wizard, right-click All event sources from the event sources tree and
select Scan local domain.

9.2 Adding event sources automatically

GFl EventsManager enables you to automatically synchronize domains with event sources groups. When synchronization
is configured, every new domain member is automatically added to GFI EventsManager's event source list.

To enable auto synchronization:
1. Click Configuration tab > Event Sources and from Group Type, select Event Sources Groups.

2. Right-click All event sources and select Edit synchronization options.
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I

Synchronization Properties

General |Exdusinns 5d1&du|e|

%' Corfigure Synchronization options
g

Corfigure synchronization between GF| EventsManager event sources
and network domains.

Domain : Domain -

Group: [ Default

Source type: [Wurkstatinns

Group Diomain Source type

[ FRemove Selected ] [ Remaowve Al ]

[ +.2 H Cancel ] Apply

Screenshot 42: Synchronization properties - General tab

3. Select General tab and configure the options described below:

Option Description

Domain Select the domain name from the list or key in a valid domain name.
Group Select the GFI EventsManager group name where to add the discovered event sources.
Source type Select the type of event sources that GFl EventsManager scans for, in the specified domain.

4. Toinclude the synchronization click Add.

5.Repeat steps 3 to 4 for each domain you want to synchronize.

GFl EventsManager
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I "

Synchronization Properties

Exclusions | Schedule

%' Exclude event sources

Corfigure the list of event sources to exclude from the synchronization
operation:

Event Source

Workstation11
Mail Server?

[ Add... ][ Remove

@ Event sources configured in non-synchronized groups will be
automatically excluded.

ok [Gaoa [ 2oob )

Screenshot 43: Excluding computers from automatic synchronization

6. (Optional) Select Exclusions tab to configure the list of computers that will be excluded from synchronization. Click
Add and key in a computer name to exclude.

Note
Event sources that are already part of an event source group will be automatically excluded from synchronization.

7. Select Schedule tab to configure when the synchronization should be performed.
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I "

Synchronization Properties @

| General I Exclusions | Scheduls

%l Corfigure Synchronization schedule
.q "

Corfigure the schedule used to perform the synchronization operation
and the email notification.

Synchronize now

Synchronize now

ok || cancel |[ Aol |

Screenshot 44: Synchronization properties -Schedule tab
8.Key in avalid interval in hours or days.

9. (Optional) Select Send an email to the... to send an email notification when event sources are changed after
synchronization.

10. (Optional) Click Synchronize now to synchronize event sources immediately.

11.Click Apply and OK

Note
Adding event sources manually to a synchronized group is not allowed in GFI EventsManager.

9.3 Creating a new event source group

Grouping event sources into Event Source Groups improves the speed at which you configure event sources. Once an
event source group is configured, every member of that particular group inherits the same settings.

To create a new event source group:
1. Click Configuration tab > Event Sources and from Group Type, select Event Sources Groups.
2.Right-click All event sources and select Create group...

3. Select the license type. Choose between Complete or Active Monitoring license. For more information refer to
Configuring event source license type.
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Mew Event Sources Group

| ‘Windows Event Log | Text Logs | Syslog | SMMP Traps | Monitoring
General | Logon Credentials | Licensing type | Operational Time

‘. Enter a group name and description for the computers you want
- to include in this group.

Group Name :

Group Mame

Description:

Optional group description. "

Enable collection of logs from this computer group

Schedule scanning

(7' Real-Time ie. once every 5 seconds

Mext scan: 2012/04411  [E~ 01:43:58 :

| ok || cancel | [ Apply |

Screenshot 45: Add new event source group

4.Key in a unique name and an optional description. Select the tabs described below, and configure the available
options:

Tab Name Description

General Enable collection of events and schedule the scanning process. For more information refer to Configuring general
event source properties.

Logon Configure the username and password used to login target machines and collect information. For more information
credentials refer to Configuring event source logon credentials.

Licensing Select the type of license to use. Select between Active Monitoring or Complete. For more information refer to
type Configuring event source license type.

Operational Configure the operational time that computers are normally used. For more information refer to Configuring event
time source operational time.

Monitoring Enable GFI EventsManager active monitoring on target computers and configure the audits to perform. Monitoring
checks enable administrators to identify system problems at the very early stages to prevent system down-time. For
more information refer to Configuring event source monitoring.

Windows Specify the logs to collect and configure archive settings for Windows: event logs. For more information refer to
Event Log Collecting Windows’ events.
Text Logs Specify the logs to collect and configure settings for W3C/HTTP/CSV logs. This tab is only available when creating a

server group. For more information refer to Collecting Text logs.

Syslog Specify the logs to collect and configure archive settings for Syslogs. This tab is only available when creating a server
group. For more information refer to Collecting Syslogs.
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Tab Name Description

SNMP Specify the logs to collect and configure archive settings for SNMP Traps. This tab is only available when creating a
Traps server group. For more information refer to Collecting SNMP Traps Messages.

5. Click Apply and OK

9.4 Configuring event source properties

GFI EventsManager allows you to customize the event source parameters to suit the operational requirements of your
infrastructure. You can configure these parameters on single event sources or at event source group. Any member of a
configured group inherits the same configuration, automatically.

This section contains information about:

= Configuring general event source properties
# Configuring event source logon credentials
= Configuring event source license type

= Configuring event source operational time
» Configuring event source monitoring

= Configuring event processing parameters

9.4.1 Configuring general event source properties

Use the General tab in the properties dialog to:

= Change the name of a computer group

= Enable/disable log collection and processing for the computers in a group

= Configure log collection and processing frequency.

To configure event source properties:

1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.
2.To configure settings of a:

= Computer group - right-click on the computer group to configure, and select Properties

» Single event source - right-click on the source to configure, and select Properties.
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Mew Event Sources Group

| ‘Windows Event Log | Text Logs | Syslog | SMMP Traps | Monitoring
General | Logon Credentials | Licensing type | Operational Time

‘. Enter a group name and description for the computers you want
- to include in this group.

Group Name :

GroupMame
Description:

Group description. "

Enable collection of logs from this computer group
Schedule scanning

@ Real-Time i.e. once every & seconds
) Onceevery: |15 Minutes

Mesd scan: 201212410 11:58:35 .

- T

Screenshot 46: Event sources properties dialog

3. From the General tab, configuring the options described below:

Option Description

Group Name Key in a unigue name for the computer group.
Description (Optional) Key in a description.

Enable collection of logs from this Select/unselect this option to enable/disable event log collection from the group.
computer group

Real-Time i.e. once every 5 Select this option to check for new event logs every 5 seconds.

seconds
Note

This is not recommended if members of this group generate high volumes of event logs
because it may disrupt your network performance.

Once every Specify a custom schedule for when GFI EventsManager checks for new event logs.

4. Click Applyand OK

9.4.2 Configuring event source logon credentials
Use the Logon Credentials tab in the properties dialog to:
= View logon credentials settings

= Editlogon credentials settings.
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During event processing, GFl EventsManager must remotely log-on to the target computers. This is required in order to
collect log data that is currently stored on the target computers and to pass this data on to the event processing engine

(s).

To collect and process logs,GFl EventsManager must have administrative privileges over the target computers. By default,
GFl EventsManager will log-on to target computers using the credentials of the account under which it is currently
running; however, certain network environments are configured to use different credentials to log on to workstations
and servers with administrative privileges.

As an example, for security purposes, you might want to create an administrator account that has administrative privileges
over workstations only and a different account that has administrative privileges over servers only.

To configure event source properties:

1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.
2.To configure settings of a:

» Computer group - right-click on the computer group to configure, and select Properties

= Single event source - right-click on the source to configure, and select Properties.

s )

Mew Event Socurces Group @

‘Windows Event Log I Text Logs | Syslog | SMMP Traps | Monitoring
General | Logon Credertials | Licensing type | Operational Time

Specify the credentials you want GF| EventsManager to use to
S; connect to the database servers specified in this group to collect
W everts.

By default, GFl EventsManager performs event collection using the
securty cortext of the accourt under which GFl EvertsManager service
is running. You may specify an attemate set of credertials to access the
computers contained within this computer group.

Logon using credertials below
|ser name: DOMAIN Administrator

Password: TIITIIII

55H authentication

Username:  JSmith

Prvate key:  C\lUsers‘John Smith*Desktop™ ey

Key passphrase:

————————

Corfim passphrase:

OK 1| Cancel || Apply

Screenshot 47: Configuring alternative logon credentials
3. Click Logon Credentials tab.

4. Select/unselect Logon using credentials below to use/stop using alternate logon credentials. Key in a username and
password.
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Note

Alternate logon credentials enable you to use different usernames and passwords to log into remote computers. You
can set alternate credentials for a group of event sources or for each event source.

Members of an event source group can be configured to inherit credentials from the parent group.

5. Select/unselect SSH authentication to use/stop using SSH authentication.

Note

SSH uses public-key cryptography to authenticate the remote computer and allow it to authenticate the user, if
necessary. This is a security protocol for Linux and Unix based computers.

6. Click Browse... to select the Private keyfile.
7.Key in the key passphrase and reenter it for confirmation.

8.Click Applyand OK

9.4.3 Configuring event source license type

The Licensing type tab is used to configure the licensing mode of an event source or event group. This determines the

type of logs that must be collected from the configured source/group. The following table describes the available
license types:

License Type Description

Active Mon- This license enables you to collect and process:

itoring license = Microsoft” Windows® Event Logs
# Text logs, such as W3C, CSV, XML, DHCP, SAP Logs, SKIDATA Logs and Custom logs from Windows® and
non-Windows workstations
#  Active Monitoring event logs

If Windows Server is detected on a source using this license, event log processing is disabled.

Complete Enables full functionality and support for Windows™ and non-Windows™ based servers, workstations and network
license devices. Use this license to collect and process:

= Microsoft” Windows® Event Logs

= Text logs, such as W3C, CSV, XML, DHCP, SAP Logs, SKIDATA Logs and Custom logs from Windows® and

non-Windows workstations

#  Active Monitoring event logs

= SNMP Traps Messages

% Syslogs

#  Custom Logs

% SQL Server® Audits

#  Oracle Server Audits.

To configure event source properties:
1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.
2.To configure settings of a:

= Computer group - right-click on the computer group to configure, and select Properties

# Single event source - right-click on the source to configure, and select Properties.
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I "

Mew Event Socurces Group @

‘Windows Event Log | Text Logs I Monitoring | Syslog I SMMP Traps
General | Logon Credentials | Licensing type | Operational Time

E:?\)h Specify the default license type for event sources in this group.

71 Active Monitoring license

Complete, check-based, active monitoring for all types of assets
and log data collection far Windows worstations (evt(x) and texdt
logs).

@ Complete icense

Complete functionality: check-based, active monitoring and log
data management (all supported formats) for all types of assets
(servers, worlstations and network devices).

| oK || cancel || Ay

Screenshot 48: Configuring event source license type

3. Click Licensing type tab and select the license you want to use for the event source or group that is being configured.

4. Click Applyand OK

9.4.4 Configuring event source operational time

GFl EventsManager includes an Operational Time option through which you specify the normal working hours of your
event source groups. This is required so that GFI EventsManager can keep track of the events that occur both during and
outside working hours.

Use the operational time information for forensic analysis; to identify unauthorized user access, illicit transactions carried
outside normal working hours and other potential security breaches that might be taking place on your network.

Operational time is configurable on computer group basis. This is achieved by marking the normal working hours on a
graphical operational time scale which is divided into one hour segments.

To configure event source properties:

1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.
2.To configure settings of a:

= Computer group - right-click on the computer group to configure, and select Properties

# Single event source - right-click on the source to configure, and select Properties.
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Mew Event Sources Group

‘Windows Event Log | Text Logs | Monitoring I Syslog | SNMP Traps |
General | Logon Credentials | Licensing type | Operational Time

& Specify the nomal operational time for the computers specified in
=N this group.

Momal operational time is the time during which the computers specified in
this graup are namally used. This irformation is used to classify events
differently depending on whether they occur during nomal operational
time or not. For example, failed log-on attempts that occur outside of the
normal operational time will be assigned a higher sk level.

00h 03h O6h 03h 12k 13h 13k  21h 24k

HERE BEE

Marked time intervals are considered nomal operation time.

Lok J[ Cancel [ ooy

Screenshot 49: Specify operational time

3. From Operational Time tab, mark the time intervals of your normal working hours.

Note
Cells marked blue represent your normal working hours.

4. Click Apply and OK

9.4.5 Configuring event source monitoring

GFl EventsManager is able to collect additional information about your event sources through Active Monitoring. These
checks generate specific events which in turn, trigger real-time notifications or execute an action.

For example, when monitoring CPU usage checks, GFI EventsManager queries that event source and detects whether
the target machine is performing at the specified CPU usage levels.

Note
For more information refer to Active Monitoring.

To configure event source properties:
1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.

2.To configure settings of a:
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= Computer group - right-click on the computer group to configure, and select Properties

# Single event source - right-click on the source to configure, and select Properties.

Mew Event Sources Group

General | Logon Credertials | Licensing type | Operational Time |
Windows Event Log | Tent Logs | Syslog | SHMP Traps | Monitoring

@ Corfigure GF| Everts Manager monitoring for this group.

Enable GFl EventsManager monitoring Tell me more..
Post collection processing

() Archive all logs without ary further processing.
@ Process the logs with the nules selected below before archiving.

ERTE] Hontorng Checks|

i W] Default system monitoring rules

[ ok || camcel || pply |

Screenshot 50: Event source properties - Monitoring tab

3. From Monitoring tab, configure the options described below:

Option Description

Inherit event This option is available when enabling monitoring on a single event source. If you enabled monitoring on the
log collection group containing the event source, leave this option selected to obtain the same settings.

and processing

from parent

group

Enable GFI Select/unselect this option to enable/disable Active Monitoring processing.
EventsManager
monitoring

Perform the fol-  Expand the list of checks and select the ones which you want to apply to your event source/event source group.
lowing checks For information about creating monitoring checks, refer to Creating a new monitoring check.

Archive all logs  Select this option to store events without applying any further checks (from Events Processing Rules).

without any fur-

ther pro-

cessing

Process the Expand the list of rules which are applied to the collected logs. GFI EventsManager enables you to create custom
logs with the rules and configure them to trigger when one of the active monitoring check generates an event. Then, through
rules selected the configuration of the selected Event Processing Rule, actions are executed and/or alerts are generated. Once a
below before monitoring check is enabled, browse for the event that it generates and create a rule based on that event. For
archiving more information refer to Creating new rules from existing events.
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4. Click Applyand OK

9.4.6 Configuring event processing parameters

Event processing parameters are enabled only for event sources/groups licensed as Servers. Server event sources posses
more settings than normal workstations, in order to collect Windows® event logs, Text logs, Syslogs and SNMP Traps.

To configure event source properties:

1. From Configuration tab > Event Sources > Group Type, select Event Sources Groups.
2.To configure settings of a:

= Computer group - right-click on the computer group to configure, and select Properties

= Single event source - right-click on the source to configure, and select Properties.

All Domain Controllers

| General I Logon Credertials | Licensing type | Operational Time
Windows Event Log | Text Logs | Syslog | SMMP Traps | Monitoring

%ﬂ Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

@ Security Events - Add...
{2 Application Everts L

{2] System Events 1 Remove
£ o e

[ Clear collected events after completion

Post collection processing

(™) Archive all logs without any furtther processing.

i@ Process the logs with the rules selected below before anchiving.

ERETE] Vo Everis :
Ej Moise Reduction 3
- ]C3 PCI Requirsmerts Windows 05
&-[7]C3 Securty
-]~ System Heatth -

[7] Add generic fields (=.g. “Field 00", “Field 01" .} to Security Events.

[ ok || camesl || Aoty

Screenshot 51: Event processing configuration tabs

3. Use the Windows Event Log, Text Logs, Syslog and SNMP Traps tabs configure the required event processing
parameters.

4. Click Apply and OK
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Note
For more information, refer to:

i
b

Collecting Windows' Event Logs

t
"

Collecting Text logs

b
b

Collecting Syslogs
Collecting SNMP Traps.

i
b

9.5 Database sources

GFl EventsManager can monitor and process events from database servers. Database event sources require specific
configuration settings to collect and process events generated by database activity. GFI EventsManager is able to audit
and monitor activity from the following database servers:

el

Microsoft” SQL Server’

= Qracle Server

9.5.1 Microsoft’ SQL Server’ Sources

This section contains information about:
= Creating a new Microsoft” SQL Server’ group

» Adding a new Microsoft” SQL Server event source
Creating a new Microsoft” SQL Server’ group

IMPORTANT

GFl EventsManager supports only as Events Source Microsoft SQL 2008 R2 or earlier. Newer versions of Microsoft SOL
Server are not supported.

To create a Microsoft” SQL Server” group:

1. Click Configuration tab > Event Sources.

2. From Group Type, select Database Servers Groups.

K" Event Sources Groups H

. & Event Sources Groups
D atabaze Servers Groups

Screenshot 52: Database Servers Groups
3. From Groups, right-click Microsoft” SQL Server” and select Create group...

4. Select Microsoft” SQL Server’ as the server type and from General tab configure the options described in below:
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Option Description

Group Name Key in a group name to identify the Microsoft” SQL Server” group.
Description (Optional) Key in a description.

Collects logs from the database servers included in this Enable option to collect database events from all servers in this
group group.

Database Servers Group Properties

General |} Logen Credentials || Operational Time | SQL Server Audit | Set'tings|

Specify the credentials you want GF| EventsManager to use to
% connect to the database servers specified in this group to collect
events

() Use Windows authertication

Connect to the database servers using the security contesd of the
account under which GF| EventsManager service is running.

@ Use S0L Server authentication
Connect to the database servers using the following credentials.

lsemame: =3

Password: sessssssssss

| oK || cancel || Apply

Screenshot 53: Configure logon settings from the Logon Credentials tab

4. Select Logon Credentials tab and configure the options described below:

Option Description

Use Windows authen- Connect to the Microsoft” SQL Database using windows authentication.

tication

Use SQL Server’ authen- Connect to Microsoft” SQL Database using a Microsoft™ SQL Database user account. Key in a username
tication and password.
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Database Servers Group Properties

@ Specify the Nomal Operational Time for the database servers

'l"; | specified in this group.

Momal operational time is the time during which the database servers
specified in this group are nomally used. This information is used to
classify events differently depending on whether they occur during nomal
operational time or not. For example, failed log-on attempts that occur
outside of the nomal operational time will be assigned a higher sk level.

00h 03h OBh 05h 12h 1Bh  1Bh  21h 24h

R E IR

Marked time intervals are considered nomal operation time.

ok J[ Cancel |[ sopy |

Screenshot 54: Configure the normal working hours from Operational Time tab

5. Select Operational Time and configure the operational time when the database is normally used. Marked time
intervals are considered normal working hours.
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Database Servers Group Properties

| General I Logon Credentials I Operational Time | SAL Server Audit | Settings

Select the processing you want to perfarm on the Microsoft SQL
Server logs collected.

() Archive all logs without ary further processing.
i@ Process the logs with the nules selected below befare archiving.

SR ] SOL Server Audit -

=-[¥]Z3 Noise reduction

|:|Ej Database changes
-3 Server changes
=-[¥]Z3 Logon / Logoff

m

Pobe [*]Cd Regular users —
H-[]JC3 SQL Server emors

[T i e o S S

[ oK || camcel || pply |

Screenshot 55: Configure SQL Server Auditing from SQL Server Audit tab
6. Select SQL Server’ Audit tab and configure the options described below:

Option Description

Archive all logs without further processing Archive events in GFI EventsManager database backend without applying
processing rules.

Process the logs with the rules selected below Specify the rules to perform before archiving events in GFl EventsManager
before archiving database backend.
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Database Servers Group Properties

|J Specify the source of the events

Please specify whether to collect the events from all databases and
whetherto collect onby securty events.

i@ Scan all the events for all databases.

(71 Scan only the securty everts for all databases.

[ oK || camcel || pply |

Screenshot 56: Database servers group properties

7. Select Settings tab and configure the options described in below:

Option Description

Scan all the events for all databases All Microsoft” SQL Server” events are collected and processed by GFI EventsManager.

Scan only security events for all databases Only security events are collected and processed by GFI EventsManager.
8. Click Applyand OK

Adding a new Microsoft” SQL Server” event source
To add a new Microsoft” SQL Server” source:

1. Right-click a database group and select Add new SQL Server"...
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Add Mew S0L Servers...

Select the Microsoft SQL Servers... =
Select from which Microsoft SQL Servers you want to collect events

Add the following Microsoft SQL Server:
SQLSRV\SQLSERVER

Microsoft SQL Server
(192,168, 11. 11\SQLEXPRESS

Select...

ack Finish ] [ Cancel

Screenshot 57: Add new Microsoft” SQL server

2.Key in the server name or IP and click Add.

Note

Use Select and Import to search the network for SQL Server” or import list of SQL servers from a text file respectively.

3. Click Finish and the Add New SQL Servers dialog closes.

4. From Groups, select SQL Servers and from the right pane, double-click the new Microsoft” SQL Database instance.
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192.168.11.11

General | Connection Settings | Settings |

LE? Specify the SQL Servers post collecting processing

[ Inherit SGL Server post collection processing from parent group

Specify the post collection processing forthe events collected from the
configured SGL Serven(s).

™) Archive events in database

@ Process using these rule sets:

ERC
-[#]=3 Noise reduction
#-[J=3 Database changes
=-[#]Z3 Server changes
. ~[7]23 Credentials related

| [ S O R

m | »

@ Choose "Archive events in database” to archive all the events
collected.

[ ok || camcel || Apply |

Screenshot 58: Microsoft” SQL Database properties: General tab

5.From General tab, configure the options described below:

Option Description

Inherit SQL Server post collecting processing from Inherits all settings from the parent group.
parent group
Archive events in database Archive events in GFl EventsManager database backend without applying

processing rules.

Process using these rule sets Specify the rules to perform before archiving events in GFl EventsManager
database backend.
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(1921681111
General | Connection Settings |Settings|

Specify the connection parameters which GF| EvertsManager
will use to access and collect events from the SGL server

Logon credertials
[ Inherit the logon credertials from the parernt group

By default, GFl EventsManager performs event collection using the
securty cortext of the account under which GFI EventsManager
service is running. You may specify an altemate set of credentials to
access the computers contained within this computer group.

(7 Use Windows authentication @ Use SGL Server credentials

Ilsemame: =a

Password: esssssssssssss

[ Ok ][ cancel |[ aopy |

Screenshot 59: Microsoft” SQL Database properties: Connection Settings tab

6. Select Connection Settings and configure the options described below:

Option Description

Inherit the logon credentials from the Select this option to inherit login settings from the parent group.

parent group

Use Windows authentication Connect to Microsoft” SQL Database using windows authentication.

Use SQL Server credentials Connect to Microsoft” SQL Database using a Microsoft” SQL Database user account. Key in

a username and password.
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192.168.11.11

| General I Connection Settings | Settings |

|J Specify the source of the events

[ Inherit the settings from the parent group

Please specify whether to collect the events from the SQL Server system
databases and whetherto collect events from other databases.

(70 Scan all the everts for all databases.
(71 Scan only the securty everts for all databases.
@ Scan all the events that are related to the following databases only.

L] Database1
L] Database2

FRdd. || Edt. || Remove |

ok [Gaoa [ 2oob )

Screenshot 60: Microsoft” SQL Database properties: Settings tab

7. Select Settings tab and configure the options described below:

Option Description

Inherit the settings from the parent group Inherits settings from the parent group.

Scan all the events for all databases Scan all databases and collect all events from the Microsoft” SQL Server”.

Scan only the security events for all databases Scan all databases and collect only security events from the Microsoft” SQL
Server’.

Scan all the events that are related to the fol- Collect all events from the selected databases. Use Add, Edit and Remove to

lowing databases only manage database sources.

8.Click Applyand OK

9.5.2 Oracle server sources

GFl EventsManager enables you to collect and process events generated by Oracle Relational database management
systems. The following audits are collected and processed by GFl EventsManager:

Audit Description

Session auditing Audit user sessions and database access.
Statement auditing Audit processed SQL statements.
Object auditing Audit queries and statements related to specific objects.
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The following Oracle Database versions are supported:

= QOracle Database 9i

» Oracle Database 10g

» Oracle Database 11g

This section contains information about:

» Pre-configuration settings for Oracle Servers event sources
#» (Creating a new Oracle Server group

» Adding a new Oracle Server event source

Pre-configuration settings for Oracle Servers event sources

Before adding Oracle Server event sources, follow the steps below on each Oracle Server instance you want to monitor:

Pre-configuration Description

Step

Step 1 Ensure the logon credentials used to connect, set audits and access the audit table has the necessary per-
missions.

Step 2 Enable auditing on the Oracle Server by changing startup parameters. To enable auditing:

1. Startup parameters for the Oracle servers are stored in:
<Oracle Home Directory>\admin\<Oracle SID>\pfile\init.ora.

2. Locate and open the parameters file using a text editor.

3. Locate AUDIT_TRAIL parameter and change the default value to ‘db’ or ‘db_extended’ (db,extended’ on
latest versions of Oracle).

4. Save and restart the Oracle server.

Adding a new Oracle Server group
To add a new Oracle Database group:
1. Click Configuration tab > Event Sources.

2. From Group Type, select Database Servers Groups.

Group Type:

K" Bvent Sources Groups H

_ 2 Event Sources Groups
rvers Groups

D atabasze Se

Screenshot 6 1: Database Servers Groups

3. From Groups, right-click Oracle Servers and select Create group...
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Database Servers Group Properties

General | Logon Credentials I Operational Time | Cracle Audit

‘f wart to include in this group.

#|  Erter a group name and description for the database servers you

Group Mame:
Group name

Description:

Optional group description.

Collects logs from the database servers included in this group.

Schedule scanning

Mairtenance

Cleanup old entries every hours

[] Delete audit logs older than: days from the Oracle Server

0K ][ cancel |[ ol

Screenshot 62: Oracle Database group - General tab

4. From General tab, configure the options described in below:

Option Description

Group Name Key in a group name to identify the Oracle Database group.

Description Optionally, key in a description.

Collects logs from the data- Collects events from the event sources in the Oracle group. Once this option is enabled, configure

base servers included in the Schedule scanning and Maintenance options.

this group

Schedule scanning Specify the frequency to collect events on a pre-defined schedule.

Maintenance Oracle audit events are stored in a specific audit table on the Oracle server. To prevent excessive

audit table growth, configure the options in this section to delete audit logs and old entries on a

pre-defined time.

GFl EventsManager
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Database Servers Group Properties @

General | Legon Credentials | Operational Time | Oracle Audit

Specify the credentials you want GF| EventsManager to use to
Q connect to the database servers specified in this group to collect
events

Connect to the database servers using the following credentials.
Usemame:  admin

Password: essssssssssssss

[ OK 0 [ Cancel | [ Aeety |

Screenshot 63: Oracle Database group - Logon Credentials tab

5. Select Logon Credentials tab and key in a valid username and password to connect to the Oracle server.
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Database Servers Group Properties

ﬁ_ Specify the Nomal Operational Time for the database servers
-..Fx' | specified in this group.

Momal operational time is the time during which the database servers
specified in this group are nomally used. This information is used to
classify events differently depending on whether they occur during nomal
operational time or not. For example, failed log-on attempts that occur
outside of the nomal operational time will be assigned a higher sk level.

00h 03h OBh 05h 12h 1Bh  1Bh  21h 24h

@0 dF

Marked time intervals are considered nomal operation time.

ok J[ Cancel |[ sopy |

Screenshot 64: Oracle Database group - Operational Time tab

6. Select Operational Time tab and configure the normal operational time of the Oracle Database servers in this group.
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Database Servers Group Properties

| General I Logon Credentials I Operational Time | Oracle Audit

#|  Select the processing you want to perform on the Oracle Server
.f logs collected.

() Archive all logs without ary further processing.
i@ Process the logs with the nules selected below befare archiving.

=
=-[#]23 Moise reduction
[#?]C3 Userbased noise
#-[JE3 Database changes

=-[#]53 Server changes

P [*]Cd Credertials related

i +[v]3 Global configuration changes
&-[JC3 Logon / Logoff
H~[JC3 Security changes

[ oK || camcel || pply |

Screenshot 65: Oracle Database group - Oracle Audit tab
7.Select Oracle Audit and configure the options described below:

Option Description

Archive all logs without further processing Archive events in GFI EventsManager database backend without applying
processing rules.

Process the logs with the rules selected below Specify the rules to perform before archiving events in GFl EventsManager
before archiving database backend.

8.Click Applyand OK

Adding a new Oracle Server event source
To add a new Oracle Database to a database group:

1.Right-click an Oracle Server group and select Add new Oracle Server...
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Add Mew Oracle Servers...

Select the Oracle Servers... ra
Select from which Crade Servers you want to collect events i

Add the following Crade Server:
192.168.11.11

Orade Server Remove

i Oradeserver

< Back Finish ] [ Cancel

Screenshot 66: Add new Oracle server
2.Key in the server name or IP and click Add.

3. Click Finish and the Add New Oracle Servers dialog closes.

Note
Use Select and Import to search the network for SQL Server” or import list of SQL Server” from a text file respectively.
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[ Oracleberver

General | Connection Settings | Audit by Objects | Audit by Statements |

.’* Specify the Oracle Servers post collecting processing
F

[ Inherit Oracle Server post collection processing from parent group

Specify the post collection processing forthe events collected from the
corfigured Oracle Serven(s).

™) Archive events in database

@ Process using these rule sets:

BB Oracte Aud "
- [W]2d MNoise reduction B
=-[¥]Zd Database changes

m

~[]=d Server changes

@ Choose "Archive events in database” to archive all the events
collected.

[ ok || camcel || Apply |

Screenshot 67: Oracle Server properties - General tab

4. From the right pane, double-click the new oracle server event source and configure the options described below:

Option Description

Inherit Oracle Server post collecting processing from Select to inherit all settings from the parent group.
parent group
Archive events in database Archive events in GFI EventsManager database backend without applying

processing rules.

Process using these rule sets Specify the rules to perform before archiving events in GFl EventsManager
database backend.
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[ Oracleberver

General | Connection Settings | Audit by Objects | Audit by Statements |

Specify the connection parameters which GF| EvertsManager
will use to access and collect events from the Oracle server

Logon credertials
[ Inherit the logon credertials from the parernt group

By default, GFl EventsManager performs event collection using the
securty cortext of the account under which GFI EventsManager
service is running. You may specify an altemate set of credentials to
access the computers contained within this computer group.

Ilsemame:  admin

Password: essssssssssssss

Connection parameters

Host: OracleServer Port: 1521

@ SID Orc1

(71 Service Name

ok || cancel |[ Aol |

Screenshot 68: Oracle Server properties - Connection Settings tab

5. Select Connection Settings and configure the options described below:

Option Description

Inherit the logon credentials from the Select to inherit login settings from the parent group.

parent group

Port Key in the port to use to connect to the Oracle Database.

SID The SID is a unique name to identify an Oracle Database instance. Key in the SID of the

database to audit.

Service Name The Service name is the alias used to identify the Oracle Database. Key in the Service
name of the database to audit.

Test Test the connection with the Oracle Database server.
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Oracleberver

| General I Connection Settings | Audit by Objects | Audit by Statements |

#  Configure Oracle user sessions, schema objects and SGL
‘f operations to audit

Object: APEX_030200.4PEX_APPLICATION_GET_PG_T! [ |

Operations: AL ALTER AUDIT COMMENT DELETE EXECUT [ |

Options: | BY ACCESS - | |success -

| Audt || Stop Audt |

Cumrert audited schema objects:

Object name Object type  Alter  Audit Cor

@.-‘-‘-.F'EX_DSDEDD..&F'EX_.-’-‘-.F‘F‘LIE&... WIEW - AS Af-

4 1 [ 3
ok ) (o ) e

Screenshot 69: Oracle Server properties - Audit by Objects tab

6. Select Audit by Objects and configure the options described below:

Option Description

Object Click Browse to launch a list of available Oracle objects. Select the object to audit and click OK
NOTE: Amongst others, Oracle objects can be procedures, views, functions and tables.

Operations Operations are actions that modify or query an object. Click Browse to launch a list of available operations.
Select the operations to audit and click OK.

Options Select the audit options:
= By Access - Creates an audit log per object operation execution.
= By Session - Creates an audit log per operation and per schema object. A session is the time between a
connection and a disconnection to/from the database.
#  Success - Select to process only successful audits.
# Failure - Select to process only failed audits. Oracle will create an audit log if an audit fails to complete.
#  Both - Select to process all audit logs.

Audit Choose this option to instruct the Oracle server to start auditing the server activities corresponding to the
selected parameters (like users, statements, etc.)

Stop Audit Choose this option to instruct the Oracle server to stop auditing the server activities corresponding to the
selected parameters (such as users, statements, etc.)

Current audited A list that displays all current Oracle audited schema.
schema objects
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CracleServer @

| General | Connection Settings | Audit by Objects | Audit by Statements I_

;‘ Corfigure the Oracle SQL statements and user activity to audit

Statements:  ADMINISTER ANY SOL TUNING SET ADMINIST [ |

User: ALL USERS (]

Options:  BY ACCESS -] [success -

| Audt || Stop Audit |

Current audited statements:

=+

Uzer name Audit option Success F ailure

% ALLUSERS ALTER SYSTEM BY ACCESS BY ACCESS L4
% ALLUSERS SYSTEM AUDIT Bv ACCESS BY ACCESS
%, 4LLUSERS CREATE SESSIOM BYACCESS BY ACCESS
%, 4LLUSERS CREATE USER BY ACCESS BY &CCESS

%, ALLUSERS ALTER USER By ACCESS BYACCESS ~
1| m [ »
ok ) [ Caon [ oy

Screenshot 70: Oracle Server properties - Audit by Statements tab

7. Select Audit by Statements and configure the options described below:

Option Description

Statements Click Browseto launch a list of available Oracle statements. Select the Oracle statements to audit and click OK
NOTE: Amongst others, Oracle statements can be ALTER CREATE and SELECT .

User Oracle enables you to audit statements for a specific user. Click browse button to launch a list of available users.
Select the user and click OK

Options Select audit options:
= By Access - Creates one audit log for each statement execution.
= By Session - Creates one audit log per user and per schema object. A session is the time between a con-
nection and a disconnection to/from the database.
= Success - Processes only successful audits.
# Failure - Select option to process only failed audits. Oracle will create an audit log if an audit fails to com-
plete.
% Both - Select option to process all audit logs.

Audit Choose this option to instruct the Oracle server to start auditing the server activities corresponding to the
selected parameters (such as users, statements, etc.)

Stop Audit Choose this option to instruct the Oracle server to stop auditing the server activities corresponding to the
selected parameters (such as users, statements, etc))

Current audited A list that displays all current Oracle audited statements.
statements

8. Click Applyand OK
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10 Collecting Event Logs

This section provides you with information about how to configure your event sources to apply events processing rules
to collected events. Assign existing or custom events processing rules to precisely process the events wanted only.

Topics in this section:

10.1 Collecting WINdows® eVent l0gS ... 99
10.2 Collecting TeXt I0GS . . . 102
10.3 ColleCting SySIOgS - oo 105
104 Collecting SNMP Traps MeSSagS . oo 109
10.5 ColleCting CUSTOM IOGS - .. ..o e e 113
106 Collecting GFI LanGuard event logs ... . . L 115
10.7 Collecting GFI EndPointSecurity eVents ... 120

10.1 Collecting Windows event logs

Windows® events are organized into specific log categories; by default computers running on Windows® NT or higher,
record errors, warnings and information events in three logs namely Security, Application and System logs.

Computers that have more specialized roles on the network such as Domain Controllers, and DNS Servers have additional
event log categories.

As a minimum, Windows® Operating Systems record events in the following logs:

Log Type Description

Security event
log

Application
event log

System event
log

Directory ser-
vice log

File Rep-
lication ser-
vice log

DNS server
log

Application
and Services

Logs

GFl EventsManager

This log contains security related events through which you can audit successful or attempted security breaches.
Typical events found in the Security Events log include valid and invalid logon attempts.

This log contains events recorded by software applications/programs such as file errors.

This log contains events logged by operating system components such as failures to load device drivers.

This log contains events generated by the Active Directory including successful or failed attempts to make to
update the Active Directory database.

This log contains events recorded by the Windows' File Replication service. These including file replication failures
and events that occur while domain controllers are being updated with information about Sysvol.

This log contains events associated with the process of resolving DNS names to IP addresses.

These logs contain events associated with Windows VISTA and the relative services/functionality it offers.
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General | Logon Credentials | Licensingtype | Operational Time
Windows Event Log | Text Logs | Syslog | SNMP Traps | Montoring

Specify the logs to collect:
Microsoft-Windows-RemoteAssistance/ Tra. . gl Events to collect
Microsoft-Windows-RemoteAssistance/Admin | | Femove

= s PRI - - 4

[] Clear collected events after completion
Post collection processing

() Archive all logs without any further processing -« Archive logs without processing
@ Process the logs with the rules selected below before archiving. < Process collected logs

=-[W]C3 Windows Events -

E---Lﬁ Noise Reduction < K| Rule-sets to apply to
~[JE8 PCI Requirements Windows OS the collected logs

E-Ira
4 Tl ] 3

[7] Add generic fields (e.g. “Field 00", “Field 01" ..} to Security Events.

-

[ ok ][ Camce |[ ooy |

Screenshot 71: Computer group properties: Configuring Windows® Event Logs parameters
To configure Windows® Event Log collection and processing parameters:

1. From Configuration tab > Event Sources, right-click an event source or group and select Propetties.
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Mew Event Sources Group

(=]

| General I Logon Credertials | Licensing type | Operational Time

Windows Event Log | Text Logs | Syslog | SNMP Traps | Monitaring

Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

12| File Replication Events - Add.. ]
12| Directory Services Events [
unnam.n DrasnarChall Remove
| Select event logs...
[l
Fos|  Specify the logs to collect:
@ =-[«]{a] Windows Logs -
J | [+]12] File Replication Everts I
- Directory Services Events
----- Windows PowerShell
----- Application Events -
----- Securty Events 1
----- System Events
----- LOGbndSP
[ GFI EndPoirt Securty |5
----- [+]12] DNS server events
[ Annlicatinne snd Servires | nns i
- "Add custom log... oK || Cancsl

Screenshot 72: Selecting

event logs to collect

2. Click Windows Event Log tab > Add... to select the logs you want to collect. Expand Windows Logs and/or
Applications and Services Logs and select from the list of available logs.

3. (Optional) Click Add custom log... and key in a unique name for the unlisted event log.

GFl EventsManager
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Mew Event Socurces Group @

| General I Logon Credertials | Licensing type | Operational Time
Windows Event Log | Text Logs | Syslog | SWMP Traps | Monitoring

%‘ Specify the Windows event logs to collect, archive and process

Specify the logs to collect:

{2] File Replication Events - Add...

{2] Directory Services Events L

@ Windows PowerShell Remove
= I i — '

Clear collected events after completion

Post collection processing

(™) Archive all logs without any further processing.

i@ Process the logs with the rules selected below before archiving.

= [w]Cd Windows Everts -
&-[#]Z3 Moise Reduction (1
&-[#]C3 PCl Requirements Windows 05
&-[#]C3 Security
G-[+]"3 System Health &
Add generic fields (e.g. “Field 007, “Field 017 . Jto Securty Events.

| oK || cancel || Ay

Screenshot 73: Configuring Windows Event Log Processing parameters

4. Select Clear collected events after completion to clear the collected events from the respective event source.
5. Select Archive events in database to archive collected events without applying events processing rules.

6. Select Process using these rule sets and select the rule sets you want to run against the collected events.

7. Select Add generic fields to add extended fields to the database. Extended fields contain data from event
descriptions and are added by a common name (example: "Field01", "Custom field name").

8. Click Applyand OK

Important

Deleting event logs without archiving may lead to legal compliance penalties.

10.2 Collecting Text logs

Text Logs are other log formats supported by GFI EventsManager. W3C logs are text-based flat files containing various
event details delimited by special characters.

The W3C log format is most commonly used by hardware systems (Example: servers and appliances) which have Internet
specific roles. Microsoft” Internet Information Server (IIS) service and Apache web servers for example, can collect web
related events such as web logs, in the form of W3C formatted text files.

In GFI EventsManager, the configuration process of W3C log parameters is identical to that performed for Windows"
event processing, with one exception. Unlike Windows’ Event Logs, there is no standard which dictates a specific or
centralized folder location where W3C log files are stored on disk. Therefore, in order to collect W3C logs, you must
specify the complete path to these text-based log files.
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General | LogonCredertials | Licensingtype | Operational Time
Windows Event Log | Text Logs | Syslog | SNMP Traps | Monitoring |

ﬁ Specify the text logs files to collect from, archive and process

Specify the text logs files to collect from:
3 CAW3C logs\~ Add...
LA CMCSV logsh™- 1—% Add logs to collect
Remove

Clear collected events after completion

Process subdirectores Parsing schema; l‘ﬂ&: ']*— Select I.Ug t'!fPE'
Tel me more ..
Post collection processing
() Archive all logs without any futher processing.
@ Process the logs with the rules selected below before archiving. Process collected logs
E'I---L] Text Logs i
~[¥]C3 HTTP protocal logs K Rule-
{91 FTP petccolos < the coiocted gy
.. _SMTP nrtaenl Inas = g

ok [ Cancel |[ Aoy |

Screenshot 74: Text logs options
To collect Text logs:

1. From Configuration tab > Event Sources, right-click an event source or group and select Propetties.
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Mew Event Sources Group @

General | Logon Credertials I Licensing type | Operational Time
Windows Event Log | Tent Logs |51.ﬂslug | SWMP Traps | Monitoring

Ij Specify the text logs files to collect from, archive and process

Specify the text logs files to collect from:

[ CW3Clogsy™ ™ * Add...
[ Remove |

[ ACHCSMlogsy™ ™
£ C\¥MLoas\=* ~ | | Remove
[ Clear collected events after completion

[] Process subdirectories  Parsing schema: [SKIDATA Car Park F T]

Toll e e

@ = Select the folder containing logs in the text format. Mote that the
folder has to exist on the target computers.

pd 3elect text logs folder... @

Folder path: C:\WebSenverLogs|

-

File restrictions:

| oK || Cancel

-

Screenshot 75: Adding folders containing Text Logs

2.
3. From the Select text logs folder... dialog, key in the path to the folder containing the text logs files and Click OK
4. Select Clear collected events after completion to clear the collected events from the respective event source.
5. Select Process subdirectories to recursively scan the specified path that contains the text logs.

6. From Parsing schema drop-down menu, select the schema in which Text Logs are interpreted. Select from:

e

bl

F

ol

e

bl

bl

7. Select Archive events in database to archive collected events without applying events processing rules.

8. Select Process using these rule sets and select the rule sets you want to run against the collected events.

9.

Click Text Logs tab > Add... to add folder paths containing Text Logs.

W3C

csv

DHCP

XML

SAP Logs

ESM Logs

SKI Data Car Park Payments.

Click Applyand OK
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Important
Deleting event logs without archiving may lead to legal compliance penalties.

10.3 Collecting Syslogs

Syslog is a data logging service that is most commonly used by Linux and UNIX based systems. The concept behind
Syslogs is that the logging of events and information is entirely handled by a dedicated server called ‘Syslog Server'.

Unlike Windows® and Text log based systems, Syslog enabled devices send events in the form of data messages
(technically known as ‘Syslog Messages’) to a Syslog server that interprets and manages message and saves the datain a
log file.

In order to process Syslog messages, GFI EventsManager ships with a built-in Syslog Server. This Syslog server will
automatically collect, in real-time, all Syslog messages/events sent by Syslog sources and pass them on to the event
processing engine. Out-of-the-box, GFl EventsManager supports events generated by various network devices
manufactured by leading providers including Cisco and Juniper.

Note

For more information about supported devices visit the following KBASE article: http://go.gfi.com/?pageid=esm_
syslog_snmp_support

Note

A built-in buffer allows the Syslog server to collect, queue and forward up to 30 Syslog messages at a time. Buffered
logs are by default passed on to the event processing engine as soon as the buffer fills up or at one minute intervals;
whichever comes first.
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GFIl EventsManager - Syslog messages

D Syslog messages Syslog messages
AN
—

Laplops Workstations

Applications Devices

GFI EventsManager

- Syslog messages Syslog messages
]
— B

Servers

Screenshot 76: Syslog messages must be directed to the computer running GFl EventsManager
Important
Before you start collecting Syslogs, every Syslog event source (workstations, servers and/or network devices) must be

configured to send their Syslog Messages to the computer name or IP where GFI EventsManager is installed.

To collect Syslogs:

1.From Configuration tab > Event Sources, right-click an event source or group and select Properties.
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Mew Event Socurces Group @

General | Logon Credertials | Licensing type | Operational Time
Windows Event Log | Text Logs | Syslog | SWMP Traps | Monitoring

Specify if this computer group can send Syslog messages to
EventsManager

Syslog messages can be received from any computer or device configured
to send Syslog messages to EvertsManager.

Accept Syslog messages from this computer group

Syslog parsing schema [Simple gy=log messa v] [ Advanced...

Tel me maore ...

Post collection processing
() Archive all logs without arry further processing.

i@ Process the logs with the rules selected below before archiving.

E-[¥]C3 Syslog Messages -~
G- [W]C@ Linwe\Unibe hosts
H-[w]C3 Juniper Metworks -

@ The EvertsManager Syslog server uns by default on port 514,

| oK || cancel || Ay

Screenshot 77: Collecting Syslogs - Syslogs options

2.Click Syslog tab and select Accept Syslog messages to EventsManager to enable the collection of Syslogs from that
event source/event source group.

3. From the Syslog parsing schema drop-down, select the method that GFI EventsManager Syslog Server interprets
Syslog Messages from network devices. Select from:

= Simple Syslog message
= Standard Linux message
= Juniper Network Firewall

= Cisco ASA.

4. Click Advanced... to use custom windows code page. Specify the code and click OK

Note

Windows® code page is used to encode international characters to ASCIl strings. Since Syslog is not Unicode
compliant, GFI EventsManager uses a code page to decode the events. This is only applicable if GFI EventsManager

is installed on a machine using a different language than the monitored machines. For more information, refer to:
http://go.gfi.com/?pageid=esm_code_page

5. Select Archive events in database to archive collected events without applying events processing rules.

6. Select Process using these rule sets and select the rule sets you want to run against the collected events.
7.Click Apply and OK
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Note

The GFl EventsManager Syslog server is by default configured to listen for Syslog messages on port 514. For more

information refer to Configuring the Syslog server communications port.

Important

Deleting event logs without archiving may lead to legal compliance penalties.

10.3.1 Configuring the Syslog server communications port

i

E GFI EventsManager
File  Cenfigure Help

Status | Configuration | Events Browser Reporting General

& Event Sources [ | Event Processing Rules K21 Active Monitoring i‘ﬂ'pﬁons

Configurations: lél M Send us feedback...

»ff']l Default Classfication Actions
E:I"-.%- Users and Groups

[+ Console Security and Audit Options
----- (=1 Meting Options

- % Edit Sy=log options...
E SHNMP Traps Server Options -

----- Bl Performance Options
----- |:; File Storage

----- Lj Database Operations
----- 1;] Custom Evert Logs
-{¥ AutoUpdate Cptions

Syslog Server Options

Common Tasks: |—|

W Open Quick Launch Console @) Help

Here vou can configure the Syslog server options.

Screenshot 78: Configuring Syslog Server communication port
To change the default Syslog ports settings:
1. Click Configuration tab > Options.

2. Right-click Syslog Server Options and select Edit Syslog options...

GFl EventsManager
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( Syslog Options @
General

@ Corfigure the in-build Syslog server options

To receive messages from Syslog clients, enable the EventsManager
Syslog server and specify the port on which the server will run.

Erable inbuit Syslog server on the TCP port: 514
Enable inbuitt Syslog server onthe UDP port: 54

(d) To configure receiving of Syslog events:

1. Corfigure Syslog clients to send messages to this server on the
specified port

2. Specify the client name/IP addresses in a computer group
which is configured to accept Syslog messages

| ok || Ccancel

Screenshot 79: Syslog server options

4. Select Enable in-built Syslog server on TCP port: and specify the TCP port on which GFl EventsManager will
receive/listen for Syslog messages.

5. Select Enable in-built Syslog server on UDP port: and specify the UDP port on which GFl EventsManager will
receive/listen for Syslog messages.

6.Click Applyand OK

Note

When configuring Syslog server port settings, make sure that the configured port is not already in use by other
installed applications. This may affect the delivery of Syslog messages to GFl EventsManager.

10.4 Collecting SNMP Traps Messages

SNMP is a data logging service that enables networked devices to log events and information through data messages
(technically known as SNMP Traps). SNMP messaging technology is similar in concept to Syslogs - where unlike
Windows® and Text logs based environments, devices that generate SNMP messages do not record events data in local
logs. Instead events information is sentin the form of data messages to an SNMP Trap Server which manages and saves
SNMP message data in a local (centralized) log file.
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GFl EventsManager - SNMP Traps messages

SNMP Trap messages SNMP Trap messages ﬁ

—
SNMP Trap messages £ BNMP Trap messages di

Switch Hralvdw'are
irewall
GFI EventsManager

SNMP Trap messages SNMP Trap messages

Metwork devices

Screenshot 80: SNMP Trap messages must be directed to the computer running GFl EventsManager

Note

GFl EventsManager natively supports an extensive list of SNMP devices and Management Information Bases (MIBs).
For a full list of supported devices, view the following KBASE article: http://go.gfi.com/?pageid=esm_syslog_
snmp_support

GFI EventsManager includes a dedicated SNMP Trap Server through which SNMP Traps are handled. A built-in buffer
allows the SNMP Trap Server to collect, queue and forward up to 30 SNMP Trap at a time. Buffered logs are by default
passed on to the event processing engine as soon as the buffer fills up or at one minute intervals; whichever comes first.

Important

Before you start collecting SNMP Traps messages, every SNMP event source (workstations, servers and/or network
devices) must be configured to send their SNMP Traps Messages to the computer name or IP where GFI
EventsManager is installed.

To collect SNMP Traps:

1.From Configuration tab > Event Sources, right-click an event source or group and select Properties.
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I "

Mew Event Socurces Group @

General | Logon Credertials | Licensin = Operational Time
Windows Event Log | Text Logs | Syzlog | SNMP Traps | Monitoring

Specify f this computer group can send SNMP Traps messages
to EvertsManager

SNMP Traps messages can be received from any computer or device
configured to send SMMP Traps messages to EvertsManager.

Accept SMMP Traps messages from this computer group
Decrypt incoming SMMP Traps 3 messages
Host key: FEEERBERREERRRRRREES
Post collection processing
() Archive all logs without any futher processing.

@ Process the logs with the rules selected below before archiving.

E--[¥]C3 SNMP Traps it
(-[]C3 Cisco 105 release 12.1(11) MIBs
- [V173 Cisco 105 release 12.1(14) MIBs L

@ The EventsManager SMMP server runs by default on port 162,

0K [ cancel |[ Appl

Screenshot 81: Collecting SNMP Traps

2. Click SNMP Traps tab and select Accept SNMP Traps messages from this event source to enable the collection of
SNMP Traps.

3. Select Decrypt incoming SNMP Traps 3 messages and specify the security key in the Host key text box.
4. Select Archive events in database to archive collected events without applying events processing rules.

5. Select Process using these rule sets and select the rule sets you want to run against the collected events.

6. Click Apply and OK

Note

The GFI EventsManager SNMP Trap Server is by default configured to listen for SNMP Trap messages on port 162.
For more information refer to Configuring the SNMP Traps server.

Note

The builtin SNMP Trap Server supports SNMP version 3 Traps with encryption. For encrypted SNMP messages the
encryption host key must be provided in the decryptincoming SNMP Traps 3 message field.

Important

Deleting event logs without archiving may lead to legal compliance penalties.
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10.4.1 Configuring the SNMP Trap server

i

E GFI EventsManager

File  Configure Help

Status | Configuration | Events Browser

Reporting General

(o] O |m]

% Event Sources [ | Event Processing Rules

I Active Monitoring | ** Options

Configurations:

\J}']l Default Classfication Actions
E:I---%u Users and Groups

[+ Console Security and Audit Options
----- {1 Alerting Options

Ok Syslog Server Options

----- Bl Performance Options

----- |:§ File Storage

----- | i Database Operations

----- Q Custom Evert Logs

~{¥ AutoUpdate Cptions

Common Tasks:

m

W send us feedback...

@ Open Quick Launch Consale @) Help

SNMP Traps Server Options

=

Edit SNMP Traps Server Options...
Here yvou can canfigure the SNMP Traps server options.

Screenshot 82: Configuring SNMP Traps

To change the default SNMP Trap Server settings:

1. Click Configuration tab > Options.

2. Right-click SNMP Traps Options and select Edit SNMP Traps options...
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SNMP Traps Opticns ==

General |Mvanced | Specific Trap TYDE|

@ Corfigure the in-build SMMP Traps server aptions

To receive messages from SNMP Traps clients, enable the GFI
EventsManager SNMFP Traps server and specify the port on which the
gerver will run.

Enable inbuit SMMFP Traps server on the TCP port: 162
Enable inbuit SMMP Traps server on the UDF port: 162

@ Tao configure receiving of SMMP Traps:

1. Corfigure SMMP Traps clients to send messages to this server
on the specified paort

2. Specify the client name/IP addresses in a computer group
which iz configured to accept SNMP Traps

| ok || Ccancel

Screenshot 83: SNMP Traps options

3.Enable the required TCP/UDP SNMP server. Specify the TCP/UDP port on which GFI EventsManager will listen for
SNMP messages.

4. Click Advanced tab to add, edit or remove SNMP Trap object identifiers (OIDs).
5. Click Specific Trap Type tab to add, edit or remove trap types.
6. Click Apply and OK

Note

When configuring SNMP Trap Server port settings, make sure that the configured TCP or UDP port is not already in
use by other installed applications. This may affect the delivery of SNMP Trap messages to GFl EventsManager.

10.5 Collecting custom logs

GFl EventsManager is configured to collect and process standard event logs. However, GFI EventsManager can also be
configured to manage events recorded in third party application logs such as anti-virus logs, software firewall logs and
other security software.

To configure custom events:

1. Click Configuration tab > Options.
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Screenshot 84: Custom event logs setup

2. From Configurations, right-click Custom Event Logs and select Edit custom logs...
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Screenshot 85: Custom event logs dialog

3. Click Add... button and specify the name of your custom event log.

4.Click OK

5. (Optional) Click Edit to rename the selected custom event, or click Remove to delete the selected custom event.

6. Click Apply and OK

10.6 Collecting GFI LanGuard event logs

GFl EventsManager enables you to monitor events generated by GFI LanGuard. GFI LanGuard is a network vulnerability
scanner that audits your network for weaknesses that can be exploited by users for malicious purposes. During network
audits, GFI LanGuard creates events in the ‘Application Log’ of the machine where it is installed.

For each machine scanned by GFI LanGuard, an ‘Application log"entry having ‘Event ID: 0' and ‘Source’ set as GFI
LanGuard will be generated. These events denote network vulnerability information extracted from scanned computers

including:
Gathered Information Description
Threat level Gather information about the overall network threat level. This rating is generated through an extensive
algorithm after GFI LanGuard audits the network.
Missing patches and Find out which machines have missing updates and which updates need to be installed to strengthen the
service packs security level.
Open ports Discover any unwanted open TCP and/or UDP ports.
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Gathered Information Description

GFI LanGuard is able to check if your virus database definitions are up to date. If it is not, you will be aler-
ted and GFI LanGuard will attempt to update it.

Antivirus operational
and malware defin-
ition status

Applications detected
on scanned targets

Note

Note

GFI LanGuard enumerates applications installed on scan targets. You can create an inventory of wanted
and/or unwanted applications and configure GFI LanGuard to automatically uninstall applications cat-

egorized as unwanted.

10.6.1 How to enable GFI LanGuard event logging?

GFI EventsManager can process events generated by GFI LanGuard version 9.5 or later.

For more information about GFI LanGuard, refer to https://www.gfi.com/network-security-vulnerability-scanner.

There are two key steps needed to enable event log integration between GFI LanGuard and GFI EventsManager:

= Step 1: Enable logging

= Step 2: Configure GFI EventsManager to collect Application Logs

Step 1: Enable GFI LanGuard logging

To enable GFI LanGuard to output event logs on completion of system audits:

1.Add the machine where GFl LanGuard is installed as an event source.

2.Click Start > Run and key in regedit. Press Enter.

-

.. Backup
a- | LMS510

» - L AttendantPlugin:
E .. Config

i 1 LNSSComm
! Plugins

4| : m

| » < |

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\GFI\LNSS104 Cenfig

Screenshot 86: Enabling GFILanGuard logging through the registry

ﬁ Registry Editor E\@
File Edit View Favorites Help
a- . HKEY_LOCAL_MACHINE “ || Mame Type Data
> - BCDO000000O ab) (Default) REG_SZ (value not set)
>~ HARDWARE ||| 2] DataDir REG_SZ C:\ProgramData\GFT\LANguard 10
= E'E‘Ejm % Debug REG_DWORD 000000000 (0)
C 1B SOFTWARE % EventLog REG_DWORD 0x00000001 (L)|
"} .|, ATITechnologies = 3_‘_':]Librar}rPath REG_SZ C\Program Files\GFI\LAMNguard 10 Agent\Library
- ' Classes E_?JLngDir REG_SZ C\ProgramData\GFI\LANguard 108Debuglogs
- ' Clients EﬂRestitor}rDir REG_SZ C\ProgramData\GFI\LANguard 104 Repository
-l GFI

Edit DWORD (32-bit) Value

Value name:

EventLog

Value data:

Base
@ Hexadecimal

) Decimal

oK || Cancel

3.Go to the following registry key and edit the value to enable event logging:

GFl EventsManager

10 Collecting Event Logs| 116



https://www.gfi.com/network-security-vulnerability-scanner

» Windows® x86 platforms:
« HKEY LOCAL MACHINE \SOFTWARE\GFI\LNSS[n]\Config
= Setvalue of REG_DWORD EventLog to 1

Windows’ x64 platforms:

- HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\GFI\LNSS [n]\Config
Set value of REG_DWORD EventlLog to 1

Important
[n] is the major version number of GFl LanGuard.
Example: HKEY_LOCAL_MACHINE\SOFTWARE\GFNLNSSO\Config\EventLog = 1(dword)

Note

To stop GFI LanGuard from generating ‘Application Log’ entries, remove the registry value described above or
change the registry value to 0.

Step 2: Configure GFl EventsManager to collect Application logs

GFl LanGuard outputs windows event logs to the "Application Log’ category. Ensure that the collection of Application
logs is enabled on the GFI LanGuard event source.

To enable processing of GFI LanGuard events:
1.Open GFl EventsManager Management Console.
2. Click Configuration tab > Event Sources.

3. Right-click on the GFI LanGuard event source and select Properties.
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| Logon Credentials | Licensing Type
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Screenshot 87: Add Windows® Application logs

4. From Windows’ Event Log tab, click Add and select Windows® Logs. Click OK
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Screenshot 88: Add GFI LanGuard rules

5. Select Process using these rule sets. Expand Windows Events > GFl Rules node and select GFI LanGuard rules.

6.Click OK

Note

GFl EventsManager has built-in processing rules for GFl LanGuard events that are enabled by default. To monitor
events generated by GFl LanGuard, select Status tab > General and locate the Critical and High Importance
Events section.

Note

To configure GFI LanGuard event processing rules, click Configuration tab > Event Processing Rules. From the left
pane select GFl Rules > GFI LanGuardrules. For more information refer to Events Processing Rules.

Testing and troubleshooting

To check if GFl LanGuard events are being generated:

1.0Open GFl LanGuard and run a security audit scan on the localhost.

2.When the scan finishes, open Event Viewer from Start > Run and key in eventvwr. Press Enter.
3.Go to Event Viewer (local) Windows Logs Application.

4.0nce the stored events are loaded, search for an entry with:
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= Source: GFl LanGuard
= EventID:O.

In case the event log is not created, typically the GFI LanGuard scan was already initiated once the registry key to output
event logs was modified. Re-run the scan. Alternatively ensure that the registry value was created in the right location as
the location for x86 platforms is different from that of x64 platforms.

10.7 Collecting GFI EndPointSecurity events

GFl EndPointSecurity enables you to maintain data integrity by preventing unauthorized access, and, the transfer of
content to and from the following devices or connection ports:

Device Example

USB Ports Flash/Memory card readers and pen drives.

Firewire ports Digital cameras and Fire-wire card readers.

Wireless devices Bluetooth and Infrared dongles

Floppy disk drives Internal and external (USB) floppy drives.

Optical drives CD, DVD and Blu-ray discs.

Magneto Optical drives Internal and external (USB) drives.

Removable storage USB hard-disk drives.

Other drives such as Zip drives and tape drives Internal or External (USB/Serial/Parallel) drives.
Note

For more information about GFl EndPointSecurity, refer to https.//www.gfi.com/endpointsecurity.

Enable GFl EndPointSecurity logging

By default, GFI EndPointSecurity generates logs with information about:

#» The GFI EndPointSecurity service

= Devices connected and disconnected on your network

= Access allowed or denied by GFI EndPointSecurity to users.

To configure logging options in GFI EndPointSecurity:

1. From the machine running GFI EndPointSecurity machine, launch GFI EndPointSecurity Management Console.
2. Click Configuration tab > Protection Policies.

3. From the left pane, select the protection policy and click Set Logging Options.

4. Customize the settings available in Logging Option dialog.
Note

For more information on how to configure GFI EndPointSecurity logging options, refer to the GFI EndPointSecurity
documentation available from https.//www.gfi.com/products/gfi-endpointsecurity/manual.
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Monitor GFI EndPointSecurity Events

GFl EventsManager has built-in processing rules for GFl EndPointSecurity events that are enabled by default. To monitor
events generated by GFI EndPointSecurity, select Status tab > General and locate the Ciritical and High Importance
Events section.

To configure GFI EndPointSecurity event processing rules, click Configuration tab > Event Processing Rules. For more
information refer to Events Processing Rules.
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11 Browsing Stored Events

This section provides you with information about using the Events Browser. The Events Browser is equipped with tools
for event analysis and forensic investigation. It also enables you to easily browse through multiple events databases as
well as export events to encrypted databases for legal compliance purposes.

Topics in this section:

T1.1 Navigating the EVents Browser . 122
112 Using the BVents BroWSer e e e 123
11.3 Managing Events BrowSer VIEWS .. ... 126
114 Customizing Events Browser [ayoUt ... L 129
11.5 Browsing events from different databases . ... . ... o i i 131
[] GFI EventsManager
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Screenshot 89: Events Browser

The Events Browser is made up of the following sections:
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Section Description

1 Views The Views section includes a wide range of predefined views. Use this section to view specific logs such
as Windows' Event Logs, Text Logs, SQL Server” audits and more.

2 Common Common Tasks enable you to customize the look of the Events Browser and switch database to view
Tasks exported and/or archived event logs.
3 Actions Use the Actions section to run common functions related to analyzing event logs. This enables you create

or edit custom views, export events for further analysis and more.

4 Events The Events section is used to browse through the events categorized under the selected view (from sec-
tion 1).
5 Navigation Use the navigation controls to browse through collected events.
controls
6 Reporting The Report from view option enables you to generate graphical and statistical reports based on the

selected view (from section 1).

7 Event The Events Description Pane provides an extensive breakdown of the selected event (from section 4). Use
Description this section to analyze the event details and find out when the event was generated, what was the cause
Pane and by whom it was generated. The header color coding enables you to quickly identify the severity of
the event.

The description section enables you to switch between two views:

= General - Contains event information in the legacy format that was standard for pre-Microsoft” Win-
dows' Vista event logs.
= Fields — Contains a list of event information categorized by fields.

The link provided in the event description gives you access to:

= A more detailed description of the event

#  Information and links that explain what causes this type of event
#=  Hints and tips on how to possibly solve any existing issues.

11.2 Using the Events Browser

Eventanalysis is a demanding task; GFl EventsManager is equipped with specialized tools that simplify this process. Use
the Events Browser for forensic analysis of events. All events accessible through the Events Browser are organized by log
type in the Views section. The following sections describe how to use the Events Browser to manage your events:

= Exporting events to CSV

# Creating reports from events browser views
= Deleting events

# Searching stored events

= |dentifying rules using the rule finder tool

11.2.1 Exporting events to CSV

GFl EventsManager enables you to export event data to CSV files directly from Events Browser. This is extremely
convenient especially when further processing of event data is required. This includes:

= Distribution of key event data via email
= Running automated scripts that convert CSV exported events data to HTML for upload on web/company intranet

» Generation of graphical management reports and statistical data using native tools such as Microsoft” Excel’
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= Generation of custom reports using third party applications
= Interfacing events data with applications and scripts built in-house.
To export events to CSV:

1. From Events Browser > Views, right-click a view and select Export events.

s

Export events ...
- Export the events to C5V file.

Save the events in the following file:

C:MProgram Files\GFI"Events Manager2012\Repor

f 0K || Cancel |

Screenshot 90: Export events tool

2. Specify or browse to the location where exported events are saved. Click OK

11.2.2 Creating reports from views

GFl EventsManager enables you to build your own custom reports (with graphs and statistics) based on a selected View
from Events Browser.

Note

GFl EventsManager ships a selection of predefined reports. We recommend that you check the available reports
prior to creating new ones to avoid having duplicate reports.

To generate a report from a view:

1. From Events Browser > Views, select a view.

B Send us feedback... W Open Quick Launch Conscle @) Help

6] AlEvents (392,376 events) |22 Repottfrom view

Database: C:\Program Files\GF\EventsManager?(12idata\FileStglesmstg

Screenshot 91: Report from view button
2. From the top-right corner of the Events Browser, click Report from view.

3. From the Create Report dialog, configure the options from the tabs described below:

Tab Description
General Specify the new report name and add conditions.
Layout Select the columns that you want to be visible in the report. You can also customize the order of appearance.
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Tab Description

Chart Select Use graphical charts to generate a report showing information in a chart. The available chart types are:
#  Pie chart
#  Bar chart
#  Line graph.

Schedule Select Use schedule to enable report scheduling. Configure the generation date and frequency for the new report.

Note

For more information refer to Creating custom reports.

11.2.3 Deleting events

When collecting and processing event logs from a significantly large number of event sources, a number of unwanted
logs are collected. To help you remove such event logs, GFI EventsManager includes a delete option. When events are
deleted, they are:

= Removed from events browser
= Nolongerincluded in export/import jobs
# Nolongerincluded in reports.

After deleting an event, every other event of the same type, category and containing view are deleted as well.

Important

Before you delete event logs, ensure that you are abiding by legal compliance regulations. Deleting event logs may
lead to legal penalties.

To delete events:

1.From Events Browser tab > Views, select a view.

2.Select an event that you want to delete. From Actions, click Mark events as deleted.

3. Click Yes to confirm delete or click No to cancel.

Viewing deleted events

Deleted event logs are stored in a separate database and can be viewed from the Events Browser.
Toview deleted event logs:
1. Click Events Browser tab.

2. From the top-right pane, click View deleted events. The Events Browser automatically switches the database.

Note

To completely remove event logs from GFl EventsManager, you must run a Commit Deletion job on the selected
database. For more information refer to Commit deletions.

11.2.4 Searching stored events

Use the event finder tool to search and locate specific events using simple customizable filters. To search for a particular
event:

1. Click Events Browser > Actions > Find events.
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Screenshot 92: Event finder tool

2. Configure the event search parameters through the options provided on top of the right pane. To trigger a case
sensitive search, click Options and select Match whole word.

3. Click Find to start searching.

11.2.5 Identifying rules using the rule finder tool

GFl EventsManager enables you to identify the event processing rule which triggered the selected event log.
To identify the rule(s) used for a specific event:

1. From Events Browser, right-click an event log.

2. Click Find Rule. Doing so will take you to Configuration tab > Event Processing Rules. For more information refer to
Events Processing Rules.

11.3 Managing Events Browser views

Eventlogs are automatically categorized in different folders, according to the event log type and the source from which
it was generated. In GFI EventsManager, these folders are referred to as Views.

GFl EventsManager includes a comprehensive list of views that enable you to start categorizing processed event logs
upon installation. New views can be created and the existing ones can be modified. The following sections provide with
information about managing the Events Browser views:

= (Creating Root Views and Views
# Editing a view

» Deleting a view

11.3.1 Creating Root Views and Views

In Events Browser, GFI EventsManager enables you to create the two different types of views described below:

View Description

Create root  Enables you to create top-level views which may contain a number of sub-views. This creates a new set of views

view... beneath the ones that ship with the product (Example: All Events view).
Create Create views within root views. Custom views can be added to the default root views and views.
view...

To create a Root view/View:

1. From Events Browser > Actions, click Create root view.../Create view...
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Note

Both options launch the same Create view dialog and are both configured in the same way. The difference is the
positioning of the new custom view.

Create Root View
General | Customize view

Create new fitters to onganize in a simpler way the collected
events.

Mame:

Mew root view

Description:

Foot view description.

o) EIEIEIE}

[Add S [ Edt | [Delete | | Clear t /4

T

Screenshot 93: Custom view builder
2.Key in a name and description for the new view.

3. Click Add to add filtering conditions to your view. If no conditions are specified, the view will display information from
every event that is generated.
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Screenshot 94: Edit view restriction

4. Select a field from the list of available fields and specify the Field operatorand Field value. Repeat this step until all
required conditions are specified. Click OK For more information, refer to Defining Restrictions.

Create Root View
Customize view

Check the columns that you wish to be visible and their names in
the list view. Also you can customize the order of their
appearance.

Wiew columns:

-] [+
Importance K|
Evert 1D
Date
Time
Fule Mame
Log Format
Monitored machine
Log Name
In Work Hours -

Column information :
Apply to

Database field name: type subviews

oK) [Gaea ) [ b )

Screenshot 95: Customize View tab

4. Click Customize view tab to select the columns to show in the new custom view. You can also arrange their order of
appearance using the Up and Down arrow buttons.
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5. (Optional) Click Apply to subviews to apply the selected columns to all subviews of the root view.

6. Click Apply and OK

Windows Events

Text Logs

Syslog Messages

SMMP Traps Messages

Microsoft SQL Server Audit Messages
Oracle Audit Messages

: Menitoring Checks Events

-5l Al critical an high importance events
El@ Mew root view

-Q New view

Screenshot 96: Sample: New Root Views and Views

11.3.2 Editing a view
1. From Events Browser > Views, select the view to edit.
2. From Actions click Edit view...

3. From the View Properties dialog, add, edit or delete conditions according to your requirements.

11.3.3 Deleting a view
1. From Events Browser > Views, select the view to delete.

2.From Actions, click Delete view. Alternatively, right-click on the view you want to delete and select Delete view.

11.4 Customizing Events Browser layout

GFl EventsManager enables you to customize the Events Browser according to your preferences. You can reposition the
description pane as well as modify event log color-coding options, used to facilitate identification of important events.
The following sections provide you with information about customizing the Events Browser:

= Customizing description position

#» Event color-coding options

11.4.1 Customizing description position
To change the position of the event description pane:

1. From Events Browser > Common Tasks, click Customize browser layout > Description.
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Screenshot 97: Customize browser description

2.Select one of the options described below:

Option Description

Description on the right Places the description pane to the right of the events list.
Description on bottom Places the description pane at the bottom of the events list.
No description Removes description pane.

11.4.2 Event color-coding options

Use the event color-coding tool to tint key events in a particular color. This way the required events are easier to locate
during event browsing.

Customize View X
[= Descrption To view or edit your coloring, and for more advanced options, click on "Advanced...
5 Colors ® Color event if | Type v] [Equal To vl [Inforrnatinn v] in [-| v] [ Apphy Color

Clear colors  Adwanced...

Screenshot 98: Color coding configuration

To assign a color code to a specific event:

1. From Events Browser > Common Tasks select Customize browser layout > Colors.

2. Specify event filtering parameters including the color to be applied to the sifted events.

3. Click Apply Color.

Note
Use the Clear color option to clear all color settings.

To assign different color-codes to multiple events:

1. From Events Browser > Common Tasks select Customize view > Colors > Advanced...
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Advanced Color Filters @

General

E‘I The color fiters that are going to be applied on the cument log.

Name Priarity Add...

Critical Events Color Fitter 1

High Events Color Fitter 2

Medium Events Color Fite 3

Low Events Calor Fiter 4

lUnclassified Events Color Filter b

Color Filter Condition
Name: ttical Everts Color Filter
o [m—
Figld Name: [lmpurtance ']
Field Operator: [Equal Ta "]
Field Value: [I:ﬁtica| v]
| oK || Cancel |

Screenshot 99: Advanced Color Filter
2. Click Add button. Specify filter name and configure event filter parameters.
3.Click OK

4. Repeat until all required event filter conditions have been configured. Click OK

11.5 Browsing events from different databases

GFl EventsManager enables you to switch between different databases. Use this feature to browse events that have
been exported or archived for further analysis or stored in different databases.

To switch databases:

1. Click Events Browser > Common Tasks > Switch database.
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Switch DLib Database E
General

Select the database containing the events you wish to be
U displayed into the events browser

Database Path

E esmstg C:\Program Files\GFI\EventsManager2(1 2 data’File 5t
Lj DB2 C:Program Files'GFI"\EvertsManagerZ01 2 data'\Files.
Lj Archive C:\Program Files"GFI"EventsManager2012'data‘\File5.

Add... ]| Edit ... || Remove |

| ok || Ccancel

Screenshot 100: Switch database dialog

2.Select the database from the list of databases and click OK

Note
You can click Add... to specify a path and a unique name to create a new database. Click Edit... to edit the

specified information.
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12 Activity Monitoring

This section provides you with information about monitoring the events collection processes. The Status tab is a
dashboard that shows the status of GFI EventsManager as well as statistical information related to the events collected,
processed and archived. The status monitor consists of three different dashboard views: General view, Job Activity view

and Statistics view.

Topics in this section:

12,0 GENeral StatUS VIOW 133
12,2 O ACIVItY VW 136
138

1 2.3 At CS VIOW - oo e e e

12.1 General Status view

This General Status view is used to:
= View the status of the GFl EventsManager event processing engine

= Access statistical information such as the number of logon events, critical events and service status events.

To access the General view, go to Status tab > General.
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File Configure Help

| Status | Configuration  Events Browser  Reporting  General

B General B8 Job Activity Bl Statistics

M Send us feedback... ' Open Quick Launch Console @) Help

Wl General Status

The General Status displays the primary monitoring requirements associated with EventsManager. displays global log collection counts and lists the activities

by EventsManager.
G}*S&wmmfuww&um: IB-n vl IT] Logarthmic scale o) ﬁ@
(% Top Impertant Logon Events W 2 “%, GFI EventsManager Service Status @)
|Suooeaidlogummuemdchm v | Al computers - lLaatEdhous |“mwm| Q ¥ GF| EventsManager service is running.
; ¥V Syslog V' SNMP Traps
o W SYSTEM V' Database server is unning,
162 4 B Administrator
144 o B John Smith
126 - [) HomeGroupUsers | Events Count By Database Fil-Up @) 2 4——@
— 108 - B John Smith
< %0 - Windows Events
]
O g Text Logs Events
54 Syslog Messages
36 - SHMP Traps Messages
18 - SQL Server Messages
0- Oracle Server Messages
17h 20h 23h 02h 05h 08h o
Menitering Checks Evenls
Hour
@* Critical and High Importance Events Q) ¥
@* Top Services Status Events L
@—.} Top Network Activity Events o v
@_.’ Monitoring Statistics @ ¥

Screenshot 101: GFl EventsManager Status: General view

The General view consists of the sections described below:

Section Description
1 Use this section to select the chart type for top events.
2 The Top Important Log Events section provides statistical information about:

# Top 10 successful Logon events outside working hours
# Top 10 important Logon events during working hours
# Top 10 failed Logon events.

Events in this section are filtered by:

# Machine: Select a machine or key in a machine name in the drop down list
% Period: The time period when the events occurred (Last hour, Last 24 hours, Last 7 days or a specific date).
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Section Description

3 The Critical and High Importance Events section provides statistical/graphical information about critical events
collected from all event sources. Here you can also view the vulnerability results monitored by GFI LanGuard.
This graph shows the rules that collected and processed events for a particular period. From the drop down lists, select
the type of information to display. Select from:

bl

Grouping: Determines how events are grouped; such as Events, Computers, Computer groups, Events/Computers

or Events/Computer groups

bl

Event type: Select the type of data to display (Windows’, Text Logs, Syslog, SNMP, Active Monitoring Logs, SQL and

Oracle audit)

e
e

Alert type: Specify the alert severity; such as All alerts, Critical or High
Period: Specify the time period when the events occurred (Last hour, Last 24 hours, Last 7 days or a specific date).

NOTE

For detailed information about the different types of important events shown in this view, download the Microsoft”
Security Monitoring and Attack Detection Planning Guide from http://go.gfi.com/?pageid=esm_smad_plan.

4 The Top Service Status Events displays the top 10 services that caused the selected event. A service can generate events
when:

b
e
e
e
e
e

Terminated with an error
Failed to load

Failed to start

Timed out

Stopped

Started.

The graph shows the frequency of these events sorted by service type and/or by computer generating the event.
Select a machine or service from the drop down lists or key in the required criteria to customize the graph results.

Note
To collect services information, event sources must have Audit system events policy enabled.

5 The Top Network Activity Events section displays details of the top 10 network activities (inbound and outbound) for
computers running Microsoft“Windows Vista or later. Network activity consists of all type of traffic generated by various
protocols including SMTP, HTTP, FTP and MSN traffic. The network activities displayed can be filtered by:

e
e
e
e
bl
F

Applications

Source Addresses
Destination Addresses
Computers

Ports

Users.

Select parameters from the drop down lists or key in the values to filter the type of chart displayed.

Note

To collect network activities, event sources must have Object auditing and Process tracking enabled.

() The Monitoring Statistics section displays status information about active Active Monitoring you are running on event
sources. The information displayed in this section is refreshed every 20 seconds and you provides the:

e
bl
b
e
e

Check name

Success/Fail count

Number of generated events
Check date and time

Check type.

Select arow and click View Events to view the pertaining logs that were generated when the check failed/succeeded.

7 Click the Arrange Window icon to automatically fit all graphs in the management console.
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Section Description

8 The GFI EventsManager Service Status is used to view:

#  The operational status of GFl EventsManager service/event processing engine

#  The operational status of the Syslog server

#  The operational status of the SNMP Traps server

#  The operational status of the database server currently in use by GFI EventsManager.

Note

#  Click the service name to edit the service settings.
#  (Click Database server is running to switch between different databases.

9 The Events Count By Database Fill-Up displays:

#  The horizontal bars represent the number of events stored in the database backend, sorted by event log type
@ The date and time of the last backup
# The date and time of the next scheduled backup.

The bar color turns from green to red as the database is populated with events.

Note

Double-click the graph to open the graph in a new window. When a 3D graph is selected, the new window allows
you to rotate, zoom or resize the graph. Use the Export to image button to export the graph.

12.2 Job Activity view

This view displays your current event collection and processing activity. This includes active event collection jobs as well
as server messaging history on a machine by machine basis.

To access the Job Activity view, go to Status tab > Job Activity.
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This view displays your current event collection and processing activity. This includes active event collection jobs as well as server messaging history on amachine by
machine basis.
GH Active Jobs S Queued Jobs 2 ‘-@
Job ID Target Machine Progress Log Sou... [ Queued Time Target Machine Target Log
36ADECD W706 24% Securty 20121010 16:20:01.1... W706 Application
AZ9397F8 WINT-08 82 Security 2012/10/10 16:20:01.1... W706 System
2012/10/10 16:20:01.1... W706 GFI EndPoint Security
20121010 16:20:01.1... WIN7-08 Ppplication
20121010 16:20:01.1... WIN7-08 System
20121010 18:20:01.1... WIN7-08 GFI EndPoirt Securty
Server Message History 2 ;-@
: Date,Time Type Source Machine ~ Mess:
(i) 2012/10/1016:40:49.2... MonttoringC... win7-08 9
(i) 2012/10/10 16:40:476.. MontoringC... w710
(i) 2012/10/10 16:40:46.0.. Monttoring C... w706
(i) 2012/10/10 16:40:41.8.. MonttoingC... w7_09
(i) 2012/10/10 16:40:39.8... Monttoring C... tcofficeserver
i) 201271010 16:40:38.3... Monitoring C... localhost %
< 1] | r
(% Operational History -
Date/Time Machine Source Job ID Log format Message
i) 2012710/10 16:35:30.8... w7_09 Processor service  N/A monitoring Pracessing 1 monitaring everts from machi...
i) 2012/10/10 16:35:28.6... tcofficeserver Processor service  N/A monitoring Finished processing 1 monitoring everts fr...
i) 2012/10/10 16:35:28.6... tcofficeserver Processor service  N/A monitoring Processing 1 monitoring everts from machi...
(i) 2012/10/10 16:35:26.5... localhost Processor service  N/A monitoring Finished processing 1 monitoring evertsfr.. | |
() 2012/10/1016:35:26.2... localhost Processor service  N/A monitoring Processing 1 monitoring events from machi..,
(i) 2012/10/10 16:35:23.7... win7-08 Processor service  N/A monitoring Fimished processing 1 monitaring events fr..,
(i) 2012/10/10 16:35:23.7... win7-08 Processor service  N/A monitoring Processing 1 monitoring events from machi... -

Screenshot 102: GFl EventsManager Status: Job Activity view

The information provided in this view is divided into the following dedicated sections:

Section Description

1

GFl EventsManager

The Active Jobs section provides a list of all event collection jobs currently taking place on every event source/machine.
The information provided includes the job progress as well as the Log Source from which events are being collected.

The Operational History section shows an audit trail of the event collection operations performed by GFI EventsManager.
The information provided includes errors and information messages generated during the event collection process as
well as the name of the log file that was being processed on the event source.

NOTE
Operational history logs can be exported using the Export data button. For more information refer to Generating
reports.

The Queued Jobs section provides a list of all pending event collection jobs on a machine by machine basis. The inform-
ation provided includes the event source from which events will be collected as well as the queuing time and type of log

to collect.

The Server Message History section displays a list of all server messages (SNMP Traps and Syslog) that were received by
GFI EventsManager. The information provided includes the total number of messages sent by every event source, mes-
sage count and the date/time when the last message was received.

Click Export data to generate Operational History reports.
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12.3 Statistics view

The Statistics view is used to display the daily event activity trends and statistics of a particular computer or entire

network.

To access the Statistics view, go to Status tab > Statistics.

|
E GFI EventsManager
File
Status | Configuration

Configure  Help
Events Browser

Reporting

fo o=

General

B8 General BB Job Activity BB Statistics

‘W Send us feedback...

ol statistics

The Statistics view shows 2 graphical representation of the events processed today.

Select the event source for which to view the statistics:

% Al Sources
(% Today's Events Count

-

M Cpen Quick Launch Conscle @) Help

35.000 [ Windows Events
30.000 [ Text Logs
25,000 [ Syslog Messages
: ™ SHNMP Traps Messages
20.000 [ 5QL Server Messages
15,0004 [ Cracle Server Messages
10,000 [ Monitoring Checks Events
5.000+
0
00:00:00 04:00:00 08:00:00 12:00:00 16:00:00 20:00:00 00:00:00
% Events Count By Log Type % U Activity Overview & Export data h@
Source  Windows Everts  Text Logs Syslog Messages SNMP Traps M., SQL ~
Windows Events
2 098 w710
S Messa P=
SNMP ]Yfﬁ Massagg:: EW70e
Oradie Sonver Mossages w709 )
Monitoring Checks Events ‘M TECH..
. ™ TCOFF..
g€ 2 8 8 ™ MRO-.
g 8 g 8 4.IL localhost . N/A N,-’,T N/A 1,524 ’ %
Screenshot 103: GFl EventsManager Status: Statistics view
The information provided in this view is divided into the following dedicated sections:
Section Description
1 Use this drop-down menu to select what information is displayed. Select between All sources or select specific sources to
view their information accordingly.
2 The Today's Events Count graphically represents the daily event collection trend on a machine by machine basis as well as
on a network by network basis. A color scheme is used to differentiate between Windows', Text Logs, Active Monitoring
Logs, Syslog and SNMP Traps events.
3 The Events Count By Log Type represents the number of Windows, Text Logs, Syslog and SNMP Traps events collected

by GFI EventsManager from a particular machine or network.
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Section Description

4 The Activity Overview section provides information about:

= The total number of Windows’, Text Logs, Active Monitoring Logs, Syslog and SNMP Traps events processed on a
machine by machine basis

= The date/time of the last event collection performed from every machine.

Click Export data to generate Activity Overview reports.
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13 Reporting
This section provides information about the fully-fledged reporting engine of GFl EventsManager. It ships with a
number of reports including technical and executive level reports showing graphical and statistical information based

on hardware and software managed by GFl EventsManager.

Topics in this section:

13.1 Navigating the Reports tab .. .. o L 141
132 AVaIlable TEPOITS e e 142
13.3 MaANAGING TEPOITS . . . oottt et e e e et e e e e e e e ettt e e e et 143
134 Creating arO0L TEPONT - ..ttt e et e e e e e e e 145
13.5 Creating CUSTOM T POITS . 150
XN C 1<l Y] £= 1T o (<] 0] €3 156
137 ANAlYZING TEPOITS . . .o 167
13.8 Defining column Neadings ... L 168
13.9 CustomiziNg HTML 1P OIS ..ttt 170
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13.1 Navigating the Reports tab
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The reportis based on event 528(4624 - Vista/Longhorn ) - successful logon and event 540(4636 - Vista/Longhom) -
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GFl EventsManager

Event log monitoring, management and archiving

Successful Logons Grouped By Users
Found 52393 matching records - this report contains only first 10000

The report is based on event 528(4624 - Vista/Longhom ) - successful logon and event 540(4636 -
Vista/Longhorn) - successful network logon. The report shows all successful logons, enabling
you to monitor the users successfully accessing the computers using various logon types, and at
the same time achieve compliancy with the legal acts which require monitoring of access to the
company's resources. The report is grouped by users thus providing a quick view of the
computers used by each user

< | e | *

Screenshot 104: Navigating the Reporting Ul

The Reporting tab consists of the sections described below:

Section Description

1 The Reports section contains all the predefined reports that ship with the product. Use this section to organize and
generate various reports from technical to executive type.

Find reports rapidly, using the available filtering options. Through Filter Reports options, you are able to search for

The Common Tasks section enables you to quickly launch typical operations such as creating folder and report views to

From Actions, create, edit or delete reports according to your needs.

Use the Generated Reports section to view the history of a selected report (from Section 1). This enables you to

2
reports that contain charts and are generated based on a schedule.
3
organize reports and generating reports.
4
5
regenerate and export the report to HTML and/or PDF.
6

The Preview Report section provides a view of a selected, generated report. Use the control buttons to Print, Open,

Export or Delete reports directly from this section.
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13.2 Available reports

GFl EventsManager's extensive report list contains reports for various requirements designed to facilitate reporting as
much as possible. The following report categories are included in GFl EventsManager by default. GFI EventsManager
allows you to use the existing reports as templates to create your own ones. Each category in the table below contains a
number of reports that can be used out of the box or customized to fit your requirements:

Category Description

Account Usage Use the reports in this category to identify user logon issues. The event details shown in these
reports include successful/failed user logons and locked user accounts.

Account Management Use the reports in this category to generate a graphical overview of important events that took
place across your entire network. The event details shown in these reports include changes in user
and computer accounts as well as changes in security group policies.

Policy Changes Use the reports in this category to identify policy changes effected on your network.

Object Access Use the reports in this category to identify object access issues. The event details shown in these
reports include successful/failed object access and objects that have been deleted.

Application Management Use the reports in this category to identify faulty applications and application installation and
removal issues. The event details shown in these reports include applications that have been
installed or removed as well as applications, which are crashing and hanging.

Print Server Use the reports in this category to display details related to printing events. Details provided in
these reports include documents that have been printed, the users that triggered the printing
event and the date/time when the printing operation took place.

Windows Event Log System Use the reports in this category to identify audit failures and important Windows' event log issues.
Details provided in these reports include the starting and stopping of event log services, clear log
operations as well as errors generated during event logging.

Events Trend Use the reports in this category to display statistical information related to event generation.
Charts provided enumerate the 10 computers and users with most events. Other reports provide
event counts on a network-wide basis as well as on a computer-by-computer basis. Reports in this
category can be generated for each main time — by hour, day, week or month.

All Critical Use the reports in this category to display information related to critical Windows' events, Syslog,
Text Logs, Custom Events, SNMP Traps and SQL Server” Audit events. The charts provided
enumerate the 10 most critical events.

Miscellaneous, Customizable Use the reports in this category to generate reports that offer broad customization. These can be
used to generate reports based on any Windows' event log, using filtering conditions and
grouping modes that are not covered by the other default reports.

PCI DSS Compliance / GCSx Use the reports in these categories to generate legal compliance regulations reports.
Code of Connection Require-

ments / SOX Compliance /

HIPAA Compliance / GLBA

Compliance

General and Security Require- Use the reports in this category to generate various reports required by several GCSx Code of
ments Connection memos.

LOGbinder SP reports Use the reports in this category to generate reports related to Microsoft” SharePoint” audit events.
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13.3 Managing reports

Reports are organized in a tree structure enabling you to easily find and generate the required report. GFl
EventsManager includes various options that allow you to easily maintain the reports structure as the number of reports
increase by time.

This section contains information about:
= (Creating a root folder

# Creating a folder

= (Creating a root report

= (Creating custom reports

= Defining column headings

13.3.1 Creating a root folder

Root folders are top-level folders which may contain one or more sub-folders or reports.

To create a root folder:

1. From Reporting tab > Common Tasks, click Create Root Folder.
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Screenshot 105: Create Report Folder dialog
2. From the General tab, specify a name and a description (optional) for the new folder.

3. Click Schedule tab and select Use schedule to configure a schedule for the reports included in this new folder.
Configure the options described below:

Option Description

Inherit from Parent Select when the new folder is part of a root folder that already has scheduling configured.
Use schedule Select Use Schedule to enable scheduling of the reports contained in the new folder.
Generation time Specify the time when reports are generated.

Recurrence pattern Specify the report generation frequency. Select from Daily, Weekly or Monthly pattern and configure the
respective parameters.

Send report by Select this option to enable email notifications. Click Configure to select the users from the Select users and
email to groups... dialog.
NOTE

Configure alerting options before using this feature.
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4. Click Applyand OK

13.3.2 Creating a folder

GFl EventsManager allows you to create as many recurring folders as required.

To create afolder:

1. From Reporting tab > Reports, right-click a root or sub-folder and select Create Folder.
2. From the General tab, specify the name and description (optional) for the new group.
3. Click Schedule tab and configure the required schedule settings.

4. Click Apply and OK

13.4 Creating a root report

Root reports behave in the same way as root folders. These are created at the top level and may contain a number of sub
reports. For example, you can create a root report that generates on monthly basis, and contains information about
successful logons, failed logons and account lockouts. It's sub-reports would only contain information about specific parts
of the root report, such as failed logons only, generated on daily basis.

To create a root report:

1.From Reporting tab > Common Tasks, click Create Root Report.

P "

Create Report

General | Layout | Chart | Schedule | Options | Other |

7| Create new Report to organize in a simpler way the collected
I events.

Mame:

Mew General

Description:

Mew report description.

Select sart calumn :
[ v] Ascending

] O e EIE1ENEY

By date Occured AND
impurtanu:e = Critical AND
ir1 worl hours = Yes

(Add ] [Eat | [Delete] [(Gexr | or

o) [ ) (o

Screenshot 106: Creating a root report
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2.From the General tab, specify a name and description (optional) for the new root report.

3. Click Add to select a field on which to base the query condition. For the selected field, specify the Field Operatorand
Field Value. Click OK

Note

Repeat this step until all the required fields are selected.

Create Report @

General | Layout |Chart | Schedule | Options | Other |

=== (Check the columns that you wish to be visible and their names in
i=== the list view. Also vou can customize the arder of their
=== appearance.
Column Headings: +
[ date | Add Bdsting Column |
| [ time
| Slimportance [ Add Custom Column ]
-
L' nule name -
Edit Custom Caol
L ,-]mc:n'rtored machine [ om -olimn ]
[5log format [ Remove Calumn ]
L j-llog name
Template path
C:MProgram Files\GFI"Everts Manager2(01 2 \Data* Templates'.Del D

0K || cancel || ppy |

Screenshot 107: Configuring new root report layout options

4. Click Layout tab and add the column headings that you want to be visible in the report. If you have a saved report
template, click Open location to browse and load your template.
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Screenshot 108: Inserting a chart in a new root report

5. (Optional) Click Chart tab and select Use graphical charts to include graphs in your report.

6. From the Place chart at drop-down menu, specify the location of the chart. Select from:

= Beginning of Report

= End of Report.

7. From Properties > X axis and Y axis, configure the X and Y Axis properties. Le. select the data represented in the chart.

8. Select Top 10 to view the Top 10 records only.
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Screenshot 109: Configuring the schedule for when the report is generated

9. (Optional) Click Schedule tab and configure schedule settings.

10. Select Send report by email to and click Configure to select the recipients of this report.
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Target path
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Screenshot 110: Create new report Options
11. Click Options tab and specify the path to where the report generates to in the Target path area.

12. From the Range pattem drop-down menu, select the options described in the table below:

Pattern Description

All Time Select All Time to generate the report based on information from all the related logs.
Relative Generate the report based on events from:
#  Today

#  Yesterday
# Last 7 Days
#  This Month
= Last Month.

Day Specify a single day that you want to base your report on.
Month Specify a month and year that you want to base your report on.
Date Range Specify a From and To date to base report information on events collected in the specified time period.
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Screenshot 111:Record limit settings

13. Click Other tab to configure report record limits. Available options are described in the table below:

Option Description

Split report if it contains Select the checkbox to enable record limit per report. GFl EventsManager automatically creates a
more than {X} records new report for every number of records you specify.
Example: if you key in 50, 000 and the report contains 150, 000 records, GFI EventsManager
generates three reports.

Max number of records per Specify the number of records that are displayed in a single page.
page
Limit records to Specify the maximum number of records that are included in the report. Records that exceed the

limit are ignored.

14. Click Apply and OK

13.5 Creating custom reports

Creating custom reports requires planning while setting up conditions. Conditions are set to determine what is filtered
and presented in the report. Failing to configure conditions properly generates unwanted noise and inaccurate
information.

To create a new custom report:
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1. From Reporting tab > Reports, right-click a root folder/folder/root report and select Create Report.

e "

Create Report

General | Layout | Chatt | Schedule | Options | Other |

7| Create new Report to organize in a simpler way the collected
o events.

Mame:

Mew General

Description:

Mew report description.

Select sort calumn :
[ v] Ascending

(o] PFIE ETER

[y date Occured AND
impurtance = Critical AND

ir1 work hours = Yes

(add | [(Edt | [Deete | [Gear | ]+

[ oK || camcel || pply |

Screenshot 112: Creating a root report
2. From the General tab, specify a name and description (optional) for the new root report.

3. Click Add to select a field on which to base the query condition. For the selected field, specify the Field Operatorand
Field Value. Click OK

Note
Repeat this step until all the required fields are selected.
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Create Report

General | Layout |Chart | Schedule | Options | Other |

Check the columns that you wish to be visible and their names in
the list wiew. Also you can customize the order of their
appearance.
Column Headings: +
3 date | Add Exsting Column |
L o time
h;‘impnrtance [ Add Custom Column ]
=)
L' nule name i
Edit Custom Col
h;'mc:n'rtored machine [ ______ ]
[slog format [ Remove Column ]
L -|In::|g name
Template path
C:Program Files"\GFI"EventsManager2012"Data Templates'.Del D

OK || cancel || ppy |

Screenshot 113: Configuring new root report layout options

4. Click Layout tab and add the column headings that you want to be visible in the report. If you have a saved report
template, click Open location to browse and load your template.
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Create Report
| General | Layout | Chatt | Schedule | Options | Other |
Use graphical charts
Place chart at [Begining of Report T]
Chart type: [ Pie - ] ‘
|
Properties ——
|
¥ adis: [date "] S
Y H:.:js: [date - ] |
Show table [[]ueq,r data hd ]
Top 10
[ ok J[ Camcel J[ Aepy |

Screenshot 114:Inserting a chart in a new root report

5. (Optional) Click Chart tab and select Use graphical charts to include graphs in your report.

6. From the Place chart at drop-down menu, specify the location of the chart. Select from:

= Beginning of Report

= End of Report.

7. From Properties > X axis and Y axis, configure the X and Y Axis properties. Le. select the data represented in the chart.

8. Select Top 10 to view the Top 10 records only.
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Create Report

| General | Layout | Chat | Schedule | Options | Other |

Imhert from Parent

|se schedule

Generation Time 11:00:1 %

Recumance pattem [ Marithby - ]

@ Day |1 L] of every |1 2| monthis)

) The | First v] [Da}r v]
of every 1 = month(s)

Send report by email to;

EventsManagerAdministrators

Corfigure

| oK || Cancel || apply

)

Screenshot 115: Configuring the schedule for when the report is generated

9. (Optional) Click Schedule tab and configure schedule settings.

10. Select Send report by email to and click Configure to select the recipients of this report.
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Create Report

| General | Layout | Chart | Schedule | Options | Other |

Target path

CUsers*uJohn Smith'.DocumentstEventsManager Reports D

Generate options

Range pattem Relative "’]
This Month v

0K ][ cancel | [ Apely |

Screenshot 116: Create new report Options
11. Click Options tab and specify the path to where the report generates to in the Target path area.

12. From the Range pattem drop-down menu, select the options described in the table below:

Pattern Description

All Time Select All Time to generate the report based on information from all the related logs.
Relative Generate the report based on events from:
#  Today

#  Yesterday
# Last 7 Days
#  This Month
= Last Month.

Day Specify a single day that you want to base your report on.
Month Specify a month and year that you want to base your report on.
Date Range Specify a From and To date to base report information on events collected in the specified time period.
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Create Report
| General | Layout | Chat | Schedule | Options | Other
Split report f cortaine mare than 50,0002 records.
Max number of records per page 10,000
Limit records to 500,000
[ ok J[ Camcel J[ Aepy |

Screenshot 117:Record limit settings

13. Click Other tab to configure report record limits. Available options are described in the table below:

Option Description

Split report if it contains Select the checkbox to enable record limit per report. GFl EventsManager automatically creates a

more than {X} records new report for every number of records you specify.
Example: if you key in 50, 000 and the report contains 150, 000 records, GFI EventsManager

generates three reports.

Max number of records per Specify the number of records that are displayed in a single page.
page
Limit records to Specify the maximum number of records that are included in the report. Records that exceed the

limit are ignored.

14. Click Apply and OK

13.6 Generating reports

GFl EventsManager enables you to generate a number of different reports, containing information about GF
EventsManager configuration settings, network activity and product activity.

This section contains information about:
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= (Generating a report

#» Generating daily digest reports

= Generating settings reports

= Generating rules reports

» (Generating operational history reports

= (Generating activity overview reports

13.6.1 Generating a report
To generate a report:

1. From Reporting tab > Reports, right-click a report and select Generate Report.

E GFI EventsManager E’

File  Configure Help

Status Configuration Events Browser Reporting General

Reports:

A Send us feedback... ¥ Open Quick Launch Console ) Help
=L Account Usage -
----- Wl Successful Logons Grouped By User (5l
Successful Logons Grouped By C0n|_b Generate Report 3 ‘ For Configured Interval  F5
1 Failed Logons lvent
----- 7 Logoff Everts Create Report For Today essful
----- 7 Account Lockouts For Vesterday ing...
----- 1 1l Successful Logon Count on each Cy Create Folder | For Last 7D
----- 11| Failed Logon Court on each Compu or ay= ar Al
----- & Top 10 Accourts which Failed to Lg Rename = Far This Month
) ] Cre:
""" & Accounts which Failed to Logon > Delete Del For Last Month
L0 Account Logons
-0 Account Management Copy Report Restrictions  Ctrl+Shift+C For Custorn Date  Ctrl+F3
-1 Policy Changes
[-C7) Object Access 5 Copy Report Ctrl+C
L) Application Management o o b
G- Print Server Paste Report Restrictions  Ctrl+ Shift+V :'
) Windows Event Log System Paste Report Ctrl+V :]
() Everts Trend ile Location [zy| | Exportto PDF Delete T
o e AN ] B mmm e .
‘| 10 || = Properties

Filter Reports:

m. | »

B Quick Start Guide

Reset fitter [] Has Chatt [ Has Scheduls

1. Generate a 2. Selecta 3. Preview,
Common Tasks: i
Report Generated Export, Print
Create Root Folder _ . N _ . -
Create Root Report | 1 | P

Screenshot 118: Generating a report

2. Wait for the report to generate and view results in Preview Report section.
Note

Reports can also be generated by selecting a report from the list and clicking Generate Report at the top of the
reporting page.
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GFI EventsManager

Event log monitoring, management and archiving

Successful Logons Grouped By Users

Found 103 matching records.

The report is based on event 528(4624 - Vista/Longhomn ) - successful logon and event 540{4636 - Vista/Longhormn) - successful network logon. The report
shows all successful logons, enabling you to monitor the users successfully accessing the computers using various logon types, and at the same time

achieve compliancy with the legal acts which require monitoring of access to the company’s resources. The report is grouped by users thus providing a quick
view of the computers used by each user.

TEMP 4624 An account was successfully logged on. ANONYMOUS LOGOM MNetwark 20:09:05 2011-12-05
TEMP 4624 An account was successfully logged on. John Smith Network 20:11:21 2011-12-05
TEMP 4624 An account was successfully logged on. John Smith Network 20:11:21  2011-12-05

Screenshot 119: Report sample

13.6.2 Generating daily digest reports

GFl EventsManager can be configured to send a summary report by email on a daily basis. The report contains a

summary of the most important events collected and processed during the last 24 hours. To configure a user to receive
Daily Digest emails:

1. From Configuration tab > Options. Expand Users and Groups and select Users.
2. Right-click a user from the right pane and select Properties.
3. From the General tab, ensure that a valid email address is configured.

4. From the Alerts tab, select Send daily report via email.
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I

EventsManagerAdrministrator Properties

| General I Working Huurs| Hlerts | Member COf | Privileges

& Specify the types of alerts this useris to receive

Specify the types of alerts this user should receive for events which
happen during working hours or outside working hours.

During workding COutside of working

hours hours
Email alerts:
Metwork message alerts:
SMS alerts:
Send daily report via email at | 12:00:00 = Tell me mare...

[ ok || camcel || Apply

Screenshot 120: Daily Digest email settings
5. Configure the time when the Daily Digest email is sent.

6. Click Apply and OK
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GFI EventsManager Daily Report

You are receiving this email from GF| EventsManager. The following report contains an overview of the most important
events collected and processed by GFI EventsManager.

Report start date 13/03/2010 11:30 AM - o
Report end date 14/03/2010 11:30 AM

Critical 100 - e

High 450
Take carerideg aBesgis based 07 by sccess evealy -.
Mo volume encrypied by Morosolt ® ®
W sctive i5ec polcy found ® 9 . o
M process crested « oursade wovk hors 9 ®
Machine doss| nespond o PING L ]
Appcations whech lsied 10 Fatst &
y i ™ ¥ T . u
i L] n ) n n k2
Day

Thanks
The GFI EventsManager team

Screenshot 121: Daily digest email

Section Description

1 The start and end date of the report. The report displays the most important events collected by GFI EventsManager
between the start and end date.

2 The number of Critical and High events collected in the last 24 hours.

3 This graph provides statistical information about critical events collected from all event sources in the last 24 hours.

13.6.3 Generating settings reports

GFl EventsManager enables you to generate settings reports on event source groups. The provided information is
described below:

Heading Description

Group name The name of the group the report is based on.
Computer name A list of every event source in the selected group.
Scan intervals Scanning interval for every event source in the selected group; shown in Days : Hours : Minutes : Seconds.
Rules folder Provides a list of rule categories applied to the selected group, such as:
% Noise reduction
® Security

#  System health
#  PC| DSS requirements.

Rule sets A granular list of rules applied on the selected group.

To generate settings report:
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1. Click Configuration tab > Event Sources.

e

(5] GFI EventsManager ===

File  Configure Help

Status | Configuration | Events Browser Reporting General

2" Event Sources | || Event Processing Rules G0 Active Monitoring i" Options

Group Type: W Send us feedback... o Open Quick Launch Conscle @) Help
o - -

&* Event Sources Groups L. Default Group

Groups: The logs scanned are the Windows securnity log, Windows application log, Windows

=8 Al evert sources o system log and Monitoring log. The scanning will use the appropriate processing rules.
----- "l Disfau it [ [ -
----- 8" Ser B Add new event source..  Ins puter Name State Credentials
..... £ Worl = pcalhost Enabled Inherted
..... O L D Crestegroup. Ctri+lns— lyong Encbled  Inherted
----- & Infral 4 Disable
----- & Datz
_____ 5 Pint & Rename F2
..... % wetf ) Delete Del
----- & File i _
_____ & Ling Scanning options k
----- & Cisc Sort by name
..... £ Em
..... W p,J-Ch| % Report on settings |

Common Task |£.'J Properties

Report on settings [ I 4

Dernst am ool
2 event source(s)

Screenshot 122: Generate configuration report

2. Right-click an event source group and select Report on settings.

GF’ EventSM anager ’ Monitored computers

Sl S L irﬁﬁﬂu Enabled Rule sets
name (D.H:M:5)

Al rules\Windows Events\Security\Windows Filtering Platform events

Al rules\Windows Events\Systern Health'\Disk issues

Al rules\Windows Events\System Health\Memory dumps

Al rules\Windows Events\Systern Health\ TCP/IP issues

Al rules\Windows Events\Systermn Health\Unexpected system shutdowns

All rulestWindows Events)Systemn Health'Applications crashing or hanain
Al rules\Windows Events\Systermn Health\Windows updates

Al rules\Windows Events\System Health\Performance logs and alerts
Al rules\Windows Events\Systemn Health\Shutdown/reboot/logoff actions
Al rules\Windows Events\Systern Health\Kerberos systermn events
Al rules\Windows Events\Systermn Health\Kerberos Key Distribution Center systermn events
Al rules\Windows Events\System Health\Systern uptime
Servers TEMP 00:15:00 Yes Al rules\Windows Events\Security Applications\Event logging system

All rulest\Windows EventshSecurity Applications\Windows file protection
Al rules\Windows Events\Security Applications\Windows firewall

Al rules\Windows Events\Security Applications\Windows installer
Al rules\Windows Events\Security Applications\Group Policy
Al rules\Windows Events\Security Applications\Windows services

Screenshot 123: Settings report sample
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13.6.4 Generating rules reports

Rules repots provide a detailed view of applied rules on event sources. The information provided in rules reports are
described below:

Heading Description

Rule name Name of the applied rule.

Importance The classified importance level of the collect event log, such as:
= Critical
# High
= Medium
# Low
#  Noise event.

Logfile monitored Provides the category name of the collected event log, such as:
#  Security
#  System Health
#  Application
#  System.

Conditions The processing condition(s) for the selected rule. This includes:
= Event IDs
#»  Source
#  Category
#» User
= Type
#  Advanced.

Actions Describes the actions taken when the event is processed, including:
= Archiving settings
#  Mail to settings
#  Threshold settings.
To generate rules report:

1. Click Configuration tab > Event Sources.
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P

(] GFI EventsManager ===

File  Configure Help

Status Configuration Events Browser Reporting General

2" Event Sources | || Event Processing Rules K0 Active Monitoring i" Options

Group Type: " send us feedback... ¥ Cpen Guick Launch Conscle @) Help
" - -
& Event Sources Groups L.' Default GI'OUP

Groups: The logs scanned are the Windows security log, Windows application log, Windows

2% Al evert sources " system log and Menitering log. The scanning will use the appropriate processing rules.
----- & Defautt I )
_____ & Servers (D) Computer Name State Credentials
----- £ Workstations (0) L g localhi : = .
..... £ Laptops (0) 3 (M w7gs| o Disable
----- & Infrastructure Servers (0) Inherit licensing type from group
""" ¥ Database Servers (0} Exclude from synchronization
----- & Print Servers (0)
----- 8" Web Servers (0 > Delete Del
..... i e Servers (0) Scanning ocptions b
----- %" Linux Hosts (D) gor
----- & Cisco PIX & ASA devices (0) | = Report on rules
----- & E-mail Servers ()
----- ¥ Archive all Windows logs - Non DCH{D) ™ |f;j Properties

Common Tasks:

Report on settings 1 I | E

Bannd nn nilas

2 event source(s)

Screenshot 124: Generate configuration report

2. Right-click an event source and select Report on rules.

13.6.5 Generating operational history reports

GFl EventsManager's operational history can be exported for further analysis and archiving purposes. Operational history
messages provide administrators with information as described below:

Date/Time Date and time when the message was generated.
Machine Event source that generated the message.
Source Source operation that cause the message to be generated. Amongst others these include:

= EvtCollector — message generated while collecting event logs
=  SNMP TrapsServer — message generated while collecting SNMP Traps Messages
= EnetrpriseMaintenance — message generated during database maintenance jobs.

Job ID An internal ID associated with the job.
Log file/name Type of logs collected. Amongst others:
Application
Security

Logs generated by other applications such as GFI LanGuard and GFI EndPointSecurity.

Message The actual message generated while performing the job.

To generate Operational History reports:

1. Click Status tab > Job Activity.
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Operational History - & EBqpotdata | Telmemore =
Date/Time Maching Source Job D L.. Message it
2012/04/06 21:38:20 287 DCi Events collectar Eror connecting to machine DC1, The netwark path was not fo... 1
2012/04/06 21:38:25.256 DCi Evenrts collector Error connecting to machine DC1, The network path was not fa...
2012/04/06 21:38.17.334 oy} Events collector Ermor connecting to machine DC1, The network path was not fo...

Screenshot 125: Operational History report

2. Click Export data.

Export Operation History Data -H
tgﬂ Export messages to html/cav format

Specify data

(@ cument messages

(") emors from a specific date 01 November 2011

Savefilesto: ogram Files\GF"EvertsManager2(1 2 Reports'Status
fou can also automate generation of these reports
using esmreport.exe command line tool.

Screenshot 126: Operational History dialog

3. Specify the options described below and click Export.

Option Description

Format Select the report output format. Available formats are HTML and CSV.

Current messages Export all messages displayed in Job Activity tab.

Errors from a spe- Specify a date and export all the messages generated on that date.

cific date

Save file to Select checkbox to specify output location. If not selected, reports are saved in the default location within the

GFI EventsManager directory.

GFI EventsManager Operational History for period: 2011-11-01
Date/Time Type Machine Source Job ID Log file/name Massage

f;-fiffgg“ Information 192.168.3.1 EvColector  N/A GFI EventsManager Start executing checks on machine 192.168.3.1..

FA0IZ811 oformation 192.168.3.1 EvtColactor  N/A GFI EventsManager Exacuted 5 checks on machine 192.168.3.1

3102011 formation 192.168.3.1 Evcolector  B3789E4A Securtty Start the collection on machine 192.168.3.1, log Securty
?;{i‘ffggu Information 162.168.3.1 ProcessorService NJA windows Processing 2000 windows events from machine 192.168.3.1.
?;}iff;gll Information 192.168.3.1 EvtCollector 1017473C Application Start the collection on machine 192.168.3.1, log Application
31/10/2011 1 ormation 192.168.3.1 ProcessorService N/A windows Processing 2000 windows events from machine 192.168.3.1.

Screenshot 127: Operational History report sample

GFl EventsManager 13 Reporting | 164



13.6.6 Generating activity overview reports

GFl EventsManager enables you to export Activity Overview data. Activity overview reports provide the information
described below:

Heading Description

Date/Time Date and time when the message was generated.
Machine Event source that generated the message.
Source Source operation that cause the message to be generated. Amongst others these include:

# EvtCollector — message generated while collecting event logs
= SNMP Traps Server — message generated while collecting SNMP Traps Messages
= EnetrpriseMaintenance — message generated during database maintenance jobs.

Job ID An internal ID associated with the job.

Log file/name Type of logs collected. Amongst others:
#  Application
® Security
% Logs generated by other applications such as GFI LanGuard and GFI EndPointSecurity

Message The actual message generated while performing the job.

To export Activity Overview:

1. Click Status > Statistics.

I Activity Overview & Exqort data

Source + Windows Events  Text Logs Syslog Messages  SNMP Traps M...  SGL Server Mes... Oracle Server M...  Last Activity e
1M w703 0 0 0 0 1] 0 No
1M w702 0 0 0 0 0 0 Mo|
M w7 07 0 0 0 0 1] 0 Mo| =
1M TEMP 199,122 0 0 0 0 N/A 2012/01/251
1M TECHCO... 17,754 0 0 0 1] N/A 2012/01/251
1M TCMUSIC... 0 0 0 0 0 0 No
;‘ | 152.168.1.. N/A MAA N/A N/A [i] 0 | No ™
4 T 3

Screenshot 128: Activity overview : Export button

2. Click Export data.
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Export Activity Overview Data ==

Ij‘=3 BExport messages to html/cev format

Specify data
) all time
@ foraspecficdate 08  June 2011 [l
only computers with emors./not scanned
include emor messages

Savefiesto:  Z\Program Files'\GFI\EvertsManager' Reports'.Status :]
You can also automate generation of these reports
using esmreport &xe command line tool.

Screenshot 129: Activity overview dialog

3. Configure the options described in and click Export.

Option Description

Format The report output format. Available formats are HTML and CSV.
All time Export all messages displayed Activity Overview.

From a specific date Specify a date to export all messages generated on that date.
Only computers with errors/not scanned Export only data of computers with scanning issues.

Include error messages Select this option to include the generated error message.
Save files to Displays the default export location.

GF/ EventsManager Activity Overview for period: 2012/01/25
Windows Text Logs Syslog SHNMP Traps SQL Server Oracle Server L
STLLE Events Events Messages Messages Messages Messages LA,

TCMUSICSERVER 0 /A NJA NJA& NJ A MjA Mo Activity
2012/01/25

TECHCOMSERVTWO 23753 N/A M/A N/A N/A /A e
2012/01/25

TEMP 196799 N/ A Ty N/A M/A N A 175547 542

W7_07 0 N/A M/ N/A N/A N/ A No Activity

w702 0 N/A Ty N/A N/A N/ A No Activity

W703 0 N/A M/A N/A N/ N/ A No Activity

W705 0 N/A Ty N/ A M/A N/ A No Activity

192.168.11.11 M/A N/A M/ A N/A M/A ] No Activity

Screenshot 130: Activity overview report sample
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13.7 Analyzing reports

E GFI EventsManager

File  Configure Help

Status Configuration Events Browser | Reporting | General

Reports:

4 Send us feedback... o Open Quick Launch Conscle @) Help
S5 Account Usage -
Wl Successful Logons Grougil
* Sucosssful Logons Group “ Successful Logons Grouped By Users
. Failed Logons The repart is based on event 528(4624 - Vista/Longhorn | - successful logon and event 54004636 - Vista/Longharn)
" Logoff Events - successful network logon. The report shows all successful logons, enabling you to monitor the users successfully
----- T Account Lockouts accessing the computers using various logon types, and at the same time achieve compliancy with the legal acts
----- 11l Successful Logon Court |2
..... 11| Failed Logon Court on ez Generated Reports [Genemte Repott | ] [Shnw HTMLs v] [ Clear All l
----- & Top 10 Accourts which F
,,,,, ‘ Accounts which Failed to MName Size Creation Date File: Ic
-1 Account Logons 201 11205-203404 html 24546 bytes 05-12-2011 20:34:10  CAPr
L) Account Management i
-1 Policy Changes
- Object Access
#-C5) Application Managementt < r | '
[+ Prirt Server
[+ Windows Evert Log System _ ) -
S Everts T _ Preview Report [Pt &) [Open [5] [Open Fie Locstion ] (Exportio FOF V)] [Detete 1] |
PPN 1 | [ TIR ) Y P,
4 1 b ™ n
[=i
e eors: GFI EventsManager
Event log monitoring, management and archiving

Resetfiter  [O] Has Chat [C] Ha:
Successful Logons Grouped By Users

Common Tasks: Found 103 matching records.

Create Root Folder
Create Root Repart

Generste Report

The report is based on event 528(4624 - Vista/Longhorn ) - successful logon and event 540
(4636 - Vista/Longhorn) - successful network logon. The report shows all successful logons,

enabling you to monitor the users successfully accessing the computers using various logon -
Actions: 4| LI | s

Screenshot 131: Analyzing reports

The reporting system of GFI EventsManager comes with dedicated tools to help you analyze and export reports. Once a
report is generated, select it from the list of Generated Reports and use the common controls which help you run
common report analysis commands. The available tools are described below:

Option Description
Print Use the Print option to view a print preview, configure printer settings and print the selected report.

Open Use the Open button to open the selected report in a browser. GFl EventsManager uses your default browser to
view reports in HTML.

OpenFile Loca-  Open File Location enables you access the folder containing the report for backup or archiving purposes.
tion

Export to PDF Use Export to PDF to export the selected report to Portable Document Format.

Delete Click Delete to remove a generated report from the list.
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13.8 Defining column headings

GFl EventsManager enables you to create custom columns through the Add Custom Columns dialog. This dialog allows
you specify conditions, create a new field and add them to your report(s). Also based on conditions, this dialog enables
you to further customize existing or new reports.

To add custom columns:

1. From Reporting tab > Actions, click Create Report.

2.Click Layout tab > Add Existing Column, to add default columns.

3. Click Add Custom Column to launch the Add Custom Columns dialog.

Add Custom Column

[0 Special Column | Dccured

Edit restrictions:

B [

EIEIESEY

date Occured OR

time < 21:03:25 AND

rule name = Mew Rule AND
log format = Text Logs

Column name:
Iz Visible
[ Is Group
Column definitions: ¥
Field Mame Fitter Add
Add Definition... == E
@ FieldName  New Field Name '%_
(") Fixed Value

) (o]

fAdd | | Edt | |Delete | | Clear |

t [+

[

OK || Cancel

Screenshot 132: Define custom column conditions

4. From the Add Custom Column dialog click Add.

5. From the Add Definition... dialog, configure the options described below:
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Option Description

Field Specify a name for the new field.

Name

Fixed Select Fixed Value if the value of the new field is going to be fixed. Specify a value as a field name. For example, to

Value check that events always occur after 5pm, specify 5 as the fixed value instead of defining a time field and assign a value
of 5.

Special Special columns are predefined columns that may be used in your condition.

Column

Edit restric-  This section enables you to add, edit or delete field restrictions.
tions

6.Click Applyand OK

13.8.1 Reporting on events from different databases

For reporting purposes, GFl EventsManager enables you to switch between different databases. Use this feature to report
on events that have been exported/archived for further analysis or stored in different databases.

To switch database:

1. From Reports tab > Common Tasks, click Switch database.

Switch DLib Database

General

Select the database containing the events you wish to be
u displayed into the events browser

Database Path
E esmstg C:\Program Files\GFI\EvertsManager2(1 2 data’File 5t
| | DBZ2 C:Program Files"GFI"EvertsManagerZ(1 2 data’\File5.

|| Archive C:Program Files'GFI"\EvertsManagerZ01 2 data'\Files.

1 ] | »

Edit ... Remove

| ok || Ccancel |

Screenshot 133: Switch database dialog

2.Select the database from the list of databases and click OK Click Add... to specify a new database name and it's
relevant path. Click Edit... to edit the specified information.
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13.9 Customizing HTML reports

HTML report templates are customizable, enabling you to further tweak GFI EventsManager to suit your daily
requirements. To edit the available templates, knowledge of HTML and CSS is required.

Important

Before editing the default report template, save a copy of the original so that you can easily revert to default for
troubleshooting.

To edit the layout of HTML reports:

1.Go to GFI EventsManager install directory:

$Program Files\GFI\EventsManager20l12\Data\Templates\DefaultReportLayout

GFlI EventsManager

Event log monitoring, management and archiving

(title)

{subtitle}

{description}

Created by: {creator}

Created on: {currentDate}

Sort by: {sortBy}

Date range: {dateRange}

Full filter: {fullFilter}

Reviewed by: Reviewed date: Signature:
{startGroupHeaderBlock}

{headerLabel}: BUEELERYINEN

{endGroupHeaderBlock} {startRepeatBlock}

{chartTop}
{tableHeaderCells}
{tableRows}
{tableTotal}
{chartBottom}
{endRepeatBlock}

Screenshot 134 Editing HTML report templates

2. From DefaultReportLayout folder, edit the templates described below:
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Template Description

template_group_ This template is used when generating reports which contain data about grouped sources. Grouping can be
new.html by users, sources, event data and more.

template_ Use this template to generate statistical and graphical reports which do not organize data into groups.
new.html

3.Using an HTML editor, edit the following elements of the templates:

Section Description

Report logo Replace GFI EventsManager logo with a logo of your choice. Add more logos or completely remove them from your
reports.

Labels and Rename and reposition labels according to your needs.
text

Placeholders  Although you are able to move placeholders around the report, renaming them will cause GFI EventsManager
reporting engine to fail to return the respective data.

Available placeholders include:

{title} Title of report.

{subtitle} Subtitle of report.

{description} Description of report.

{creator} User who generated report.

{currentDate} Date when report is generated.

{sortBy} Sort field.

{dateRange} Report data is gathered from the specified time period.
{fullFilter} List of Restrictions set for the Report.
{startGroupHeaderBlock} Beginning of Header section of the repetitive block.
{headerLabel} Name of grouping header.

{headerValue} Value of grouping header.

{endGroupHeaderBlock} Ending of Header section of the repetitive block.
{startRepeatBlock} Beginning of the Body section of the repetitive block.
{tableHeaderCells} The Header section of the table data.

{tableRows} The Body section of the table data.

{tableTotal} For charts. Contains the Sum or Count value of the computed field.
{chartTop} Places the chart at the beginning of the report.
{chartBottom} Places the chart at the end of the report.
{endRepeateBlock} Ending of the Body section of the repetitive block.

4. Save the HTML template and generate a report using the new layout. For more information, refer to Generating
reports (page 156).
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Note

Using the same HTML/CSS conventions of the HTML templates, you are also able to create your own customized
templates. Copy the template, rename it and reuse the same placeholders.
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14 Events Processing Rules

During events processing, GFl EventsManager runs a configurable set of rules against the collected logs in order to
classify events and trigger alerts/actions accordingly. By default, GFI EventsManager ships with a pre-configured set of
events processing rules that allow you to gain network-wide control over computer logs - with negligible configuration
effort. You can also customize these default rules or create tailored ones for your organization's requirements.

Topics in this section:

14.1 About events processing TUIES . . ... e 173
142 Managing rules-set folders 175
14.3 Creating new events processing rUIES .. .. L 177
144 Creating new rules from existing eVeNTS L 182
14.5 Prioritizing events processing rUleS . 186

14.1 About events processing rules

Events processing rules are checks that are run against event logs when they are collected. Based on the conditions
configured in arule, events processing rules help you:

= Classify processed events - assign a severity rating to collected logs. This enables you to trigger actions or noti-
fications if a certain severity log is processed. By default, events are classified using five main ratings, however, more rat-
ings can be added

= Filter out noise (repeated events) or unwanted events - remove duplicate logs or logs that are not important for
you and archive important event data only. This reduces database growth and saves storage space

= Trigger Email, SMS and Network alerts on key events - send notifications to configured recipients upon detection
of certain events. You can configure an event processing rule to send notifications to recipients when the rule con-
ditions are met

»  Attempt remedial actions - run executable files, commands and scripts upon detection of specific events. This
enables you to automatically perform remedial actions to mitigate or completely eliminate a detected problem

= Filter events that match specific criteria - remove eventlogs that are not important for you. Example, you can run a
rule which filters out low severity or duplicate events

= Archive filtered events - event archiving is based on the severity of the event and on the configuration settings of
the event processing rules. Example: you can configure GFl EventsManager to archive only events that are classified as
critical or high in severity and discard all the rest.

The flowchart chart below illustrates the event processing stages performed by GFl EventsManager:
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Screenshot 135: How Events Processing Rules work

14.1.1 Event classification

Event classification is based on the configuration of the rules that are executed against the collected logs. Events that
don't satisfy any event classification conditions are tagged as unclassified. Unclassified events may also be used to trigger
the same alerts and actions available for classified events.

GFI EventsManager classifies events in the standard importance levels such as Critical, High, Medium, Low and Noise
(unwanted or repeated log entries).

14.2 Managing rules-set folders

In GFI EventsManager, event processing rules are organized into rule-sets and every rule-set can contain one or more
specialized rules which can be run against collected logs.

Post collection processing
) Archive averts in database
i@ Process using these rule sets:

=-[V]a Securty «§ Rule-set folders
----- [¥]3 Monitoring and attack detection
----- [#]3 Object access monitoring Rule-sets
4| 1] ' b

[] Add generic fields (e.g. “Field 00", “Fisld 01” .. )to Securty Events.
Screenshot 136: Rule-sets folder and Rule-sets

Rule-sets are further organized into Rule-set Folders. This way you can group rule-sets according to the functions and
actions that the respective rules perform. By default, GFI EventsManager ships with pre-configured folders, rule-sets and
event processing rules that can be further customized to suite your event processing requirements.

This topic contains information about:
= Available rule-sets
» Adding a rule-set folder

» Renaming and Deleting rule-set folders

14.2.1 Available rule-sets

The following table provides you with the available rules-set folders available when you install GFI EventsManager. Each
rule-set folder contains multiple rule-sets and/or events processing rules:
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Rule-Set Description

Folder
Windows Contains rules tailored for Windows® servers and workstations; These include:
Events # Noise reduction rules

@ PCl DSS Requirements rules
®= Security rules

#=  System Health rules

#  Security Application rules
= |nfrastructure Server rules
#  Database Server rules

= Web Server rules

#  Print Server rules

#=  GFl rules

#=  Terminal Services rules

= Email Server rules

% File Replication rules

% Directory Service rules

= Custom rules

%  Reporting rules

#  SharePoint Audit rules.

Text Logs Contains rules tailored for the processing of web transfer protocols. These include:
= HTTP rules
= FTPrules
# SMTP rules.

Syslog Mes-  Contains rules tailored for the processing LINUX and UNIX system logs. These include:
sages #= - Linux\Unix hosts rules

#= Juniper Networks rules

# Cisco PIX and ISA rules

#  Rules by severity

#=  IBMiSeries rules.

SNMP Contains rules tailored for SNMP Traps Messaging. These include:
Traps #  Cisco |OS release 12.1 (11) MIBs rules

%= Cisco IOS release 12.1 (14) MIBs rules

= Cisco IOS release 12.2 (20) MIBs rules

% Cisco |OS release 12.2 (25) MIBs rules

#  Allied Telesis AT-AR-700 Family rules.

SQL Contains rules tailored for SQL Server” Audit monitoring. These include:
Server # Noise reduction rules
Audits #»  Database changes rules

#  Server changes rules
# Logon/Logoff rules
» SQL Server® rules
# Database access rules.

Oracle Contains rules tailored for Oracle Server Audit monitoring. Amongst others, these include:
Audits # Noise reduction rules

#  Database changes rules

= Server changes rules

# Logon/Logoff rules

#  Security changes rules.

Monitoring Contains rules that enable you to monitor active monitoring messages. These include rules pertaining to the default
Checks set of monitoring checks. Monitoring checks generate event logs. These event logs can be processed by events pro-
cessing rules to trigger an action or notification when a fault is detected.

14.2.2 Adding a rule-set folder

To create a new rule-set folder:
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1. Click Configuration tab and select Event Processing Rules.
2. From Common Tasks, select Create folder.

3. Specify a unique name for the new rule-set folder.

Note
To create sub rule-set folders, right-click on the parent folder and select Create new folder...

14.2.3 Renaming and Deleting a rule-set folder
Torename or delete existing rule-set folders, right-click on the target rule-set folder and select Rename or Delete

accordingly.

Important
Deleting a rule-set folder will lead to the deletion of all the rules and rule-sets contained within the deleted folder.

14.3 Creating new events processing rules

To create a new event processing rule:

1. Click Configuration tab > Event Processing Rules.

P "~

E GH EventsManager E@

File  Configure Help

Status | Configuration | Events Browser Reporting General

8" EventSources [ /| Event Processing Rules IE1 Active Monitoring i‘ Options

Rule Folders: M Send us feedback... ¥ Open Quick Launch Conscle @) Help
=L Alrles - .
-2 Windows Events r E] All rules\Windows Events\Noise Reductio...
= 3 Moise Reduction E
g | Moise generated by users
[ Defective | [&, Create new rule.. Ins |
73 Overdongi # P. Classfication Actions
_] Typical bell -2 Create new folder... Ctrl+Ins t= generated by the system 1 Moise event  Use the default als
_ | Wind?ws A 4" Rename 2 ts with user name not avai... 2 Moise evert  Use the default alg
D'"____J PCI Regquireme Ded Ded t= generated by computer ... 3 Moise event  Use the default als
E:""_—_J Security K Delete & bs generated by local servi... 4 Noise evert  Use the default alg
- Svstem Health # Findrule Ctrl+F t= generated by network ... 5 Moise event  Use the default als
Common Tasks:
Expand all
Create new folder
Create new nle... Collapse all
Find nile... Increase Priority Ctrl+Up
Open Quick Launch Consold ‘% Decrease Priority  Ctrl+Down
Sort by name
N « | Sort by priority
Actions: 1 ;
Cedit ealartad faldar |ﬁ'j Properties
5 rule(s)

Screenshot 137: Creating a new rule

2.Right-click the rule-set where the new rule will be created and click Create new rule...

3. Specify the name and description (optional) for the new rule. Click Next.
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I

Mew Processing Rule Wizard...

Select the log(s)...
Please select the log(s) to which the rule will apply ’

Log formats:

windows

Log names:

File Replication Service,Directory Service, Windows PowerShell, Application, Security

| »

m

Key Management Service
DFS Replication

; 12| Hardware Events
..[7134] Internet Explorer i

[ Add custom log... ]

< Back ][ Mext = ][ Cancel ]

Screenshot 138: Select the logs which the rule will be applied to

4. Select the event logs to which the rule applies.

5. (Optional) Click Add custom log... toinsert an event log which you pre-configured. Click Next. For more information
refer to Collecting custom events.

Note

For SOL Audit, Oracle Audit, Syslogs, Text Logs and SNMP Traps messages, specify the full path of the object’s log
folder; example: “C:\W3C\logs’.
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.~ "

Mew Processing Rule Wizard...

Conditions
Configure the filtering conditions for the events _ !

o O ner EIE1EIEY

date <= 25/10/2011 AND |
impartance = Critical OR

£

Edit Query Restriction

type = Warning Field Mame :
Select field name:

Ing name desu:riptinn id E
E'I.I'EI'I‘t id @timestamp E
i in wark hours Iuguﬁ time E
n.|Ie name @irdemal timestamp Iugaﬁ Iread E
[ Add J [ Edit ] [ Delete mu::n'rtnred machine t'_.rpe Inguﬁ pread E
Ing format isadmin Inguﬁ hwrite E

1 [ r
Field operator: [Equal Ta ,]

Field value: 25/10/2011 E~

Screenshot 139: Configure the rule conditions

6. Click Add to select a field on which to base the query condition. For the selected field, specify the Field Operatorand
Field Value. Click OK

Note
Repeat this step until all the required fields are selected.

Note

To filter events that refer to an administrator user (events having the security identifier SID that identifies a logon
administrator session), ensure that if the event source is a domain member, the domain controller must also be
added as an event source. For more information refer to Creating a new event source group.
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Mew Processing Rule Wizard...

Select event occurence and importance

Filter the events on which part of the day the event happen and select their dassification !
level ;

The rule applies if the event happens:
[Dutside of the Mormal Operational Time (M.0.T.) v]

Classify the event as:

[Criﬁml importance event v]

< Back H Mext = ][ Cancel

Screenshot 140: Select event occurrence and importance

7. Specify the time when the rule is applicable. Example: anytime, during working hours or outside working hours.
Working and non-working hours are based on the operational time parameters configured for your event sources. For
more information refer to Configuring event source operational time.

8. Select the classification (critical, high, medium, low or noise) that will be assigned to events that satisfy the conditions
in this rule. Click Next.
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s o)

Mew actions profile... E

Action Profile Mame:
Mew Profile

Edit actions:
H Archive the event

= Send email alerts to <Mo Recipients Configured >

[ &% Send network message to <Mo Recipients Configured

. -
[l =s=_5'3"d 3 Mew Processing Rule Wizard...
127 Run fild

[ &ghSend § Actions
[] ¥ Scan d Select what action to be taken when this rule is triggered

&3 Run ch
The following actions will be taken:
(7 Ignore the event
Lﬁﬁ;% (7 Use the default dassification actions

@ Use the following actions profile:

@ In ordert H

m
[

Archive al k,
<Mew actions profile, ., =

<Back || MNext> || Ccancel

Screenshot 141: Select the triggered action

9. Specify which actions are triggered by this rule and click Next. Available actions are:

Action Description

Ignore the event Select this option so that GFI EventsManager will ignore the event and not trigger any actions or noti-
fications.

Use the default clas- Select this option to use the pre-configured Default Classification Actions.
sification actions
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Action Description

Use the following The Archive All profile is added by default. To create a new profile:
actions profile 1. From the drop-down menu, select <New actions profile..>. This launches the New actions profile... dialog.
2. Specify a name for the new profile in the Action Profile Name text box.
3. Select the actions that you want the profile to perform. The following actions are available:
#  Archive the event
#  Send email alerts to
#  Send network message to
#  Send SMS message to
#  Runfile
#  Send SNMP Message
*  Scan computer
#  Run checks on computer.

Note

If Run checks on computer is selected, ensure that the computer has monitoring checks processing
enabled. For more information refer to Configuring event source monitoring.

4. For each action you select, click Configure to set the parameters.
10. Click Apply and OK

Note

Assign the new rule(s) to your event sources. For information about how to collect event logs and process them
using the specified events processing rules, refer to Collecting Event Logs.

14.4 Creating new rules from existing events

GFl EventsManager enables you to create new rules based on the information of existing events.

To create a new rule from an existing event:

1. From Events Browser, locate the event log that you want to base the rule upon.
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File  Configure Help
Status Configuration Events Browser Repaorting General
Views: B Send us feedback... I Open Quick Launch Console @) Help
Elg All Events -
-t Windows Events 4| Al Events (69,205 events) [ Report from view
Text Logs e
| Syslog Messages Database: C:\Program Files\GFI\DLibServer\Databases'esmsig
SNMP Traps Messages This database contains events that were marked as deleted!  View deleted events >> Delete e
. Microsoft SQL Server AL Type Importance Event 1D *|| Ewentdescripton  Fields
Oracle Audit Messages - .
oo fi i AE74
| Manitoring Checks Ever ™ @kSuccew Audit Medium 4624 D
1 3 @k Success Audit Low 4634
Common Tasks: standard Fields:
%SUCC ©  Refresh k5 Date: 2012,/04/21
Customize browser layout 5 Time: 14:56: 41
S o |E Create rule from event | Importance: Medium
QOpen Quick Launch Console... @‘ Suce Rule Name: successtul |z
Switch database ... @kgucc | Create view from field Logon - outside work hours
@% Suce Monitored machine:
- - - 192.168.3.236
Actions: Q@ Suoc & Find rule Ctrl+F Log Farmat: Wi ndows
Log Mame: Security
Create root view... @z., Suce Manage columns Event ID: 4624
Create view... @k Success AT VTSI T523 In waork Hours: Mo
M @:‘ Success Audit Medium 4624 Dynamic Fields:
Eel:te vigw @% Success Audi Madium 2640 I 4'I|:'r:|t2§;na'l timestamp: 2012/09,/05
bind events ) @ Success Audit Medium 4624 Type: success
Export events to TSV file @‘ c o Aud Low . audit
Mark everts as delsted HeREss Al ' v o isadmin: No o
@k Success Audit Lowe 4R34 giti Source: SBECUFITY-
©) Help: @:‘ Success Audit Medium 4624 o "gystm time: 04,/21,/12
Configuring and using events browser 1 il 4 14:28:41 - a =
EAQ [4 4 | Page 1 of 70 | b Ml | D Loading view finished. Click here for details.

Database: C:\Program Files\GFI\DLibServer\Databases\esmstg - All Events - 63,205 event(s)

Screenshot 142: Creating a rule from an existing event

2. Right=click the event and select Create rule from event.
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I

Event equal 10000 and log name is Application Properties

General | Event Logs | Conditions | Actions | Threshold

@ Configure the general properties faor this rule

MName:
Ewent equal 10000 and log name is Application

Description:

| -

The nule applies if the event happens:
[ﬁd arry time of the day v]

Classify the event as:

[High importance event - ]

ok [Goroa J [ oob )

Screenshot 143: New rule from event - General settings
3. Specify a unique name and an optional description for the new rule.

4.From The rule applies if the event happens drop-down menu, select the time when the rule is applicable. Select
from:

» Atany time of the day
= During Normal Operational Time

= Outside the Normal Operational Time.

Note

For more information refer to Configuring event source operational time.

5. From the Classify the event as drop-down menu, select the classification level you want to assign to the event when it
is generated.
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Event equal 10000 and log name is Application Properties

General | Event Logs |Cﬂnd'rtiuns | Actions | Threshuld|

@ Please select the lagis) ta which this rule will apphy

Log formats:
windows

Select formats ...
Log names:

File Replication Service, Windows PowerShell Application, Microsoft-Windeo

=
=-[v]{2] Applications and Services Logs

! -] Microsoft
b 2| Key Management Service

[ Add custom log.. ]

[ ok || camcel || Apply |

Screenshot 144: New rule from event - Select logs to collect

6.From the Event Logs tab, select the logs you want to collect. To add custom logs, click Add custom log..., specify the
custom log name and click OK

Note

For more information refer to Collecting custom logs.
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Event equal 10000 and log name is Application Properties

| General I Event Logs | Conditions |F~c:tinns | Threshold

@ Configure the filtering conditions

event id = 10000

Edt | [Delete 1+

ok [Gaoa [ 2oob )

Screenshot 145: New rule from event - Add conditions

7.Click the Conditions tab Click Add to select a field on which to base the query condition. For the selected field, specify
the Field Operator and Field Value. Click OK

Note
Repeat this step until all the required fields are selected.

8. Click Actions tab and select what action is performed when the rule is triggered. Available options are described
below:

Option Description

Ignore the event Ignores the event until a new instance of the event is generated.

Use the default clas- Use the actions configured in Default Classification Actions. For more information refer to Configuring
sification actions Default Classification Actions.

Use the following actions From the drop-down menu, select a profile or <New action profile..> and click Edit to configure the
profile action profile.

9. Click Threshold tab and configure the event threshold value. l.e. the number of times that an event must be detected
prior to triggering alerts and remedial actions. This helps reducing false positives triggered by noise (repeated events) in
your event logs.

10. Click Apply and OK

14.5 Prioritizing events processing rules

Events Processing Rules are executed in order of priority. To change the order of execution:
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1.From Configuration tab > Events Processing Rules > Rule Folders, expand a rule-set folder.

P "~

EGFI Eventshanager
File  Configure Help

Status Configuration Events Browser

8" EventSources [ /| Event Processing Rules IE1 Active Monitoring i" Options

Reporting General

Rule Folders: W Send us feedback... W Cpen Quick Launch Consale @) Help

-3 Windows Everts -
- Moise Reduction B

3 PCI Requirements Windows 05

5 Security

3 Monitoring and attack detection

]| Allrules\Windows Events\Security\Monitori...

This processing rules group is based on Micresoft Secunity Monitoring and Attack
Dietection Planning Guide.

m

g ﬁ:l'be:roa;:j;:?::?:;fws 2000 Rule £ P. Classification  Actions i
1 Kerberos events - Windows 2002 [#] Take ownership attempts based on ob... 1 Highimport...  Usethe de‘fauhﬂ
1 Windows Fittering Platform events [#] Users using the take ownership privile... 2 Medium imp... Use the defaul
.78 System vt M Crionge possword atiemots 3 Hahimoort.._Use the defau]
< 1 | ¥ [#] User accourt 3 Disable .. Usethe defaul
Common Tasks: [®] Changesto d it... Usethe defaul
[#) User accourt X Delete Del po... Usethe defaul
Create new folder |®] User accourt &0 Find rule Ctrl+F mp... Usethe defaul
Create new nle.. (] User account — ... Usethe defaul
Find ule... [#] User accou | & Increase priority Ctri+Up mp... Usethe defaul
Open Quick Launch Consale... |®) Security Enall v Decrease priority  Ctrl+Down mp... Usethe defaul
ﬂ Securty enab - R ... Usethe defaul
[#®) Securty enatl = L L= = mp... Usethe defaul
Actions- [#] Security enabled aroup tvpe chanaes 13 Medium imp... Use the defaull ™
- 4 10 b
Colit calartad foldar
T8 rule(s)

Screenshot 146: View event processing rules

2.From the right pane, right-click a rule and select Increase priority or Decrease priority accordingly. Alternatively, select
arule and press Ctr+Up to increase or Ct+Down to decrease priority.
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15 Active Monitoring

Eventlogs are useful to track different operational aspects of devices, computers and servers, but in many cases users
need more than logs to inspect this activity in further detail. To mitigate this problem, GFI EventsManager uses Active
Monitoring Checks. Monitoring checks help you detect failures or irregularities automatically, so you can identify and

proactively fix unexpected problems before they happen.

GFI EventsManager ships with a set of predefined checks, specifically designed to cater for Windows® operating systems,
Linux/Unix operating systems, SNMP devices and Network/Internet protocols and services.

These topics provide you with information about managing, creating and using Active Monitoring Checks.

Topics in this section:

15.1 About Active Monitoring Checks . .. 188
15.2 Creating and configuring a root folder ... 190
15.3 Adding sub-folders to aroot folder ... .. . . 195
154 Creating and configuring active monitoring checks ... ... . 199
15.5 Applying active monitoning Checks .. L 204
156 Deleting folders and monitoring checks ... . . 205

15.1 About Active Monitoring Checks

A monitoring check is a pre-configured rule, bound to a system's component or activity operation, such as CPU Usage or
Ping Requests, that are used to check system availability. Active monitoring checks continuously scan event sources to
determine if the configured parameter conditions are being met.

Whether a monitoring check fails or succeeds, it generates an event log from the computer that it scanned. GFI
EventsManager assigns a severity rating to the generated event log.

An event processing rule can be created from the generated event log. Events processing rules can automatically trigger
alerts, run additional checks and run scripts/applications to fix the problem that generated the log.
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Screenshot 147: How Active Monitoring Checks work
Example

You configure a monitoring check to generate an eventlog when a computer's free hard disk spaces reaches a pre-
configured limit. To achieve this:

1.When the limitis reached and the monitoring check generates an event, locate it in Events Browser and create an
event processing rule based on it. For more information refer to Creating new rules from existing events.

2. Configure the new events processing rule conditions to ignore non-matching events. For more information refer to
Creating new events processing rules.

3. Configure the new rule to trigger an alert or action, to resolve the problem. For more information refer to Configuring
Default Classification Actions.

Monitoring checks
-] Genericnodeverifications
=@ RootFolder
E|__j Sub-folder 1
| E-[@ sub-foldera

L 1 sub-folderb
‘. W Sub-folder2

Screenshot 148: Root folder and sub-folder structure

Checks are organized in Root Folders and Sub-Folders. Objects inherit settings from their parent folder. This enables you
to configure a number of monitoring checks simultaneously.

15.2 Creating and configuring a root folder

A root folder is a parent folder that can contain a set of sub-folders and Active Monitoring. Every child object of a root
folder inherits the same settings. This enables swift configuration of multiple monitoring checks and sub-folder.

To create a new root folder:

1.From Configuration tab > Active Monitoring > Common Tasks, click Create root folder. This opens the Folder
properties dialog.
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Folder properties @

General |Target computers | Schedule | Action events
I:j Manitoring checks folder

MName
Mew Root Folder

Description

This root folder contains different monitoring checks pertaining to
production workstations.

0K ]| Ccanesl

Screenshot 149: Folder properties - General tab

2. Specify a unique name and an optional description in the Name and Description fields.
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Folder properties

General | Target computers | Schedule | Action events

.H_j Target computers

= . B* Servers (5)
: - [v] Ml 152.168.3.2
:-- [«];%&l 192.168.3.22
[«];M& 192.168.3.235
[«];M& 192.168.3.236

b [w] M 192.168.3.41
----- []%* SharePoirt Servers {0}
----- [[]%* Temminal Services Servers (0}
----- & Web Servers ()
----- []%* Windows 2000 Domain Controllers {0}
----- []%* Windows 20023 Domain Controllers {0}
----- & Windows 2008 Domain Controllers {0}
=-[w] 8 Workstations (3)

[«];% 192.168.3.13

. R 152.168.3.23

T WS e 4

m

| ok

Screenshot 150: Folder properties - Target computer tab

3. Click Target computers tab and select the event sources. Active Monitoring added to this new folder are applied to

the selected event sources.
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ﬁ

|Eenerd | Targetmrrputers| Scheduls |.Pn::tionevents|

% Schedule scanning

Scanning interval: 5 M

days
hours
minutes
seconds

click here to load sample

| ok || Ccanesl

Screenshot 151: Folder properties - Schedule tab

4.From the Schedule tab, set the time interval when GFI EventsManager runs the monitoring check(s) on the selected
event sources. By default, a monitoring check interval is set to 5 seconds.
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Folder properties

| General | Target computers | Schedule | Action everts

Action events

Generate an audit event from this machine/device when the check

[Fails -
) Continuous

) Only once

) Once every 5| minutes

@ Once every 10 messages

When the check switch state, generate an audit event from this

machine/device
Failed severity: [2 - Critical hd ]
Success severty: [E - Informational - ]

click here to load sample

Screenshot 152: Folder properties - Action events tab

Note

Regardless of whether Active Monitoring fails or succeeds, the computer that it checks generates an event log. This
eventlog can be processed by events processing rules which can trigger alerts or run scripts/applications for
remedial operations. For more information refer to Creating new rules from existing events.

5.From the Action events tab, configure when event logs are generated and how GFI EventsManager classifies the
generated events.

Available options are described in the following table:

Option Description

Generate an audit event from this GFI EventsManager enables you to generate event logs after the event source is checked
machine/device when the check for irregularities. From the drop-down menu, select:
# Fails - generate an event log when the conditions of the check fails
% Succeeds - generate an event log when the conditions of the check succeeds
# Fails or Succeeds - generates an event log every time the check is run on the spe-
cified event source(s).

Continuous Generates an event log every time the check fails/succeeds/both.

Only once Generates an event log the first time the check fails/succeeds/both.

Once every {X} minutes Generates an event log once every number of minutes you specify.

Once every {X} messages Generates an event log once every number of messages you specify. Example: if you key

in 10, only one event log is generated for every 10 times the check fails/succeeds/both.
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Option Description

When the check switch state, generate Generate an event log when the check changes state from Fail to Succeed or vice versa.
an audit event from this
machine/device

Failed severity Select the severity rating that GFI EventsManager assigns to the event log of a failed sys-
tem check.
Success severity Select the severity rating that GFI EventsManager assigns to the event log of a successful

system check.

6.Click OK

15.3 Adding sub-folders to a root folder

Sub-folders are used to sub-divide a group of monitoring checks that share some common properties, but may (for
example) be targeted towards different types of event sources.

To add a new sub-folder:

1. From Configuration > Active Monitoring > Monitoring checks, right-click a root folder/sub-folder and select Create
new folder.

Folder properties

General |Targe‘t computers | Schedule | Action events

[j Manitoring checks folder

MName
Mew Root Folder
Description

This root folder contains different monitoring checks pertaining to
production workstations.

ok ]| Ccancel

Screenshot 153: Folder properties - General tab

2. From the General tab, key in a name for the new folder and an optional description.
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ﬁ

General | Target computers | Schedule | Action events |

ﬂi Target computers

Inherit from parent

&= All Domain Cortrollers (0}

£ Allied Telesis ARTO0 famity (0)
----- [ %" Archive all IS Text Logs (0)

o

o

| »

Archive all Syslog messages (0)

L* Archive all Windows logs - DC ()

----- [ %" Archive all Windows logs - Non DC (0)
----- [ %" Cisco Catalyst Devices (0}

----- [ & Cisco PIX & ASA devices (D) i
----- [ %" Database Servers (0

E-[] %" Default (1)

----- [ %" Email Servers (0)

----- [ %" File Servers (0)

----- %" IEMiSeries (0)

----- %" Infrastructure Servers () -

m

Screenshot 154: Folder properties - Target computer tab

Note
Select Inherit from parent to use the same settings as the parent folder.

3. Click the Target computers tab and select the event sources. Active Monitoring that are added to this new folder are

applied to the selected event sources.

GFl EventsManager

15 Active Monitoring | 196



Folder properties @

| General | Target computers | Scheduls | Action events

'% Schedule scanning

Inherit from parent:

Scanning interval: 3| |seconds

click here to load sample

| ok || Ccanesl

Screenshot 155: Folder properties - Schedule tab

Note
Select Inherit from parent to use the same settings as the parent folder.

4.From the Schedule tab, set the interval when GFI EventsManager runs the monitoring check(s) on the selected event
sources. By default, a monitoring check interval is set to 5 seconds.
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Folder properties

| General | Target computers | Schedule | Action everts

Action events

Inherit from parent:

fails or succesds

@ Cortinuous

Cnly once
Once every 5| minutes
Once every 5| messages

d severt) 2 - Critical

Success severh 6 - Informational

click here to load sample

| ok || Ccanesl

Screenshot 156: Folder properties - Action events tab

Note

Regardless of whether Active Monitoring fails or succeeds, the computer that it checks generates an event log. This
eventlog can be processed by events processing rules which can trigger alerts or run scripts/applications for
remedial operations. For more information refer to Creating new rules from existing events.

Note
Select Inherit from parent to use the same settings as the parent folder.

5.From the Action events tab, configure when event logs are generated and how GFI EventsManager classifies the
generated events.

Available options are described in the following table:

Option Description

Generate an audit event from this GFI EventsManager enables you to generate event logs after the event source is checked
machine/device when the check for irregularities. From the drop-down menu, select:
# Fails - generate an event log when the conditions of the check fails
% Succeeds - generate an event log when the conditions of the check succeeds
= Fails or Succeeds - generates an event log every time the check is run on the spe-
cified event source(s).

Continuous Generates an event log every time the check fails/succeeds/both.

Only once Generates an event log the first time the check fails/succeeds/both.
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Option Description

Once every {X} minutes Generates an event log once every number of minutes you specify.

Once every {X} messages Generates an event log once every number of messages you specify. Example: if you key
in 10, only one event log is generated for every 10 times the check fails/succeeds/both.

When the check switch state, generate Generate an event log when the check changes state from Fail to Succeed or vice versa.
an audit event from this
machine/device

Failed severity Select the severity rating that GFI EventsManager assigns to the event log of a failed sys-
tem check.
Success severity Select the severity rating that GFI EventsManager assigns to the event log of a successful

system check.

6.Click OK

15.4 Creating and configuring active monitoring checks

To create a new active monitoring check:

P "~

3] G Eventsbanager e s
File  Configure Help
Status Configuration Events Browser Reporting General
8" EventSources [/ EventProcessing Rules [EZ) Active Monitoring i" Options
Monitoring checks nd ‘B Send us feedback... # Open Quick Launch Console ‘@) Help
_ _ o
_a Create root folder  Ctrl+Ins D Generlc n0de Verl'ﬁCEItIDI"IS
_o  Create new folder  Alt+Ins The folder contains generic checks applicable to all computer nodes.
|ﬂ- Create new check Ins | =|| Name State Description
& Disable all checks EICPU usage Disable This check wil alert y
&  Enable all check 2 Disk space Disable This check will alert w
napie al checks I Physical disk condition Disable This check wil alert
Expand all K Ping computer Disable This check will verfy
Collapse all i
Fiter: | % Delete Del
|“4 Properties
Beset fitter
Common Tasks:
Create root folder
Create new folder 1 n r
Open Quick Launch Console. .

Screenshot 157: Creating a new active monitoring check
1. Click Configuration > Active Monitoring.

2. Right-click the root/sub-folder where you want the new monitoring check to be saved and select Create new check
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Mame Description o

: o &} VBScript Use your own function in'v
[=--_J Terminal Service
«..E) Terminal services: port  Terminal Services Port Che

..... ) CPU usage Check global CPU usage o
----- ) Diskspace Check for disk free space
----- ) File existence Check that the file exists, &
..... ) File size Check the size of a file an

L EJ Foldersize Check disk space used by
----- ) LDAP query Check the status of the LD
) Physical diskcondition

..... Check the physical healt of

----- ) PowerShell Use your own PowerShel =
----- E} Printer availability Check the status of a print
----- E} Process running Check that a process is ru
2 Services Check if services are runni
i G} Users and groups members  Check group allowed mem _
< | T | t

the fitter is empty

| <Back || MNet> | [ Cancel || Finisn

Screenshot 158: Select check type

3. Select the check type and click Next.

@ Check properties

MName

Services

Description

This checks for unning services on the specified sources.

GFI

Consider this monitoring check as a fail after 1 emors
Enable/disable this check

| <Back || Ne> | | cCancel || Fren

Screenshot 159: Configure general check properties
4. Specify a unique name and an optional description in the Name and Description fields.

5.In Consider this monitoring check as fail after {X} errors text box specify the number of errors that must occur, before
the new checks is classified as Failed.
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6. Select/unselect Enable/disable this check to turn on/off the new monitoring check. Click Next.

@ Check ff services are running on the target computen(s)

Check that service  PolicyAgent

@ with intemal name
(7 with display name

is |munning v]

GFI

hiost LSer name password Test |

To access services properties: Start = Settings > Control Panel =
Administrative: Tools » Services

click here to load sample
| <Back || Net> | | Cancel || Finish

Screenshot 160: Configure monitoring check parameters

7. Configure the parameters that have to be checked and click Next.

Note
This step is different for each different type of check you select in step 3.
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m

%5 Target computers

Inherit from parent:

=]

g-,.J 192168322
g-,.J 192.168.3.235
L[] m 1921683276
g-,.J 192.168.3.41
----- []%* SharePairt Servers (0)
----- []%* Teminal Services Servers (0)
----- []%* Web Servers (0)
----- []%* Windows 2000 Domain Controllers {0}
----- []%* Windows 2003 Domain Controllers {0}
----- []%* Windows 2008 Domain Controllers {0}
rl-[v] & Worlestations (3) ~

GFI

=

| <Back || Net> | [ Cancel [ Finish

Screenshot 161: Select the effected sources

Note

Select Inherit from parent to use the same settings as the parent folder.

8.From the list of event sources, select the computers to monitor by this new check. Click Next.

% Schedule scanning

Inherit from parent:

Scanning interval: % |seconds -

GFI

click here to load sample

B ] [(Mot> ] [Cawel [

Screenshot 162: Set the scan time interval
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Note
Select Inherit from parent to use the same settings as the parent folder.

9. Configure the scan interval schedule for the new check. By default, the check scans the selected source(s) once every
5 seconds.

- =

I New check wizard
Action everts

Inherit from parent: ]

Generate an audit event from this machine/device when the check

[Fails or succeeds -
) Cortinuous
GF’. 1 Only once
(D) Once every 5| minutes
@ Once every 10 messages

When the check switch state, generate an audit event from this

machine/device
Failed severity: [2 - Critical w7 ]
Success severty: [E - Irformational - ]

click here to load sample

Next > Cancel || Finish |

Screenshot 163: Configure event log actions

Note
Select Inherit from parent to use the same settings as the parent folder.

10. A monitoring check generates an event log regardless of whether it fails or succeeds. From Action events, when
event logs are generated and how GFl EventsManager classifies the generated logs.

Available options are described in the following table:

Option Description

Generate an audit event from this GFI EventsManager enables you to generate event logs after the event source is checked
machine/device when the check for irregularities. From the drop-down menu, select:
# Fails - generate an event log when the conditions of the check fails
% Succeeds - generate an event log when the conditions of the check succeeds
= Fails or Succeeds - generates an event log every time the check is run on the spe-
cified event source(s).

Continuous Generates an event log every time the check fails/succeeds/both.

Only once Generates an event log the first time the check fails/succeeds/both.

Once every {X} minutes Generates an event log once every number of minutes you specify.

Once every {X} messages Generates an event log once every number of messages you specify. Example: if you key

in 10, only one event log is generated for every 10 times the check fails/succeeds/both.
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Option Description

When the check switch state, generate Generate an event log when the check changes state from Fail to Succeed or vice versa.
an audit event from this

machine/device

Failed severity Select the severity rating that GFI EventsManager assigns to the event log of a failed sys-
tem check.
Success severity Select the severity rating that GFI EventsManager assigns to the event log of a successful

system check.

11. Click Finish.

15.5 Applying active monitoring checks

Active Monitoring can be applied to single event sources or groups of event sources. Event sources can be selected on a

check-by-check basis or at root folder level. Configuring settings at folder level enables the pertaining checks to inherit
the same event source settings.

To assign a pre-configured monitoring check:

1. Go to Configuration > Active Monitoring.

2.Right-click on the monitoring check/folder that you want to assign to your event sources and select Properties.

P

-

Disk space

| General | Custom properties | Taraet computers | Schedule | Action E\rerrtsl

.H.j Target computers

Inher'rt from parent: [

------ ATy’ :
I_—_| . B Sewers ]

e [«];M& 152.168.3.2

----- [«];%&l 152.168.3.22

----- [«];M& 152.168.3.235

----- [«];%& 152.168.3.236

e [] M 192.168.3.41
----- []%* SharePoirt Servers {0}
----- []%* Temminal Services Servers (0}
----- []%* Web Servers (0)
----- []%* Windows 2000 Domain Controllers {0}
----- []%* Windows 20023 Domain Controllers {0}
----- []%* Windows 2008 Domain Controllers {0}
[+ [w] 8¢ Workstations (3) i

m

| ok || Ccaneel

Screenshot 164. Target computers tab

3. From the Target computers tab, select the event source or group of event sources.

4. Click OK
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Note

Select Inherit from parent to use the same settings as the parent folder.

15.6 Deleting folders and monitoring checks

To delete a folder/monitoring check:

1.Go to Configuration > Active Monitoring.

Monitoring checks
| _JJ Genericnode verifications

jj " FRootFolder
-l Sub-fo| o Create root folder  Ctrl+Ins

b Sub-fao
L Create new folder  Alt+Ins

Create new check Ins

Dizable all checks

Enable all checks

®e B

Expand all
Collapse all

Delete Del

&[]

Properties

Screenshot 165: Deleting folders and monitoring checks

2. From the Monitoring checks section, right-click the folder/monitoring check to delete and select Delete.

Important

Deleting a root folder (parent folder), deletes all the contents as well. Make sure that you delete unwanted items

only.
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16 Configuring

This section provides you with information about configuring general settings of GFl EventsManager, such as product
licensing, performance options and product updates.

Topics in this section:

16,1 Performan Ce Ot ONS L 206
16.2 ProdUCt Updates ..o 207
16.3 ProdUCt lICeNSING 209
16.4 Product version INformation .. ... L 210
16.5 Importing and EXPOrting SeTtNGS ... ... e 211
16.6 BUilding quUery restriCtioNS ..o 218

16.1 Performance options

GFl EventsManager provides you with options which enable you to set the performance level of the GFI EventsManager
service.

To configure the performance level:

E GFI EventsManager E@

File  Configure  Help

Status | Configuration | Events Browser Reporting General

8" EventSources [/ EventProcessing Rules EE0 Active Monitoring i‘ﬂpﬁons

Configurations: = | %8 send us feedback... #| Open Quick Launch Console @) Help
¥ Defautt Classffication Actions .
(&1 Users and Groups Performance Options

[+ Console Securty and Audit Options
..... {1 Mering Options

K Syslog Server Options - Edit Performance options...

E SMNMP Traps Server Options —=a| Hereyoucan configure the GFI EventsManager service performance.
----- 5 _

----- | | File Storage 1

----- Lj Database Operations
----- Q Custom Event Logs
{}_ﬁ'} Autolpdate Options

Common Tasks

Screenshot 166: GFl EventsManager Performance Options
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1. From Configuration tab > Options > Configurations, right-click Peformance Options and select Edit Perfformance
Options.

' )

Performance Options @

General

-_ GF| EventsManager service performance
——

Enable and configure GF| EvertsManager service performance level.

Enable EventsManager service peformance

U

Low Medium High

j‘) Changing the performance level reduces CPU load but affect
GF| EventsManger log events processing speed.
Low Performance - 50 events/second for each event source.
High Peformance - 1000-2000 events/second for each evert
source.

OK || Cancel

Screenshot 167: Performance Options dialog
2.Select/Unselect Enable EventsManager service performance to enable/disable service performance options.
3. Move the slider left (low) to right (high) until you reach the required performance level.

4. Click Applyand OK

Note

Setting the performance level on low is estimated to process 50 events per second per event source, while setting
the bar on high processes 1,000 - 2,000 events per second per event source.

16.2 Product updates

Periodically, GFl releases product updates to improve or add functionality to GFl EventsManager. Product updates are
important to download and install because they fix issues with underlying technologies as well as increase compatibility
with different technologies and devices.

When the GFI EventsManager host is connected to the Internet, products updates can be downloaded directly from the
Management Console. Where Internet access is limited or there is none at all, product updates can be downloaded from
an alternate location and then placed in the updates repository manually. Refer to the following sections for information
about:

» Downloading updates directly
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16.2.1 Downloading updates directly
GFl EventsManager enables users to configure how to automatically check for, download and install product updates.
To configure Auto Update options:

1. From Configuration tab > Options > Configurations, right-click Auto Update Options and select Edit updater
options...

-,

Configure Updater @

General Prosy Server

Corfigure how to automatically check for, download and install
patches and updates.

Enable / Disable automatic updates
Check for updates automatically  Daity -

|Ipdates installation
@ Install updates automatically

() Only notify when new updates are available
|Updates installation notfication
Show messages in the application
Send alerts to the GF Everts Manager Administrator user

oK) [Gaea ) [ b )

Screenshot 168: Configure auto update options
2. Configure the options described below:
Check for updates automatically If selected, GFI EventsManager will check for updates automatically on a daily or weekly basis.

Update Now If Check for updates automatically is not selected, use this option to manually check for updates
and install missing updates.

Install updates automatically Installs downloaded updates automatically.

Only notify me when updates Available updates are shown in the Missing Updates section but are not installed.

are available

Show messages in the applic- Shows a message at the bottom of the application page. Click on the displayed message to
ation action the updates.

Send alerts on GFI Event- Sends an email alert on the configured GFI EventsManager Administrator account. For more
sManager Administrator user information refer to Configuring the administrator account.

3.If product updates must be downloaded through a proxy server, click the Proxy Server tab.
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Configure Updater @

Proogy Server

Define a proxy server. GFl EventsManager will use this proogy
server to connect and download updates.

lse & prosy server

Prosgy Settings
Address:  152.168.11.11
Part: 8080

Enable Authentication
|ser Mame: DO MAIN Administrator

Password:

i [f the promy is invalid or offline GF| EventsManager will use default
*  connection settings defined in Intemet Options.

[ OK |[ Cancel |[ ooy |

Screenshot 169: Configuring proxy settings to download product updates
4. Select Use a proxy server and key in the proxy server address and listening port in the Address and Port fields.

5. (Optional) If the proxy server requires authentication, select Enable Authentication and key in the proxy login
credentials.

6. Click Apply and OK

16.3 Product licensing

GFl EventsManager is licensed by event source/computer. All devices that generate a log are considered to be an event
source. Refer to the sections below for more information about GFI EventsManager licensing options.

16.3.1 Viewing license details
To view license distribution details:
1.From General tab > General, click Licensing.

2. From the right pane, click Show details to expand the details section. This will show the number of event sources
configured and respective license type (such as Workstation or Server).

16.3.2 Updating license key
To update your current license key:
1.From General tab > General, right-click Licensing and select Update key...

2. Specify your license key and click OK

GFl EventsManager 16 Configuring | 209



16.3.3 Obtaining a free 30-day trial license key

GFl EventsManager allows you to register your version of the product and receive a free 30-day trial. Once the trial period
is expired, all event log monitoring and management services are disabled and a full license key is required.

To register and receive a 30-day trial license key:
1.From General tab > General, click Licensing.

2. Click the provided link. This will take you to GFI website where you are able to enter you details and receive the license
key by email. The email address you provide in the registration form is where your free 30-day trial key will be sent. If you
have a spam filtering system, make sure the email is not blocked as spam.

16.3.4 Purchasing a license key
To purchase a license key:
1.From General tab > General, click Licensing.

2.From the right pane, click Buy now!. This takes you to GFI website where you can view further information about
licensing and purchase a valid key.

Note
For more information, refer to:

# Licensing Information - https://www.gfi.com/page/13789/products/gfi-events-
manager/pricing/licensing/licensing

= Pricing Information - https://www.gfi.com/products/gfi-eventsmanager/pricing

16.4 Product version information

GFl recommends that you keep GFI EventsManager up-to-date and use the latest product version for full feature support
and device compatibility. Version information can also be useful to troubleshoot functionality errors with a technical
support representative. Refer to the following sections for information about:

16.4.1 Checking your GF| EventsManager version
To check your version information details:

1. From General tab > General, click Version Information.
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s

E GFI EventshManager E@

File  Configure Help

Status Configuration Events Browser Reporting | General |
General- ~ | ® send us feedback... ¥ Open Quick Launch Console @) Help
3] Version fomaior] | .
(8 Licensing Version Information

GFI EventsManager

Support: Copyright © 2006-2013 GFI Software Ltd.
1.4 Support Center

8 Knowledge Base

%0 GFI Forums E ersion: 13.0.0

28 Submit feedback Build number: 20121203
Latest version: M A

Links:

Click here to obtain the version number of the latest release

il
o

GFI EventsManager homepage
How to purchase
Other GF| Products Automatically check for a newer version at startup

il
i

Tl
ol

1

Screenshot 170: Version Information screen
2.View version information details from the right pane.

3. (Optional) Click Click here to obtain the version number of the latest release to get the latest version information
from GFl servers.

16.4.2 Checking for newer versions
To check for newer builds of GFI EventsManager:
1. From General tab > General, right-click Vlersion Information and select Check for newer builds...

2. (Optional) From the right pane, select/unselect Automatically check for a newer version at startup to check for new
versions automatically. By default, this option is enabled.

16.5 Importing and Exporting settings

The provided import and export tool, enables you to seamlessly move configurations from one instance of GFl
EventsManager to another. This can also be done as part of a disaster recovery plan, to avoid having to reconfigure GFI
EventsManager in case of a disaster. The following settings can be imported/exported using GFI EventsManager:

#» Event Sources
= Event Processing Rules

= Events Browser Filters

e

= Options (including Default Classification Actions, Alerting Options, Database operations and more).

This section contains information about:
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# Exporting configurations to a file
# Importing configurations from a file

= |Importing configurations from another instance

16.5.1 Exporting configurations to a file
To export you GFl EventsManager configurations:

1. Click File > Import and Export Configurations....

Import and Export Configurations Wizard @

Welcome to the Import and Export Configurations Wizard ]
You can use this wizard to import or export specific categories of configurations, or to reset [
to the default collections of configurations A

What do you want to do?

@ Export the desired configurations to a file
Exports the desired EventsManager configurations to a file.

1 Import the desired configurations from a file
Imparts the desired EventsManager configurations from a file,

) Import the configurations from another instance
Imports all the configurations from another instance of EventsManager.

Screenshot 171: Export configurations to a file

2. Select Export the desired configurations to a file and click Next.
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I

¢

Import and Export Configurations Wizard

Export configurations to file
Select the path in which to save exported file

Save the exported file as:
C:\Users\Iohn SmithDesktopiconfigurationsBlkp. esmbkp

Browse,..

< Back ” Mext = ][ Cancel

Screenshot 172: Specify export destination

3. Specify the location where the exported file will be saved or click Browse... to look for the location. Click Next.

¢

Import and Export Configurations Wizard

Export configurations to file
Select what configurations you want to export

Export the following configurations:

ERoT

i#-[v] § Computer Group

13

. [#-[¥] 'y Database Server Group
' m Event Processing Rules
-[w]1d] Events Browser Filters
E-[+#]** Options

- [#]%g Default Classification Actions
[#]#% Users and Groups e
[#]¥%s Syslog Server Options
[#]¥%s SMMP Traps Server Options
i [w] =1 Alerting Options
- [Z1## Audit Options

m

| selectal || Clearanl |

[ < Back H Mext = ][ Cancel ]

Screenshot 173: Select export configurations
4. Select the configurations you want to export and click Next.

5. Wait for GFI EventsManager to export the configuration and click OK
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16.5.2 Importing configurations from another instance
To import configurations from another instance of GFl EventsManager:

1. Click File > Import and Export Configurations...

s

Welcome to the Import and Export Configurations Wizard ]
You can uze this wizard to import or export spedfic categories of configurations, or to reset [~
to the default collections of configurations A

What do you want to do?

| Export the desired configurations to a file
Exparts the desired EventsManager configurations to a file.

1 Import the desired configurations from a file
Imports the desired EventsManager configurations from a file,

@ Import the configurations from another instance
Imports all the configurations from another instance of EventsManager.

< Back Mext = ] [ Canicel

Import and Export Configurations Wizard @

Screenshot 174 Import configurations from another instance of GFl EventsManager

2. Select Import the configurations from another instance and click Next.
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I

Import and Export Configurations Wizard

Import configurations from another instance
Select the folder to import from

Select the folder to import from:
C:\Users\ohn Smith\Desktop

< Back ” Mext = ][ Cancel

Screenshot 175: Specify instance location

3. Specify the installation folder path of the instance you want to import configurations from. Alternatively, click Browse...

to look for it. Click Next.

Import and Export Configurations Wizard

Import configurations from another instance
Importing all the configurations from another instance,

Import the following configurations:

¥T
. [@-[v]%" Computer Group
d,J) Database Server Group
; m Event Processing Rules
£ Events Browser Filters
- [#]** Options
. [] % Default Classification Actions

[#]¥g Syslog Server Options
[#]"¥g SMMP Traps Server Options
i [w] =] Alerting Options

L [W1#%% Audit Options

L3

m

[#]# Users and Groups 8

| selectal || clearal

[ < Back ][ Mext = ][

Cancel ]

Screenshot 176: Select configurations to import from another instance of GFl EventsManager

4. Select the configurations you want to import and click Next.

GFl EventsManager
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5. Wait for the configurations to import and click OK

Note

If GFI EventsManager detects other configurations, it will ask you if you want to override or merge both
configurations.

16.5.3 Importing configurations from a file
To import configurations from a file:

1. Click File > Import and Export Configurations....

Import and Export Configurations Wizard @

Welcome to the Import and Export Configurations Wizard ¥
You can use this wizard to import or export spedific categories of configurations, or to reset E_ |

to the default collections of configurations

What do you want to do?

"I Export the desired configurations to a file
Exports the desired EventsManager configurations to a file.

@ Import the desired configurations from a file
Imparts the desired EventsManager configurations from a file,

1 Import the configurations from another instance
Imports all the configurations from another instance of EventsManager.

< Badk Mext = ] [ Cancel

Screenshot 177:Import configurations from a file

2. Select Import the desired configurations from a file and click Next.
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I "

Import and Export Configurations Wizard

Import configurations from file rd=
Select the path of the file from which to import configurations @ !
File to import:

C:\Users\Iohn SmithDesktopiconfigurationsBlkp. esmbkp

< Back ][ Mext = ][ Cancel

Screenshot 178: Specify configuration file location

3. Specify the path where the import file is stored or click Browse... to look for it. Click Next.

Import and Export Configurations Wizard
Import configurations from file rd=
Select what configurations you want to import EI !

Import the following configurations:
N
Elm Event Processing Rules
[#] %" Falders

[#] %" Definitions
=-[#]{&] Events Browser Filters
@ Maps

[#]i2] Browser Filters
[#]ia] Query Filters

- [#]%* Options

| selectal || Clearanl |

[ < Back ” Mext = ][ Cancel ]

Screenshot 179: Select configurations to import
4. Select the configurations you want to import and click Next.

5. Wait for GFI EventsManager to import the configurations and click OK
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Note

If GFI EventsManager detects other configurations, it will ask you if you want to override or merge both
configurations.

16.6 Building query restrictions

GFI EventsManager enables you to build custom queries, using the Edit Query Restriction dialog. For more
information, refer to Using the Edit Query Restriction dialog (page 219).

Queries are instructions GFl EventsManager sends to the database backend when storing and retrieving data. They are
also used to configure rules to trigger actions and alerts when certain attribute values are detected.

The following scenarios use the Edit Query Restriction dialog for granular configuration:

Use Description

Configuring Build queries to filter report information and generate reports pertaining to specific attributes.

reports

Configuring Prevent GFI EventsManager Management Console users from displaying unauthorized information about other
user accounts users, event logs or network activity.

Configuring Scan collected event logs for attributes that match values configured in events processing queries. This enables you
events pro- toinspect network activity in granular detail, which helps you to proactively resolve network issues before evolving
cessing rules into serious problems.
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Advanced Filtering...

Advanced filtering
Spedfy filtering conditions.

Mew Processing Rule Wizard...

Conditions
AND Configure the filtering conditions for the events P !
s daf Report Properties @
?‘_’p General | Layout | Chat | Schedule | Options | Cther |
is
OR
Il Configure the general properties for this report.
Add &B date
impu N )
: ame:
Ic:g i
E'u'EI'I Mew Report Queny

e EIEIEI Y

Ing name = Test AND

[y date Occured Last 7 Days

(Add | [(Edt | [Delete [Gear | 2]+

[0k (Conen ] [

Screenshot 180: Users, Events processing rules and Report queries

16.6.1 Using the Edit Query Restriction dialog

To edit query restrictions for granular filtering and configuration:

1.The following table describes how to launch the Edit Query Restriction dialog for users, reports and processing rules:

Configure... Procedure

Users

Reports

Events processing rules

GFl EventsManager

To launch the query restrictions dialog:

1. Click Configuration tab > Options > Users and Groups > Users.

2. From the right-pane, right-click the user to edit and select Properties.
3. From the User Properties dialog, click Filter tab > Advanced...

4. From the Advanced filtering dialog, click Add.

To launch the query restrictions dialog:

1. Click Reporting tab.

2. From the Reports list, right-click the report to edit and select Properties.
3. From the General tab, click Add.

To launch the query restrictions dialog:

1. Click Configuration tab > Events Processing Rules.

2. From the Rule Folders list, right-click the events processing rule to edit and select Properties.
3. From the processing rule properties dialog, click Conditions tab > Add.

16 Configuring | 219



Edit Query Restriction @

Field Mame: importance

Select field name:

in wark hours In::gc:ﬁ pread E
42]time intemal timestamp Inguﬁ hwrite E
tg,rpe sessinn id E
n.||e name isadmin Erltr'_.r id G
mnn'rtnred machine desu:riptinn id statement id E
Ing format timestamp retum code E
Ing name Ingnﬁ time sessinn cpu E
et.rent id Ingnﬁ Iread E::niended timestamp E

« [ P

Field operator: [Equal Ta - ]
Field value: | Unclassified v

| oKk || Cancel |

Screenshot 181: Defining restrictions: Editing a query restriction

2. From the list of available fields, select a field. Optionally, key in the name in Field Name text box to search for the
required field.

3. Specify a Field Operator for the selected field. Available operators include:

Field Operator Description

Equal To When the event field is equal to the value configured.
Less than When the event field is has a smaller value than the value configured.
Greater than When the event field is has a larger value than the value configured.

Occurred (Related to date/time fields) When the event field date occurred before the value date.

Like When the event field has similar text as the value text.
Contains When the event field contains the value text.
Value in List When the event field is equal to one of the values in a list.

4. Specify a Field Value for the selected field and operator. Some fields have predefined values; others require you to
specify a value.

5.Click OK

Note
Repeat steps 1 to 4 to add all the fields you want to include in the query.

Note

You can copy report restrictions from existing reports. From Reporting tab > Reports, right-click a report and select
Copy Report Restrictions.
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Report Properties

General | Layout | Chat | Schedule | Options | Other |

Il Corfigure the general properties for this report.

Mame:

Computer Account Created

Description:

The report shows the computer accourts which were created. The  »
report is based on the "computer account created”™ event which
usualty signals the fact that a &

Select sort column :

[ Date

- ] [ Ascending

AND
OR

e _Jf - mEnn

AND NOT  §741) AND

O—H rl!lo-!—lamc Hsecurty AND

Iug format = Windows

4645 0R

(Add | [ Edt | [Delets | [ Clear | [+]+

[ ok J[ Camcel J[ Aepy |

Screenshot 182: Defining restrictions: Customizing the condition

6.0nce all the restrictions are defined, use the options described below to customize the query conditions:

Options Description

AND

OR

AND NOT

ORNOT

GFl EventsManager

Select the condition to configure and select AND. The selected condition AND the following condition(s) must be
met for the query to be valid.

Select the condition to configure and select OR. The selected condition OR the following condition(s) must be met
for the query to be valid.

Select the condition to configure and select AND NOT. This means that the selected condition has to match the
restriction parameters but the following conditions must not.

Select the condition to configure and select OR NOT. This means that the selected condition has to match the
restriction parameters OR the following conditions must not.

Click '+ (" to add an opening bracket to the selected condition. Conditions enclosed in brackets are processed first.
Click'+)"to add a closing bracket to the selected condition. Conditions enclosed in brackets are processed first.
Click - (" to remove an opening bracket from the selected condition.

Click =) to remove a closing bracket from the selected condition.

Click Add to launch the restrictions dialog and add more fields to the condition.
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Options Description

Edit Click Edit to access the restrictions dialog and customize the selected condition.
Delete Click Delete to delete a condition.

Clear The Clear button deletes all the query conditions.

Up arrow Use the Up arrow key to move the selected condition up in the list.

Down arrow Use the Down arrow key to move the selected condition down in the list.

7.Click Apply and OK
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17 Database Maintenance

This section provides information about the storage system that GFI EventsManager uses to store processed events. This
system allows great scalability with its fast read/write capabilities; even when processing high volumes of data. To help
you maintain your database backend, GFI EventsManager provides you with dedicated maintenance job options.

Database maintenance jobs provide advanced functionality to administrators, allowing them to:
= Centralize events collected by other remote GFI EventsManager instances into one database backend

= Optimize GFI EventsManager performance by actively controlling database backend growth hence keeping it in
good shape

= |Import and export data to and from older versions of GFl EventsManager without data inconsistencies.

= Import and export events to and from a storage folder minimizing data loads from the database.

Topics in this section:

17.1 Managing the database backend .. . . . 223
17.2 Creating maintenanCe JODS . 233
17,3 BEditing mMaintenanCe JODS L 261
174 Consolidation of eventsin a WAN environment ... 264

17.1 Managing the database backend

This section describes how you can easily manage your backend database through GFI EventsManager Management
Console.

This section contains information about:
#» (Creating a new database

» Protecting your database

» Enabling database record hashing
# Switching databases

= Configuring database rotation options

17.1.1 Creating a new database

GFl EventsManager enables you to have multiple databases to store processed event logs. Through the Events Browser,
Reporting tab and other locations, you can easily switch from one database to another, allowing you to view events or
generate reports from multiple databases. Databases can be further secured by encrypting them with a password.

To create a new database:

1. From Configuration tab > Options > Configurations, right-click File Storage and select Configure file storage....
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I "

Configure file storage @

General | Rotation

I:] Specify the storage folder path where to store archived events.

MName: [ES!TIStEI "H Mew ... ]

Path: Program Files*GFMDLbServer\Databases

[ Switch server ]

In arder to protect your data you can password protect it by selecting the
option below:

Encrypt data using the following password:
Password: TEEBEEES

Corfirm password: T 0

L\'. Waming: Please note that you will have to use the same
password when you decnypt the data.

ok [Goroa J [ oob )

Screenshot 183: File storage system dialog

2.Click New and key in the new database name. Click OKto close the Create new database dialog.
3. Click Browse to select a location other than the default database store.

4. (Optional) Select Encrypt data using the following password and specify the encryption password used to secure
information in the new database.

Note
D Indicates that the specified passwords do not match.

5. Click Applyand OK

17.1.2 Protecting your database

GFl EventsManager enables you protect your database with an encryption key. Encrypting the database will prevent
unauthorized personnel from viewing or accessing event logs.

Important

Encrypting the database will cause the Status Monitor and Events Browser to stop viewing sensitive information.

To encrypt the database backend:
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E GFI EventsManager E

File  Configure Help

Status | Configuration | Events Browser Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring i‘ﬂpﬁuns

Configurations: ~ | %8 send us feedback... @ Open Quick Launch Console @) Help
--#|| Default Classffication Actions ]
-l Users and Groups File S[orage

(- Console Security and Audit Options
----- = Alerting Options

- Syslog Server Options = Configure file storage...

E SHMP Traps Server Options i Select this option to configure the storage where archived events are
----- Bl Performance Cptions stored.

----- J
""" Li Database Cperations IJ Configure hashing ...

""" lé Custom Event Logs Select this option to enable record hashing or to check record hashes on a
@ Autolpdate Options specified database.

m

Common Tasks:

Screenshot 184 Editing file storage settings

1. Click Configuration tab > Options, right-click File Storage and select Configure file storage....
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Configure file storage @

General | Rotation

I:] Specify the storage folder path where to store archived events.

MName: [ES!TIStEI "H Mew ... ]

Path: Program Files*GFMDLbServer\Databases

[ Switch server ]

In arder to protect your data you can password protect it by selecting the
option below:

Encrypt data using the following password:
Password: TEEBEEES

Corfirm password: T g

L\'. Waming: Please note that you will have to use the same
password when you decnypt the data.

ok || cancel |[ Aol |

Screenshot 185: Enabling encryption
2. From General tab, select Encrypt data using the following password to enable encryption.

3. Specify the password and confirmation password.

Note
D Indicates that the specified passwords do not match.

4. Click Apply and OK

Note

The live database (the database you are currently using) cannot be encrypted from this dialog. Only new or offline
databases can be encrypted from here. To encrypt the live database, use the provided CMD tool: esmdlibm.exe. For
more information refer to Using Esmdlibm.exe.

17.1.3 Database record hashing

To further protect your data, GFl EventsManager provides you with record hashing capabilities. Hashing new records is a
method used to ensure that data in your databases remains unmodified. When record hashing is enabled, a hash is
created for every collected log, at collection time. The hash is built based on the data contained in the event log itself
and created as soon as the event log is collected to ensure that itis the original version. When data of a hashed record is
modified (even a character from a word), the hash value changes, indicating that someone could be tampering with
stored records.
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Important
Hashing will fail if anonymization is enabled.

To configure hashing:

P "~

E GFI EventshManager E@

File  Configure  Help

Status | Configuration | Events Browser Reporting General

8" EventSources [ /| EventProcessing Rules KE0 Active Monitoring i‘ﬁpﬁons

Configurations: = | %8 send us feedback... #| Open Quick Launch Console @) Help
~-#| Default Classification Actions )
EEI"-.%- Users and Groups File Storage

[#-%4; Console Security and Audit Options
..... j Alerting Options _

- WA Syslog Server Options Configure file storage...
E SNMP Traps Server Options i Selectthis option to configure the storage where archived events are
----- Bl Peformance Options stored.

----- e Soroc]

..... | 1| Database Operations J Configure hashing ...

m

""" lé Custom Event Logs Select this option to enable record hashing or to check record hashes on a
ollpdate Options specified database.
- Autolpdate Oy ified datab

Common Tasks:

Screenshot 186: Enabling / disabling record hashing

1. From Configuration tab > Options > Configurations, click File Storage > Configure hashing....
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I

Use this dialog to enable/disable record hashing or to check records
_J hashes on a specffic database.

Enable/disable record hashing

Enable record hasing

When enabling record hashing each record will have a field named
"intemal hash" containing the shal hash of all record data.

Mote that enabling record hashing will increase CPU usage and reduce
insert pefomance.

Check hashing

Click the button below to checks records hashes on a specified
database. Checking records hashes means that EventsManager will
read all records in the specified database one by one and if the record
has a field called “intemal hash" it will compute a new hash for the
record and check it against “intemal hash" field value.

Mote that hash check will fail f anonymization is enabled.

Check records hashes

Record hashing options @

OK || Cancel || Aoy

-

Screenshot 187: Record hashing dialog

2. Select/unselect Enable record hashing to turn on/off hashing features.

3. Click Checkrecords hashes to run hash checks on the selected database. Select a database from the list and click OK

to start the check.

4. Click Applyand OK

17.1.4 Switching between file storage databases

GFl EventsManager enables you to use multiple databases, stored in different locations on the same computer or on any

remote computer within your LAN.
To switch between databases:

1.Go to Configuration > Options.

GFl EventsManager
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E GFI EventsManager

File  Configure Help

Status | Configuration | Events Browser Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring i‘ﬂpﬁuns

Configurations: ol M Send us feedback...
fo‘]l Defautt Classification Actions
EEI---,%' Users and Groups
(- Console Security and Audit Options
----- = Alerting Options
- Syslog Server Options
E SMMP Traps Server Options
----- Bl Performance Cptions
----- 3
----- u Database Operations
----- {8 Custom Event Logs
-{¥} PutolUpdate Options

File Storage

stored.

m

Configure hashing ...

u

specified database.

Common Tasks:

W Open Quick Launch Console @) Help

= Configure file storage...
i Select this option to configure the storage where archived events are

Select this option to enable record hashing or to check record hashes on a

Screenshot 188: Options tab

2. From the left pane, right-click File Storage and select Configure file storage...

GFl EventsManager
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Configure file storage @

General | Rotation

- esmstg Mew ...

Path Program Files\GFI\OLbServer\Databases Browse...

Switch server

ionbelow: IIE Switch Database Server

Encrypt data using th|  Enter the hostname or IP address of the remote database
server you want to use.
Password Enter "localhost” to use the server on local machine.

T ——— MOTE: Changing the hostname will tigger a restart of
) S EventsManager.

L\-. Vo P Server hostname:
' password wh RemoteComputerMame.|F|

Screenshot 189: Keying in the server hostname
3. From the Configure file storage dialog, click Switch server. This opens the Switch Database Server dialog.
4.1n the Server hostname text box, key in the Computer Name or IP address of the database machine. Click OK

5. Click Applyand OK

Switching databases from the dashboard

The General dashboard view enables you to switch to a different database without having to access the configuration
tab. This is useful when comparing event logs or assessing the overall status of events management within your
environment.

To switch to a different database from the dashboard:

1. Click Status > General.

. GFI EventsManager Service Status L))

v GFI EventzsManager service is running.
v Syslog V' SNMP Traps
v Database serveris TLNireg.

Screenshot 190: Switch between databases from the dashboard
2.From the GFI EventsManager Service Status section, click Database server is running.
3. From the Configure file storage dialog, click Switch server and key in the database server Name or IP address. Click OK

4. Click Applyand OK
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17.1.5 Configuring database rotation options

When processing events from a large number of event sources, it is important to configure database rotation options.
These options instruct GFI EventsManager to automatically switch to a new database when a certain condition is met.
Doing so helps you maintain a pool of fixed size databases which enable GFI EventsManager to perform better.

When a database becomes too large in size, queries take longer to complete so therefore, GFI EventsManager
performance is affected negatively.

For example, if your event sources normally generate a lot of small sized event logs, enable database rotation for when a
maximum number of records is reached. On the other hand, if the size of event logs that your event sources are
generating is large, configure database rotation for when the database reaches the size limit.

To configure database rotation options:
1. Click Configuration tab > Options.

2. From Configurations, click File storage > Configure file storage...

Configure file storage

Rotation
:q!) Specify the rotation settings

Enable database rotation

Ruotate options
Rotate when database reaches | 1000000 =+ reconds

Flotate when database reaches |1 + GB
Rotate when database is 1 | weeks old
Rotate database on lst of each |1 | monthe

Mumber of databases to createleave O forno limit) |0
Delete databases as nesded

Check and rotate database

4 r

(7} Each day (gvery 24hrs from the service starting time)

@ Only after database maintenance is performed

| oK || Camcel || pply |

Screenshot 191: Configuring database rotation options
3. Click Enable database rotation.

4. Configure the options described below:

Option Description

Rotate when database Specify the number of records that the database has to contain before rotating to a new one.

reaches {X} Records
Note

Minimum value = 1,000, 000 records.
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Option Description

Rotate when database Rotate to a new database when the current one reaches the specified size in Giga Bytes (GB)

reaches {X} GB
Note

Minimum value = 1GB.

Rotate when database is Rotate database when the current one is older than the specified number of weeks.

{X} weeks old
Note

Minimum value = 1 week.

Rotate database on 1st Select this option to rotate databases on the 1st of each number of specified months. Example,
of each {X} months rotate database on the 1st of every month, 1st of every two months or 1st of every six months.

Number of databases to Specify the maximum number of databases that GFI EventsManager is able to create. Leave the

create value at 0 so that an unlimited number of databases can be created.

Delete database as Select this option so that when the maximum number of databases is reached, GFl Event-
needed sManager automatically deletes the oldest database to free space for new ones.

Each day (every 24hrs Select this option to create and use a new database every 24 hours. 24 hours are calculated
from the service starting from the time the GFI EventsManager service starts.

time)

Only after database Create and use a new database, after an existing database performs maintenance operations.
maintenance is per-

formed

5. Click Apply and OK

17.1.6 Configuring Database Operations
To configure Database Operations:
1. Click Configuration tab > Options.

2.From Configurations, right-click Database Operations and select Properties.
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Database Operations Options ==
Schedule

@: I Flease st the schedule options
F

Mark the intervals when maintenance options can be executed:

00h 03k O8h O3 12k 13 18k  21h 24k

SFF

Fr

28

Specify the time when the maintenance options should be executed:

Start datetime: 067092010 [E~  20:01:00 =

[ OK ] [ Cancel Apply

Screenshot 192: Database Operations Options dialog

3. Configure the options from the tabs described below:

Tab Description

General Specify the unique identifier by which this instance of GFI EventsManager will be identified on the network. This
identifier is used as part of the export file-name during Export to file operations.

Schedule  Through the Schedule tab, specify:

# Hours of the day during which maintenance jobs can be executed
# The interval in hours/days with which maintenance jobs will be executed
# The scheduled date/time when maintenance jobs will start being executed.

4. Click Apply and OK

Note

Schedule options can also be modified from Configuration tab > Options > Actions and click Edit schedule
options....

17.2 Creating maintenance jobs

With GFI EventsManager you can schedule maintenance jobs to be executed on a specific day, at a specific time and at
specific intervals. Database maintenance operations may require high utilization of resources. This can degrade server
and GFI EventsManager performance. Schedule maintenance jobs to be executed after office hours to maximize the
availability of your system resources and avoid any possible disruptions to workflow.

GFl EventsManager supports two types of maintenance jobs as described below:
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Job type Description

Import\Export Import/export data from/to other instances of GFI EventsManager. Export data and import them in other instances
Job as part of the data centralization process.

Legacy Import Import data from older versions of the product. Import data from Microsoft” SQL Server® databases, legacy files
Job and legacy file storage. The import jobs supported by this job type are all based on the database backend types of

older versions of GF| EventsManager.

Read the following sections for information about creating the following maintenance jobs:

el

bl

F

e

bl

ol

bl

F

Import from file

Export to file

Export to SQL

Copy data

Commit deletions

Import from SQL Server” databases
Import from legacy files

Import from legacy file storage

17.2.1 Import from file

Import from file enables you to import event data to the GFI EventsManager database, that was previously exported to a
file.

To create an Import from file job:

1.
2.
3.

Click Configuration tab and select Options.
From Configurations, right-click Database Operations node and select Create new job...

Click Next at the wizard welcome screen.
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Job Type
Select the job type

Please select the type of action that this job should perform:

MNew job wizard... @
@ Import\Export Job

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Legacy Import Job

Import data from older version of the product. Data can be imported from: SQL Server
database, legacy files or legacy file storage.

< Back || Mext = | | Cancel
Screenshot 193: Creating Import\Export jobs
4. Select Import/Export Job and click Next.

Mew job wizard...

Import/Export Job Type
Select the job type

&)

Import data as part of the data centralization process. The file to import from needs to
be created by the "Export to file™ job.

Flease select the type of action that this job should perform:
@ Import from file

Export to file

Export data from this instance to files, in order to import them at another location as part
of the data centralization process. You can also burn the exported files for safekeeping.

Export to S50L
Export data from this instance to SQL.

Copy data
Copy data to another storage

Commit deletions
Physically delete events that are marked as deleted.

< Back || Mext = || Cancel

Screenshot 194:Import from file

5. Select Import from file and click Next.
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I

MNew job wizard...

Import from file
Select the file from which to import data.

Please select the file from which to import
C:\ExportedData'\EventManager. cfg

< Back ” Mext = Il Cancel

Screenshot 195: Import from file - Specify import file path

6. Specify the path to the configuration file that contains data you want to import. Optionally, click Browse to look for the
location. Click Next.

I

.

Mew job wizard...

Data protection
Decrypt the protected data @

If the files are password protected select the option below and enter the
password that will be used to decrypt the files:

Decrypt the files using the following password:

Password: TIIIIIIL]

Confirm password: T

< Back “ Mext = |I Cancel

Screenshot 196: Decrypt secure import files

7.If the file you are importing is encrypted, select Decrypt the files using the following password and specify the
password used to encrypt the file. Click Next.
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MNew job wizard...

Filter data
Spedfy filtering conditions for the importediexported data. @

o o] Oner 0 -]

date Occured This Month AND
impartance = Critical AND
impartance = High

(acd | [(dt | [oelete | [dear | +

Screenshot 197: Add filtering conditions

8. Add advanced filtering parameters to import specific events only. Leave empty to import all the event logs from the
file.

Note

For more information refer to Building Query Restrictions.
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Completing the "New Job" Wizard

Select when the job should be executed:

Scheduled job

The job will be saved and executed according to the
Enterprise Maintenance schedule options.

® [] Run the job now
The job will be executed only once,

<Back || Finsh || cancel

Screenshot 198: Execute job options

9. Select when the job is executed and click Finish:

Options Description

Schedule job The job will be saved and executed according to the database operations schedule.
Run the job now Job is executed immediately. Unscheduled jobs only run once and cannot be reused.
17.2.2 Export to file

Export to file enables you to export events to a configuration file that can be imported by another instance of GFl
EventsManager.

NOTE

The Import to File and Export to File feature can be time and resources consuming. It is advisable to create multiple
files with a smaller amount of data, rather and a single and large file.

To create an export to file job:
1. Click Configuration tab and select Options.
2. From Configurations, right-click Database Operations node and select Create new job...

3. Click Next at the wizard welcome screen.
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Job Type
Select the job type

Please select the type of action that this job should perform:

MNew job wizard... @
@ Import\Export Job

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Legacy Import Job

Import data from older version of the product. Data can be imported from: SQL Server
database, legacy files or legacy file storage.

< Back || Mext = | | Cancel
Screenshot 199: Creating Import\Export jobs
4. Select Import/Export Job and click Next.

Mew job wizard...

Import/Export Job Type
Select the job type

&)

Import data as part of the data centralization process. The file to import from needs to
be created by the "Export to file™ job.

Flease select the type of action that this job should perform:
Impart from file

@ Export to file

Export data from this instance to files, in order to import them at another location as part
of the data centralization process. You can also burn the exported files for safekeeping.

Export to S50L
Export data from this instance to SQL.

Copy data
Copy data to another storage

Commit deletions
Physically delete events that are marked as deleted.

< Back || Mext = || Cancel

Screenshot 200: Export to file

5. Select Export to file and click Next.
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I "

MNew job wizard...

Export To File
Select the folder in which to save the exported data.

Save the exported files to this folder:

5
C:WUsers\ohn Smith\Desktop

< Back ” Mext = ][ Cancel

Screenshot 201: Export to file: enter destination path

6.Key in the path to the folder where exported files are saved to. Alternatively, click Browse to look for the location. Click
Next.

I )

Mew job wizard... @

Decrypt/Encrypt
Source data decryption and destination data encryption @

Source database [esmstg] is not encrypted!

In order to protect your data you can password protect the exported files by selecting the option
below:

Encrypt exported data using the following password:

Password: ------------l

Confirm password: sessssssssss

< Badk ” Mext = ][ Cancel

Screenshot 202: Decrypt/Encrypt data

7.1f the source database (esmstg) is encrypted, select Decrypt data using the following password and key in the
decryption key in the Password field.
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8.To encrypt export data, select Encrypt exported data using the following password and key in an encryption key in
the Password and Confirm password fields. Click Next.

' )

New job wizard... ==

[] Export all events

Filter data
Export events based on a specific period. Use the advanced option to add more complex
filters,

i@ Events older than: |7 Days -

4k

() Eventsin the last: |7 | (Daye

Mark events as deleted

The exported/copied events will be marked as deleted and will be
hidden from the source database.

< Badk ” Mext = ][ Cancel

Screenshot 203: Filtering export data

9. Configure the following filtering options and click Next:

Option Description

Export all Export all events from the database.

events

Events Only export events older than the specified number of days/weeks/months.

older than

Events in Only export events that occurred in the last specified number of days/weeks/months.
the last

Mark events  Hide events from the source database after they are exported. To completely remove these events from the
as deleted database, you must run a Commit Deletions job. For more information refer to Commit deletions.

Advanced... Click Advanced... to launch the Advanced Filtering dialog. This enables you to configure granular filtering parameters
to export specific events only. For more information refer to Building query restrictions.
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Completing the "New Job" Wizard

Select when the job should be executed:

Scheduled job

The job will be saved and executed according to the
Enterprise Maintenance schedule options.

® [] Run the job now
The job will be executed only once,

<Back || Finsh || cancel

Screenshot 204: Execute job options
10. Select when the job is executed and click Finish:
Schedule job The job will be saved and executed according to the database operations schedule.

Run the job now Job is executed immediately. Unscheduled jobs only run once and cannot be reused.

Export filename

The convention used by GFl EventsManager to name the export file is shown and described below:

[ESM ID] [Job ID] [Date From] [Date To].EXP

Name Section Description

ESMID Refers to the unique identifier given to each GFI EventsManager instance running in the organization.
Job ID Refers to the unique identifier given to each maintenance job created.
Date From Refers to the date of the earliest event exported.
Date To Refers to the date of the latest event exported.
EXP This is the file extension given to all export files.
17.2.3 Export to SQL

Export to SOL enables you to export items directly to an SOL Server instance that is reachable by the GFl EventsManager
host.

To create an export to SQL job:

1. Click Configuration tab and select Options.
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2. From Configurations, right-click Database Operations node and select Create new job...

3. Click Next at the wizard welcome screen.

' )

Mew job wizard... @

Job Type
select the job type @

Please select the type of action that this job should perform:
@ Import\Export Job

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Legacy Import Job

Impart data from alder version of the product. Data can be imported from: S0L Server
database, legacy files or legacy file storage.

< Badk H Mext = II Cancel

Screenshot 205: Creating Import\Export jobs

4. Select Import/Export Job and click Next.

s )

Mew job wizard...

Import/Export Job Type @

Select the job type

Please select the type of action that this job should perform:
Impart from file
Impart data as part of the data centralization process, The file to import from needs to
be created by the "Export to file™ job.
Export to file

Export data from this instance to files, in order to import them at another location as part
of the data centralization process. You can also burn the exported files for safekeeping.

@ Export to SOL
Export data from this instance to SQL.
Copy data
Copy data to another storage

Commit deletions
Physically delete events that are marked as deleted,

< Back H Mext = II Cancel

Screenshot 206: Export to SOL
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5. Select Export to SQL and click Next.

e )

Mew job wizard...

Export to SQL
Expart data from this instance to SQL

3

Database settings

Please specify the name or IP of the machine containing the SQL
Server  MSDE database to use:

SEerver: ServerMame
Database: DatabaseMame
Table: TableMame

(7 Use Windows authentication @ Use SQL Server authentication
User; ]

Password: SEEAEARERERRRRRREN

< Badk ” Mext = ][ Cancel ]

Screenshot 207: Specifying SQOL Server details

6. Configure the following server options and click Next:

Option Description

Server Key in the name of the machine that is running SQL Server.
Database Key in the name of the destination database.
Note

If the specified database does not exist, GFl EventsManager creates it for you.

Table Key in the name of the destination table.

Note

If the specified table does not exist, GFl EventsManager creates it for you.

Use Windows Use the same logon credentials used to log on to Windows'. The SQL Server” must support this type of
authentication authentication mode to be able to connect and copy information to the server.
Use SQL Server Use the logon credentials configured in your SQL Server”. Key in the username in the User field and the pass-
authentication word in the Password field.
Test connection Click Test Connection to attempt to connect to the SQL Server” using the specified settings.

Note

GFI EventsManager tests the connection automatically after you click Next.
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I

MNew job wizard...

Select SQL table columns
Choose which columns will be exported to the SGQL table,

[ Export all columns

Table columns:

&)

| date | access list

V] time || access mask
¥] importance || access reason
| rule name || accesses

'¥| monitored machine | account domain
V] log format || account expires
¥] log name | account name
| event id | action

¥ in work hours | active profile
|| access granted ] activity id

< [

algorithm n
allowed to
application
audit sourc
authentical
bytes recei
bytes recei
bytes sent
bytes sent
callout id

k

[] Export descriptions

pdate Table

< Back ” Mext =

][ Cancel ]

Screenshot 208: Select columns to export

7. Select the columns you want to export and click Next.

Note
To export all columns, select Export all columns.

I

Mew job wizard...
Filter data

filters,

[7] Export all events

@ Ewvents older than: |7 = |Days -

i) Eventzin the last: |7 —| |Days

Mark events as deleted

The exported/copied events will be marked as deleted and will be
hidden from the source database.

Export events based on a specific period. Use the advanced option to add more complex

&)

< Badk ” Mext =

] [ Cancel

Screenshot 209: Filtering export data
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8. Configure the following filtering options and click Next:

Option Description

Export all Export all events from the database.

events

Events Only export events older than the specified number of days/weeks/months.

older than

Eventsin Only export events that occurred in the last specified number of days/weeks/months.
the last

Mark events  Hide events from the source database after they are exported. To completely remove these events from the
as deleted database, you must run a Commit Deletions job. For more information refer to Commit deletions.

Advanced... Click Advanced.. to launch the Advanced Filtering dialog. This enables you to configure granular filtering parameters
to export specific events only. For more information refer to Building query restrictions.

Completing the "New Job" Wizard

Select when the job should be executed:

Scheduled job

The job will be saved and executed according to the
Enterprise Maintenance schedule options.

® [] run the job now
The job will be executed only once.

< Back ” Finish ][ Cancel

Screenshot 210: Execute job options

9. Select when the job is executed and click Finish:

Options Description

Schedule job The job will be saved and executed according to the database operations schedule.
Run the job now Job is executed immediately. Unscheduled jobs only run once and cannot be reused.
17.24 Copy data

To create Copy data jobs:
1. Click Configuration tab and select Options.

2. From Configurations, right-click Database Operations node and select Create new job...
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3. Click Next at the wizard welcome screen.

e

Mew job wizard...

Job Type
Select the job type

Please select the type of action that this job should perform:
@ Import\Export Job

and import data as part of the data centralization process

Legacy Import Job

database, legacy files or legacy file storage.

&)

Import data from another database instance. Export data from this instance to files

Import data from older version of the product. Data can be imported from: SCQL Server

< Back ” Mext =

I I Cancel

Screenshot 211: Creating Import\Export jobs

4. Select Import/Export Job and click Next.

I

Mew job wizard...

Import/Export Job Type
Select the job type

Please select the type of action that this job should perform:
Import from file

be created by the "Export to file™ job.
Expart to file

Export to S0L
Export data from this instance to SQL.
@ Copydata
Copy data to another storage
Commit deletions
Physically delete events that are marked as deleted.

&)

Import data as part of the data centralization process, The file to import from needs to

Export data from this instance to files, in order to import them at another location as part
of the data centralization process. You can also burn the exported files for safekeeping.

< Badk H Mext =

I I Cancel

Screenshot 212: Select Copy data job

5. Select Copy data and click Next.
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I

MNew job wizard...

Copy data
Copy data to from a database to another database

Please select from which database to copy data
@ Main database. EventsManager main database will be used.

Other database

Please select the destination database
Main database. EventsManager main database will be used.

@ Other database

Path: C:'\EventsManagerDBY,

Mame: Database 2

< Back “ Mext = |l Cancel I

Screenshot 213: Specify source and destination databases

6. Select the source and destination databases. Click Next.

P

Mew job wizard...

Decrypt/Encrypt
Source data decryption and destination data encryption

&)

Source database [esmstg] is not encrypted!

Destination database [ddd] is not encrypted!

Encrypt exported data using the following password:
Password: I

Confirm password: sesssssss

< Badk “ Mext = |I Cancel

Screenshot 2 14: Decrypt source and encrypt destination databases

7.If the source database is encrypted, select Decrypt data using the following password and specify the password
used to encrypt the database.
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8. If you want to encrypt the source data, select Encrypt exported data using the following password. Specify the
encryption password and click Next.

New job wizard...
Filter data

Export events based on a specific period. Use the advanced option to add more complex

filters,

[] Export all events

i@ Events older than: |7 | |Days -

() Eventsin the last: |7 | (Daye

Mark events as deleted

The exported/copied events will be marked as deleted and will be
hidden from the source database.

< Badk ” Mext = ][ Cancel

Screenshot 215: Filtering export data

9. Configure the following filtering options and click Next:

Option Description

Export all events Export all events from the database.

Events older than Only export events older than the specified number of days/weeks/months.

Events in the last Only export events that occurred in the last specified number of days/weeks/months.

Mark events as Hide events from the source database after they are exported. To completely remove these events from the
deleted database, you must run a Commit Deletions job. For more information refer to Commit deletions.
Advanced... Click Advanced... to launch the Advanced Filtering dialog. This enables you to configure granular filtering

parameters to export specific events only. For more information refer to Building query restrictions.

10. Select when the job is executed and click Finish:
Options Description
Schedule job The job will be saved and executed according to the database operations schedule.

Run the job now Job is executed immediately. Unscheduled jobs only run once and cannot be reused.

17.2.5 Commit deletions
To create Commit deletions jobs:
1. Click Configuration tab and select Options.

2. From Configurations, right-click Database Operations node and select Create new job...
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3. Click Next at the wizard welcome screen.

e

Mew job wizard...

Job Type
Select the job type

Please select the type of action that this job should perform:
@ Import\Export Job

and import data as part of the data centralization process

Legacy Import Job

database, legacy files or legacy file storage.

&)

Import data from another database instance. Export data from this instance to files

Import data from older version of the product. Data can be imported from: SCQL Server

< Back ” Mext =

I I Cancel

Screenshot 216: Creating Import\Export jobs

4. Select Import/Export Job and click Next.

I

Mew job wizard...

Import/Export Job Type
Select the job type

Please select the type of action that this job should perform:
Import from file

be created by the "Export to file™ job.
Expart to file

Export to S0L
Export data from this instance to SQL.

Copy data
Copy data to another storage

@ Commit deletions
Physically delete events that are marked as deleted.

&)

Import data as part of the data centralization process, The file to import from needs to

Export data from this instance to files, in order to import them at another location as part
of the data centralization process. You can also burn the exported files for safekeeping.

< Badk H Mext =

I I Cancel

Screenshot 217: Create commit deletion jobs

5. Select Commit deletions and click Next.
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I

MNew job wizard...

Commit deletion
Physically delete events that are marked as deleted,

Please select the database from which you want to physically delete events.
@ Main database. EventsManager main database will be used.

(71 Other database

< Back ” Mext = ][ Cancel

Screenshot 218: Select database to delete records from
6. Select the database to delete records from. Click Next.
7.Select when the job is executed and click Finish:
Schedule job The job will be saved and executed according to the database operations schedule.

Run the job now Job is executed immediately. Unscheduled jobs only run once and cannot be reused.

17.2.6 Import from SQL Server’ Database

1. Click Configuration tab and select Options.
2. From Configurations, right-click Database Operations node and select Create new job...

3. Click Next at the wizard welcome screen.
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E

MNew job wizard...

Job Type

Select the job type

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Please select the type of action that this job should perform:
Impart\Export Job

@ Legacy Import Job

Import data from older version of the product. Data can be imported from: SQL Server
database, legacy files or legacy file storage.

< Back || Mext = || Cancel

Screenshot 219: Creating Import\Export jobs

4. Select Legacy Import Job and click Next.

r

Mew job wizard...

Legacy Import

Import data from older version of the product.

Flease select the type of action that this job should perform:

@ Import from SQL Server database

Imports data from a SQL Server database created with an older version of the product.

Impaort from legacy files
Import data from files created with an older version of the product.

Impart from legacy file storage
Imports data from an older file storage.

< Back || Mext = || Cancel

Screenshot 220: Select Import from SQL Server Database

5. Select Import from SQL Server’ database and click Next.
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I

MNew job wizard...

Import from SQL
Select the database from which the events will be imported.

Database settings

Please specify the name or IP of the machine containing the SQL
Server  MSDE database to use:

SEerver: WI0E\SOLEXPRESS -
Database: EventsManager
@ Use Windows authentication () Use SQL Server authentication
User:
Password:
< Back ” Mext = ] [ Cancel

Screenshot 221: Specify SQL Server address and login details

6. Configure the following server options and click Next:

Option Description

Server Key in the name of the machine that is running SQL Server.

Database Key in the name of the source database.

Use Windows Use the same logon credentials used to log on to Windows'. The SQL Server” must support this type of
authentication authentication mode to be able to connect and copy information from the server.

Use SQL Server Use the logon credentials configured in your SQL Server”. Key in the username in the User field and the pass-
authentication word in the Password field.
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I

MNew job wizard...

Anonymized data
Decrypt anonymized data

Decrypt anonymized data
Enable decryption

DED’}'FItIDI'I kEY P s ssS

CDnﬁrm kEY ES 2222255
|Use secondary decryption key

Decryption key wE
Confirm key wE

< Back ]| Mext = |[ Cancel

Screenshot 222: Decrypt anonymized databases

7.(Optional) If the SQL Server” database is anonymized, select Enable decryption and specify the password used to
anonymize the database.

8. (Optional) If the SQL Server database was anonymized using two password, select Use secondary decryption key and
specify the second security password used to anonymize the database. Click Next.

P

-

Mew job wizard... @

Filter data
Spedfy filtering conditions for the importediexported data. @

o O a0

date Occured This Month AND
importance = Critical AND
importance = High

(add | [edt | [oelete | [cear | C

< Back ” Mext = ][ Cancel

Screenshot 223: Add filtering conditions to filter unwanted data
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9. Add advanced filtering parameters to import specific data only. Leave blank to import all the event logs.

Note
For more information refer to Building Query Restrictions.

P )

New job wizard...
Completing the "New Job" Wizard

Select when the job should be executed:

® Run the job now
The job will be executed only once.

<Back || Finsh || Cancel

Screenshot 224: Specify when the maintenance job is executed

Select Run the job now and click Finish.

17.2.7 Import from legacy files

To create Import from legacy files jobs:

1. Click Configuration tab and select Options.

2. From Configurations, right-click Database Operations node and select Create new job...

3. Click Next at the wizard welcome screen.
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E

MNew job wizard...

Job Type

Select the job type

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Please select the type of action that this job should perform:
Impart\Export Job

@ Legacy Import Job

Import data from older version of the product. Data can be imported from: SQL Server
database, legacy files or legacy file storage.

< Back || Mext = || Cancel

Screenshot 225: Creating Import\Export jobs

4. Select Legacy Import Job and click Next.

r

Mew job wizard...

Legacy Import

Import data from older version of the product.

Flease select the type of action that this job should perform:

Impart from SQL Server database

Imports data from a SQL Server database created with an older version of the product.

@ Import from legacy files
Import data from files created with an older version of the product.

Impart from legacy file storage
Imports data from an older file storage.

< Back || Mext = || Cancel

Screenshot 226: Import from legacy files

5. Select Import from legacy files and click Next.
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I

MNew job wizard...

Import from Legacy files
Select the folder from which to import data.

&)

Please select from which folder to import the files
C:\ExportedData\EventsManager|

Browse...

< Back ” Mext = Il Cancel

Screenshot 227: Specify import file location

6. Specify the path to the configuration file that contains data you want to import. Optionally, click Browse to look for the
location. Click Next.

I

.

Mew job wizard... @

Data protection

Decrypt the protected data @
If the files are password protected select the option below and enter the

password that will be used to decrypt the files:

Decrypt the files using the following password:

Password: TIIIIIIL]

Confirm password: T

< Badk H Mext = II Cancel

Screenshot 228: Decrypt the information in the import file

7. (Optional) If the file was encrypted, select Decrypt the files using the following password and specify the password
used to encrypt the file. Click Next.

GFl EventsManager 17 Database Maintenance | 257



I

MNew job wizard...

Anonymized data
Decrypt anonymized data

Decrypt anonymized data
Enable decryption

Decryption key

CDnﬁrm kEY EETEETEEE

|Use secondary decryption key

Decryption key
Confirm key wE

< Back ” Mext = ]| Cancel

Screenshot 229: Remove anonymization
8. (Optional) If the file is anonymized, select Enable decryption and specify the password used to anonymize the data.

9. (Optional) If the file was anonymized using two passwords, select Use secondary decryption key and specify the
second key used to anonymize the data within the file. Click Next.

s )

Mew job wizard... @

Filter data
Spedfy filtering conditions for the importediexported data. @

o O a0

date Occured This Month AND
impartance = Critical AND
impartance = High

Fadd || Edit | |Delete | | Clear | +

< Back ” Mext = ][ Cancel

Screenshot 230: Filter unwanted events through filtering conditions

10. Add advanced filtering parameters to import specific data only. Leave blank to import all the event logs.
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Note
For more information refer to Building Query Restrictions.

Completing the "New Job" Wizard

Select when the job should be executed:

® Run the job now
The job will be executed only once,

<Back || Finsh | | Cancel

Screenshot 23 1: Specify when the maintenance job is executed

Select Run the job now and click Finish.

17.2.8 Import from legacy file storage

To create Import from legacy files jobs:

1. Click Configuration tab and select Options.

2. From Configurations, right-click Database Operations node and select Create new job...

3. Click Next at the wizard welcome screen.
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I "

MNew job wizard... @

Import data from another database instance. Export data from this instance to files
and import data as part of the data centralization process

Job Type
Select the job type

Please select the type of action that this job should perform:
Impart\Export Job

@ Legacy Import Job

Import data from older version of the product. Data can be imported from: SQL Server
database, legacy files or legacy file storage.

< Back ” Mext = Il Cancel

Screenshot 232: Creating Import\Export jobs

4. Select Legacy Import Job and click Next.

Legacy Import

Import data from older version of the product.

Flease select the type of action that this job should perform:

Mew job wizard... @
Impart from SQL Server database

Imports data from a SQL Server database created with an older version of the product.

Impaort from legacy files
Import data from files created with an older version of the product.

@ Import from leqgacy file storage
Imports data from an older file storage.

< Back ” Mext = ]I Cancel

Screenshot 233: Import legacy file storage data
5. Select Import from legacy file storage and click Next.

6. Specify the path to where the import file is located. Alternatively, click Browse and look for the location.
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7.(Optional) If the data is anonymized, select Enable decryption and specify the password used to encrypt the data.

8. (Optional) If the data is encrypted by two passwords, select Use secondary decryption key and key in the secondary
password. Click Next.

9. (Optional) Specify filtering conditions to filter out unwanted data. Leave it blank to export all the data in the database.
For more information, refer to Defining Restrictions. Click Next.

Completing the "New Job" Wizard

Select when the job should be executed:

® Run the job now
The job will be executed only once.

< Back ” Finish ][ Cancel

Screenshot 234: Specify when the maintenance job is executed

Select Run the job now and click Finish.

17.3 Editing maintenance jobs

To view the progress of scheduled maintenance jobs:

Queued Jobs -3

| Gueued Time Target ... Tamget Log =+
2012/04/12 15:06:11.158 TECHCO ... System
2012/04/12 15:06:11.158 TECHCO ... System )
2012/04/12 15:06:11.158 W703 GFl EndPoirtSec... |~
2012/04/12 15:06:11.158 W7DE Application
2012/04/12 15:06:11.158 W7DE System
2012/04/12 15:06:11.158 W7DE GFl EndPoirtSec. ..
2012/04/12 15:06:11.158 W02 Application -

Screenshot 235: Maintenance job activity
Click Status tab > Job Activity. The status of all maintenance jobs will be displayed in the Queued Jobs section.

To view created maintenance jobs:
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E GFI EventshManager E@

File  Configure Help

Status | Configuration | Events Browser Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring i‘ﬂpﬁuns

Configurations: = | ®8 send us feedback... ¥ COpen Quick Launch Console @) Help
fo‘]l Default Classification Actions
-l Users and Groups J Database Operations
(- Console Security and Audit Options )
..... {=1 Alerting Options Here you can define maintenance jobs to implcrt-'expcrt data from EventsManager storage and to
B Svslog Server Options = import from SQL Server orlegacy export files/legacy file storage. The maintenance jobs will be
E SﬁMg T s Opt executed sequentially in the priority order.
raps Server Cptions
""" BE Performance Options D Job description Date Range Fitter
::g g: — [£12107F95C  Import files from folder C:\Users'John Smith'\Desktop Export all
_____ 3] Custom Event Logs 4 Hﬂiﬂﬂﬂ?ﬂl&ﬁ Export to file in C:\Users'John Smith%Desktop Export all
‘:[-3:4 17B8F2CC  Copy data from C:“Program Files"GFI*\Database Server 20... Export all

-{¥} PutolUpdate Options ..
| % 616BCBES  Delete events from C:\Program Files\GFI"Database Server... Export all

G Tasks- 4 1n I

4 maintenance job(s)

Screenshot 236: Viewing scheduled maintenance jobs
1. Click Configuration tab and select Options.

2. From Configurations, select the Database Operations node. Scheduled maintenance jobs are displayed in the right
pane.

17.3.1 Changing maintenance jobs priority

J Database Operations

Here you can define maintenance jobs toimport'export data from EventsManager storage and to import from SAL Server or legacy export
files/legacy file storage. The maintenance jobs will be executed seguentially in the prionty order.

] Job description Fitter Priority State

E_,j EBDVE104 Import files from folder C:\UsersJohn Smith*Desltop 1 Enabled
H DECBDFER Export to file in C:\Users®John Smith*Desktop 2 Enabled
E_SBSB?DEZA Impaort from SCGL database EvertsManager on server TEM. . 3 Enabled
E_,'j FrO84116 Impaort legacy files from folder C:h\Users'John Smith%Desktop 4 Enabled

Screenshot 237: Maintenance job priorities

By default maintenance jobs are executed according to the sequence with which the jobs are created (First-in-First-out).
Thus the priority of maintenance jobs is determined by the sequence in which jobs are executed.

Toincrease or decrease the priority of a maintenance job:
1. Click Configuration tab and select Options.
2. From Configurations, select Database Operations node.

3. From the right pane, right-click the maintenance job and select Increase Priority or Decrease Priority accordingly.
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17.3.2 Editing maintenance job properties

To edit maintenance jobs properties:

1. From Configuration tab > Options > Configurations, click Database Operations.

2.From the right pane, right-click on a maintenance job and select Properties.

'

Job Properties

=

import Folder | Data | Data Protection |

lob Properties

Export Folder | Data Protection | Fiter Data | Data |

Im arder tg
selecting {1

Encry

Fass

Cortfi

i i -
j lob Properties

Copy Data | Encrypt/Decrypt Data | Fiter Data | Data |

lw Copy data to from a database to another database

Please select from which database to copy data
@ Main database. EvertsManager main database will be used.

(71 Cther database

- ath Browse ...

Please select the destination database
(71 Main database. EventsManager main database will be used.

@ Cther database

Path:  C:Users‘John Smith'Desktop

Mame: -

[ QK J[ Cancel Apph

Screenshot 238: Maintenance job properties dialog

3. From the Job Properties dialog, you can modify the settings you configured while creating the job; such as:

bl

F

ol

e

]

Encryption/decryption passwords

Database names and addresses

Source/destination paths

General job details.

4. Click Applyand OK

GFl EventsManager

17 Database Maintenance | 263



Note
For more information refer to Creating maintenance jobs.

17.3.3 Deleting a maintenance job

To delete maintenance jobs:

1. Click Configuration tab and select Options.

2. From Configurations, select Database Operations node.

3. From the right pane, right-click on the maintenance job to delete and select Delete.

Note
Before deleting maintenance jobs ensure that all data is backed up.

17.4 Consolidation of events in a WAN environment

Organizations that have multiple installations of GFI EventsManager located in remote geographical sites can consolidate
all events into a single database. This facilitates reporting and monitoring procedures.

The consolidation of data consists of two steps:
1. Export events from each remote site.

2. Import the exported events to a central instance of GFl EventsManager.
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GFl EventsManager within WAN

Site 1: Head Office

~
-

Site 2! Production Site Site 3: Distribution Outlet

Export
to file

GFI EventsManager GFI EventsManager

Screenshot 239: Export data from remote sites to the main instance of GFl EventsManager

Step 1: Export events from each remote location

Use the Export to file feature to export events from the local database. GFI EventsManager compresses and encrypts the
data to a file and exports the file to be processed to a central location. For more information, refer to Export to file
(page 238).

NOTE

The Import to File and Export to File feature can be time and resources consuming. It is advisable to create multiple
files with a smaller amount of data, rather and a single and large file.

Step 2: Import events in a central location

The Import to file is executed at the central location, importing the events file exported in Step 1 above, into the central
database. For more information, refer to Import from file (page 234).

When the import is complete, events for the remote site can then be viewed through the Events Browser. Reports with
information relevant to the remote site can also be generated using data from the central database.
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18 How to use command line tools

GFl EventsManager provides you with command line tools through which you can perform various functions without
accessing the Management Console. The available CMD tools are located in the GFI EventsManager install folder.

Topics in this section:

18.1 Using ESMCmdConfig.exe

18.1 Using ESMCmdConfigexe .............................
182 Using EsmDlibMexe ... ... ... ...
183 Using DLibAdmexe ... . ...
184 Using EsmReportexe ... ......oooiiiimiiiiiiiaa...
18.5 Using ESMConvertHTML2PDf exe

ESMCmdConfig.exe enables you to configure general settings for GFl EventsManager; such as:

B

]

F

el

bl

bl

F

GFI EventsManager logon credentials

License key

Mail server settings
Administrator account
Create/Remove Group shortcuts

Get computer names.

To use ESMCmdConfig.exe:

1. Click Start > Run and key in CMD.

2. Click Ctd + Shift + Enter to run CMD with elevated privileges.

3.Change the directory to the GFl EventsManager install directory. Example:

4.Key in ESMCmdConfig.exe followed by the functions described below:

el

bl

F

el

bl

F

e

CD C:\Program Files\GFI\EventsManager

/opiregisterService
/op:enable
/op:disable
/op:SetlLicense
/op:configureAlerting
/op:setAdminEmail

/op:createProgramGroupShortcuts

GFl EventsManager
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= /op:removeProgramGroupShortcuts

= /op:getComputers

18.1.1 /op:registerService

This function enables you to register GFI EventsManager services, using an administrator account. The following
parameters are supported:

Parameter Description
/username:<usemame> Specify the username of an administrator account.
Note

Parameters that contain spaces must be enclosed in double quotes ().

/pass:<password> Specify the password for the account specified in the /username parameter.

Example

ESMCmdConfig.exe /op:registerService /username:Domain\Administrator /pass:p@ss

18.1.2 /op:enable
This function enables you to turn on events management features and does not support additional parameters.
Example

ESMCmdConfig.exe /op:enable

18.1.3 /op:disable

This function enables you to turn off events management features and prompts the user with a custom message. The
following parameter is supported:

Parameter Description

/message:<message> Specify a custom message that is shown to the user before events management features are disabled.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Example

ESMCmdConfig.exe /op:disable /message:"Events Management Disabled!"

18.1.4 /op:SetlLicense

This function enables you to enter the product license key. The following parameter is supported:

Parameter Description

/licenseKey:<key> Specify the product license key.

Example

ESMCmdConfig.exe /op:SetLicense /licenseKey:****x*xkx
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18.1.5 /op:configureAlerting

This function enables you to turn on and configure email alerting options. The following parameters are supported:

Parameter Description

/Server:<server> Specify the mail server IP address or fully qualified domain name (FQDN).
/SenderEmail:<emaif> Specify the sender email address. Notifications appear to have been sent from the specified
address.
/Port:<port> Specify the TCP port used to send emails.
/RequiresAuthentication:<truel Specify if the mail server requires authentication. Supported values are:
false> # True
#  False.
/User:<usemame> Specify the username of the email address specified in the /SenderEmail parameter.
Note

Parameters that contain spaces must be enclosed in double quotes ().

/Pass:<password> Specify the password for the username specified in the /User parameter.

Example

ESMCmdConfig.exe /op:configureAlerting /Server:192.168.11.11
/SenderEmail:jsmith@domain.com /Port:25 /RequiresAuthentication:True /User:jsmith
/Pass:pl@ss

18.1.6 /op:setAdminEmail

This function enables you to configure the EventsManagerAdministrator email address. The following parameter is
supported:

Parameter Description

/email:<email> Specify the EventsManagerAdministrator email address.

Example

ESMCmdConfig.exe /op:setAdminEmail /email:esmadmin@domain.com

18.1.7 /op:createProgramGroupShortcuts
This function enables you to create group shortcuts and has no additional parameters.
Example

ESMCmdConfig.exe /op:createProgramGroupShortcuts

18.1.8 /op:removeProgramGroupShortcuts
This function enables you to remove group shortcuts and has no additional parameters.
Example

ESMCmdConfig.exe /op:removeProgramGroupShortcuts

GFl EventsManager 18 How to use command line tools | 268



18.1.9 /op:getComputers

This function enables you to retrieve a text file containing the names of event sources managed by GFI EventsManager.
The following parameter is supported:

Parameter Description

[filename:<fileName> Specify the full path where the text file is exported to including the name of the text file.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Example

ESMCmdConfig.exe /op:getComputers /filename:C:\ComputerNames.txt

18.2 Using EsmDlibM.exe

EsmDlibM.exe enables you to run operations against the file storage system where processed events are stored
(database backend). Such operations include Importing or Exporting data.

To use EsmDlibM.exe:

1. Click Start > Run and key in CMD.

2. Click Ctd + Shift + Enterto run CMD with elevated privileges.

3.Change the directory to the GFI EventsManager install directory. Example:

CD C:\Program Files\GFI\EventsManager

4.Key in EsmDlibM.exe followed by the functions described below:
= /importFromSQL

# /importFromDlib

= /copyData

= /importFromLegacyFile

= [exportToFile

= /importFromFile

= /commitDeletedRecords

= /exportToSQL

18.2.1 /importFromSQL

This function enables you to import data from an SQL Server” database. The data must be exported from an older version
of GFl EventsManager. The following parameters are supported:

Parameter Description

/server:<serverName> Specify the SQL Server” IP address or machine name.
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Parameter Description

/database:<(maindb)|(backup- Specify the type and name of the source database to import data from .

db)|databaseName>
Note

Parameters that contain spaces must be enclosed in double quotes (*).

/dbauth:<SQL|WIN> Specify the authentication mode configured in the source SQL Server”. Supported values include:

»  SQL to use SQL Server® authentication
#  WIN: to use Windows® authentication.

/username:<usemame> Specify a username that has access to the database from which you want to import data.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/password:<password> Specify the password for the username specified in the /username parameter.

/anonpass1:<password> (Optional) If the source database is anonymized, key in the primary anonymization password to
decrypt import data.

/anonpass2:<password> (Optional) If the source database is anonymized, using two anonymization keys, key in the sec-
ondary anonymization password to decrypt import data.
Example

EsmDlibM.exe /importFromSQL /server:192.168.11.11 /database:EventsDatabase
/dbauth:SQL /username:sa /password:p@ss /anonpassl:p@ss

18.2.2 /importFromDlib

This function enables you to import data that was exported from a database server (DLIB) of an older version of GFI
EventsManager. The following parameters are supported:

/path:i<path> Specify the path to the DLib database server.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/name:<name> Specify the name of the DLib database you want to import.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/anonpass1:< (Optional) If the source database is anonymized, key in the primary anonymization password to decrypt import
password> data.
/anonpass2:< (Optional) If the source database is anonymized, using two anonymization keys, key in the secondary anonym-
password> ization password to decrypt import data.

Example

EsmDlibM.exe /importFromDlib /path:C:\DLibServer /name:EventsData
/anonpassl:p@ss
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18.2.3 /copyData

This function enables you to copy data from one DLib database server to another. The following parameters are

supported:

Parameter Description

/destinationPath:<des-
tinationPath>

/destinationName:<
destinationName>

/destinationEncPass:<
password>

/sourcePath:<
sourcePath>

/sourceName:<
sourceName>

/sourceEncPass:<pass-
word>

/anonpass1:<
password>

/anonpass2:<
password>

/period:<type><num-
ber><unit>

/markEventsAsDeleted

GFl EventsManager

Specify the destination database server.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Specify the destination database name.

Note
Parameters that contain spaces must be enclosed in double quotes ().

(Optional) Specify a password to encrypt data at the destination.

Specify the path to the source database server.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Specify the name of the source database.

Note
Parameters that contain spaces must be enclosed in double quotes ().

(Optional) Specify an encryption key to encrypt source data.

(Optional) Specify the primary anonymization password to anonymize source data.

(Optional) Specify a secondary anonymization password to anonymize source data using two keys.

Enables you to filter by event date to get events from the last days/weeks/months or older than
days/weeks/months. For instance, to filter events that happened in the Last 24 Days, the parameter value is:
124d. And to filter events Older than 3 Weeks, the parameter value is O3W. Supported values include:

o <type>:

# 0- older than
w |- last

®  <number> - specify the number of days/weeks/months
= <unit>:

e d-days
s W- weeks
® m - months.

(Optional) Mark copied events as deleted from the source database. These events will no longer be visible
in the management console but will still remain in the database. To completely remove them from the
database, run Commit Deletions job.
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Parameter Description

/log_format:<value>
/machine:<value> /im-
portance:<value> /oc-
cured:<value>

values are:

# |og_format:

# "windows

® sql audit

# oracle audit

# textlogs

# syslog messages
& snmp traps

& monitoring

®  importance

Unclassified
Low
Medium
High
Critical
Noise

# occurred

Today
Yesterday
Last 7 days
Last 30 days
This month
Last month.

Example

These parameters provide the user a convenient way to filter events by the corresponding columns. Any of
these filters are optional. When used together, they are linked in an AND condition on the source data.
Except for machine, where the user may enter the targeted machine name as displayed in events browser,
the other parameters have predefined values with obvious meaning, that are listed below. Supported

EsmDlibM.exe /copyData /destinationPath:Z:\DestServ /destinationName:DestData
/sourcePath:C:\SourServ /sourceName:SourData /sourceEncPass:p@ss

/markEventsAsDeleted

18.24 /importFromLegacyfFile

This function enables you to import data that was exported to files from an older version of GFI EventsManager. The

following parameters are supported:

Parameter Description

/path:<path>

/logTypes:<application, custom, directory, security, dns, filereplication,
syslog, system, snmp, oracle, sql, text>

/password:<password>

/anonpass1:<password>

/anonpass2:<password>

GFl EventsManager

Specify the path to the import file.

Note

Parameters that contain spaces must be enclosed in double
quotes ().

(Optional) Specify the log types you want to import. Exclude
parameter to import all log types.

(Optional) Specify a password to decrypt import data.

(Optional) Specify the primary anonymization password to
anonymize import data.

(Optional) Specify a secondary anonymization password to
anonymize import data using two keys.
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Example

EsmDlibM.exe /importFromLegacyFile /path:C:\ImportData\Configuration.cfg
/password:plss /anonpassl:p@ss

18.2.5 /exportToFile

This function enables you to export data from a DLib database server to another one as part of the data centralization
process. You can also use this function to backup your data for safekeeping. The following parameters are supported:

Parameter Description

/path:<path>

/sourceEncPass:<pass-
word>

/destinationEncPass:<
password>

/anonpass1:<
password>

/anonpass2:<
password>

/period:<type><num-
ber><unit>

/markEventsAsDeleted

GFl EventsManager

Specify the folder path where data is exported to.

Note
Parameters that contain spaces must be enclosed in double quotes ().

(Optional) Specify a password to encrypt source data.

(Optional) Specify a password to encrypt destination data.

(Optional) If the source database is anonymized, key in the primary anonymization password to decrypt
exported data.

(Optional) If the source database is anonymized using two anonymization keys, key in the secondary
anonymization password to decrypt export data.

Enables you to filter by event date to get events from the last days/weeks/months or older than
days/weeks/months. For instance, to filter events that happened in the Last 24 Days, the parameter value is:
124d. And to filter events Older than 3 Weeks, the parameter value is O3W. Supported values include:

o <type>:

& 0-older than
& |-last

% <number> - specify the number of days/weeks/months
B o<unit>:

= d-days
& W - weeks
® m - months.

(Optional) Mark copied events as deleted from the source database. These events will no longer be visible
in the management console but will still remain in the database. To completely remove them from the
database, run Commit Deletions job.
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Parameter Description

/log_format:<value>
/machine:<value> /im-
portance:<value> /oc-
cured:<value>

values are:

These parameters provide the user a convenient way to filter events by the corresponding columns. Any of
these filters are optional. When used together, they are linked in an AND condition on the source data.
Except for machine, where the user may enter the targeted machine name as displayed in events browser,
the other parameters have predefined values with obvious meaning, that are listed below. Supported

# |og_format:

"windows

sql audit

oracle audit
text logs

syslog messages
snmp traps
monitoring

¥ importance

Unclassified
Low
Medium
High
Critical
Noise

# - occurred

Example

Today
Yesterday
Last 7 days
Last 30 days
This month
Last month.

EsmDlibM.exe /exportToFile /path:C:\ExportedDataFolder /sourceEncPass:p@ss
/markEventsAsDeleted /importance:High

18.2.6 /importFromFile

This function enables you to import data from a file as part of the data centralization process. The import file must
be created from an Export to File job. The following parameters are supported:

Parameter Description

/path:<path>

Note

Specify the path to where the import file is saved.

Parameters that contain spaces must be enclosed in double quotes ().

/password:<pass-
word>

GFl EventsManager

(Optional) If the import file is password protected, key in the password.
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Parameter Description

/log_ These parameters provide the user a convenient way to filter events by the corresponding columns. Any of
format:<value> these filters are optional. When used together, they are linked in an AND condition on the source data. Except
/machine:<value> for machine, where the user may enter the targeted machine name as displayed in events browser, the other
/importance: parameters have predefined values with obvious meaning, that are listed below. Supported values are:
<value> /oc- # |og_format:

cured:<value> .
windows

[ ]

® sql audit

# oracle audit

® textlogs

# syslog messages
& snmp traps

& monitoring

¥ importance

Unclassified
Low
Medium
High
Critical
Noise

# occurred

Today
Yesterday
Last 7 days
Last 30 days
This month
Last month.

Example

EsmDlibM.exe /importFromFile /path:C:\ImportFolder\Import.cfg /password:p@ss
/machine:MS11.domain.com /occured:true

18.2.7 /commitDeletedRecords

This function enables you to delete events that are marked as deleted from the database. The following parameters are
supported:

Parameter Description

/dbPath:<dbPath> Specify the path to the database server which contains events marked as deleted.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/password:<password> (Optional) If the database is password protected, key in the password.

/anonpass1:<password> (Optional) If the database is anonymized, key in the password to remove anonymization.

/anonpass2:<password> (Optional) If the database is anonymized using two anonymization keys, key in the secondary key.
Example

EsmDlibM.exe /commitDeletedRecords /dbpath:C:\DatabaseServerFolder /password:p@ss
/anonpassl:pa$$
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18.2.8 /exportToSQL

This function enables you to export specified event to SQL Server”. The following parameters are supported:

Parameter Description

/server:<server- Specify the IP address or computer name running SQL Server”.

Name>
Note

Parameters that contain spaces must be enclosed in double quotes (*).

/database:< Specify the name of the destination database.
maindb|backupdb
S Note

Parameters that contain spaces must be enclosed in double quotes (*).

/dbauth:< Specify the authentication mode configured in the source SQL Server’. Supported values include:
SQL|WIN> # SQL to use SQL Server” authentication
= WIN: to use Windows  authentication.

/username:<user- Specify a username that has access to the database from which you want to import data.

name
Note

Parameters that contain spaces must be enclosed in double quotes ().

/password:<pass- Specify the password for the username specified in the /username parameter.
word>
/table:<table> Specify the name of the destination table.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/ Enables you to filter by event date to get events from the last days/weeks/months or older than

period days/weeks/months. For instance, to filter events that happened in the Last 24 Days, the parameter value is:
< 124d. And to filter events Older than 3 Weeks, the parameter value is O3W. Supported values include:

type #o<type>:

><

number><unit> * o= olderthan

# |- last

¥ <number> - specify the number of days/weeks/months
#oo<unit>:

# d-days
® W - weeks
# m - months.

/sourceEncPass:< (Optional) If the source data is encrypted, key in the password to decrypt exported data.
password>
/anonpassl:<pass-  (Optional) If the source database is anonymized, key in the primary anonymization password to decrypt expor-
word ted data.
/anonpass2:<pass-  (Optional) If the source database is anonymized using two anonymization keys, key in the secondary anonym-
word> ization password to decrypt export data.

Example
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EsmDlibM.exe /exportToSQL /server:192.168.11.11 /database:EventsDatabase
/dbauth:SQL /username:sa /password:p@ss /table:EventsTable /anonpassl:paS$$

18.3 Using DLibAdm.exe

DLibAdm.exe is used to run administrative operations on DLib Database Servers installed on the network.

To use DLibAdm.exe:

1. Click Start > Run and key in CMD.

2. Click Ctd + Shift + Enter to run CMD as an administrator.

3.Change the active directory to the install folder of DLib Database Server.Key in (example):
CD C:\Program Files\GFI\Database Server 2.1

Press Enter.

4.Key in DLibAdm.exe followed by the functions described below:

» /decryptDatabase

= /encryptDatabase

»/displayAllDLib

e

# /copyMoveDLib

18.3.1 /decryptDatabase
This function enables you to decrypt an encrypted DLib database. The following parameters are supported:
/dbPath:<path> Specify the path to the database you want to decrypt.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/dbName:<name> Specify the name of the database you want to decrypt.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/password:<password> Specify the password used to decrypt the database.

Example

DLibAdm.exe /decryptDatabase /dbPath:"C:\Program Files\GFI\Database Server 2.1"
/dbName :EventsDatabase /password:p@ss

18.3.2 /encryptDatabase

This function enables you to encrypt a specified database. The following parameters are supported:
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/dbPath:<path> Specify the path to the database you want to encrypt.
Note

Parameters that contain spaces must be enclosed in double quotes ().

/dbName:<name> Specify the name of the database you want to encrypt.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/password:<password> Specify the password used to encrypt the database.

Example

DLibAdm.exe /encryptDatabase /dbPath:"C:\Program Files\GFI\Database Server 2.1"
/dbName :EventsDatabase /password:p@ss

1833 /displayAlIDLib

This function enables you to list all the valid DLib Database Servers running in a specified folder. The following
parameter is supported:

Parameter Description

/path:<path> Specify the folder path where you want to scan for valid DLib Database Servers.

Note

Parameters that contain spaces must be enclosed in double quotes ().

Example

DLibAdm.exe /displayAllDLib /path:"C:\Program Files\GFI\Database Server 2.1"

18.3.4 /copyMoveDLib

This function enables you to copy or move a DLib database to a specified location. The following parameters are
supported:

Parameter Description
/sourcePath:<sourcePath> Specify the path to the source database (database you want to move or copy).

Note

Parameters that contain spaces must be enclosed in double quotes ().

/destinationPath:<destinationPath> Specify the path to the destination folder.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/copyMove:<c|m> Specify the action to perform on the database. Supported values:
# ¢ (for copying).
# m (for moving).
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Parameter Description

/dbName:<dbName> Specify the name of the database you want to copy or move.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Exmaple

DLibAdm.exe /copyMoveDLib /sourcePath:"C:\Program Files\GFI\Database Server 2.1"
/destinationPath:C:\EventsDatabases /copyMove:m /dbName:EventsDatabase

18.4 Using EsmReport.exe

EsmReportexe enables you to generate in-product reports such as configuration and job activity reports.
To use EsmReportexe:

1. Click Start > Run and key in CMD.

2. Click Ctd + Shift + Enter to run CMD with elevated privileges.

3.Change the directory to the GFl EventsManager install directory. Example:

CD C:\Program Files\GFI\EventsManager

4.Key in EsmReport.exe followed by any of the following functions:
= Generate Configuration reports
= (Generate Status reports

= Generate Events reports

18.4.1 Generate Configuration reports

This function enables you to generate Configuration reports about a single or group of event sources. The following
parameters are supported:

Parameter Description

[type:<con- Specify the type of report you want to generate. Supported values are:
figuration|statuslevents> = configuration

®  status

= events.

Key in /type:configuration to generate a configuration report.
[target:<path> Specify the folder path where the generated report is saved.

Note
Parameters that contain spaces must be enclosed in double quotes ().

[format:<htmlcsv> Specify the format of the report. Supported values are:
# html
SV
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Parameter Description

/source:<name> Specify the event source name. Use this parameter to generate a configuration report about a single
event source.

Note

Parameters that contain spaces must be enclosed in double quotes ().

/group:<name> Specify the event source group name. Use this parameter to generate a configuration report about a
group of event sources.

Note

Parameters that contain spaces must be enclosed in double quotes ().

Example

EsmReport.exe /type:configuration /target:C:\ReportsFolder /format:html
/group:"Domain Controllers"

18.4.2 Generate Status reports

This function enables you to generate GFI EventsManager Status reports. The following parameters are supported:

Parameter Description

[type:<con- Specify the type of report you want to generate. Supported values are:
figuration|statuslevents> # configuration

®  status

®  events.

Key in /type:status to generate a status report.

/subtype:<messages|stats> Specify the type of status report you want to generate. Supported values are:
# messages - when messages is specified, the following parameters can be used:

& /period:<cunent|date> - key in current to generate a report containing messages gen-
erated on the same day. Else key in a date to generate a status report containing messages
generated on the specified date.

#  stats - when stats is specified as a subtype, the following parameters can be used:

= /format:<htmllcsv> - specify the format of the report. Supported values are HTML and
csv

= /period:<'alltime'ldate> - specify the timeframe that the report is based on. Supported
values include "all time" or else a specific date

& /options:<"enrormessages'|"only with issues™> - specify the type of stats to generate. Sup-
ported values are "error messages" and "only with issues"

# [target:<path> - specify the folder path where the report is saved.

Note
Parameters that contain spaces must be enclosed in double quotes ().

Messages example
EsmReport.exe /type:status /subtype:messages /period:"current date"
Stats example

EsmReport.exe /type:status /subtype:stats /format:html /period:20130111
/options:"error messages" /target:C:\StatsReports
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18.4.3 Generate Events reports

This function enables you to generate Events reports. The following parameters are supported:

Parameter Description

/type:<con- Specify the type of report you want to generate. Supported values are:
figuration|status|events> = configuration

® o status

® events.

Key in /typetevents to generate an events report.
/repname:<fullReportName> Specify a name for the generated report.

Note
Parameters that contain spaces must be enclosed in double quotes ().

/repid:<reportiD> Specify a unique ID for the generated report.

Note
Parameters that contain spaces must be enclosed in double quotes ().

[target<path> Specify the folder path where the report is saved.

Note
Parameters that contain spaces must be enclosed in double quotes ().

[format:<htmllcsv> Specify the format of the report. Supported values are:
®  html
OGSV
/datefrom:<startDate> Specify the start date of the timeframe to report on.
/dateto:<endDate> Specify the end date of the timeframe to report on.
/scheduled Specify this parameter to generate the report based on schedule settings configured in the Man-

agement Console.

Example

EsmReport.exe /type:events /repname:"New Events Report" /repid:11
/target:C:\ReportsFolder /format:html /datefrom:20121201 /dateto:20130111

18.4.4 Using ImportSettings.exe

Importsettings.exe enables you to import configuration from a data folder or from a configuration file that was exported
from another instance of GFI EventsManager. Use this tool to backup configuration settings of the Management Console.

To use ImportSettings.exe:

1. Click Start > Run and key in CMD.

2. Click Ctrd + Shift + Enter to run CMD with elevated privileges.

3.Change the directory to the GFl EventsManager install directory. Example:

CD C:\Program Files\GFI\EventsManager

4.Key in ImportSettings.exe followed by the parameters described below:

GFl EventsManager 18 How to use command line tools | 281



Parameter Description

/operation:<oper-  Specify the operation to perform. Supported values are:
ation> #=  importFile
= jmportFolder.

/destination: Specify the destination folder where configuration is imported.

<folder>
Note

Parameters that contain spaces must be enclosed in double quotes ().

/sourceFile:xfile- Specify the file name that contains exported configurations. Use this parameter to define the file name when
name> running an importFile operation.
Note

Parameters that contain spaces must be enclosed in double quotes ().

/sourceFolder: Specify the folder name that contains exported configurations. Use this parameter to define the folder name
<foldername> when running an importFolder operation.
Note

Parameters that contain spaces must be enclosed in double quotes ().

/id:<Esmin- This parameter can only be used when you want to change the instance 1D of GFI EventsManager. If no value is
stancelD> specified, the same ID is preserved. If you do not use this parameter, /operation, /destination, /sourceFile or
/sourceFolder parameters are mandatory.

Example

ImportSettings.exe /operation:importFile /destination:C:\NewDestination
/sourceFile:C:\ExportedSettings

OR

ImportSettings.exe /id:newInstanceID

18.4.5 Using ExportSettings.exe

ExportSettings.exe enables you to export configuration settings from GFl EventsManager to a configuration file.
To use ExportSettings.exe:

1. Click Start > Run and key in CMD.

2. Click Ctrd + Shift + Enter to run CMD with elevated privileges.

3.Change the directory to the GFl EventsManager install directory. Example:

CD C:\Program Files\GFI\EventsManager

4.Key in ExportSettings.exe followed by the parameters described below:

Parameter Description

/destination: Specify a valid folder path including file name where settings are exported to. Unless specified, .esmbkp is
<fileName> appended as an extension to the file name.

Note
Parameters that contain spaces must be enclosed in double quotes ().
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Parameter Description

[folder: This parameter is used to instruct the tool to export settings from another location than the default Data folder.
<folder> Specify the folder path containing GFI EventsManager data settings to be exported.
Note

Parameters that contain spaces must be enclosed in double quotes (*).

Example

ExportSettings.exe /destination:C:\NewDestination

18.5 Using ESMConvertHTML2PDf.exe

ESMConvertHTML2PDf exe is a tool that ships with GFI EventsManager that enables you to export GFl EventsManager
HTML reports to Portable Document Format (PDF).

To use ESMConvertHTML2PDf exe:

1. Click Start > Run and key in CMD.

2. Click Ctrd + Shift + Enter to run CMD with elevated privileges.

3.Change the directory to the GFl EventsManager install directory. Example:

CD C:\Program Files\GFI\EventsManager

4. Key in ESMConvertHTML2PDf.exe followed by the following parameters:

Parameter Description

/source:<path to HTML files> Set the source path which contains the HTML reports to convert.
/target:<path to PDF file> Specify the destination folder where to store the converted PDFs.
Example:

ESMConvertHTML2PDf .exe /source:C:\Program Files\EventsManager 13
/target:C:\PDFReports\EventsManager

5. Press Enter to run the command.
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19 Configuring Third-Party components
This section provides you with information related to configuring Third-Party components required for GFl
EventsManager auditing operations. Learn how to configure UAC, audit and firewall settings to allow a seamless

communication between GFl EventsManager and the clients machines.

Topics in this section:

19.1 Enabling event source permissions and audit policy manually ... ... ... 284
19.2 Enabling event source permissions automatically ... ... .. ... 288
19.3 Disabling User Account Control (UAQ) ... i 293

19.1 Enabling event source permissions and audit policy manually

This section describes how to configure permissions required by GFI EventsManager to audit systems and process the
necessary events. This process has to be done on each machine to scan.

This section contains information about:

. L . ® .
= Enabling permissions on Windows clients
» Enabling permissions on Windows' servers

» Enabling audit on Windows' clients

NOTE
In an active directory environment, permissions can be set automatically via Group Policy Object (GPO). For more
information, refer to Enabling event source permissions automatically (page 288).

19.1.1 Enabling firewall permissions manually on Windows’ clients
To manually enable firewall rules on Microsoft” Windows' clients:

1. Click Start > Control Panel > System and Security and click Allow a program through Windows Firewall, under
Windows Firewall category.
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Screenshot 240: Allowed programs in Microsoft” Windows" Vista or later

2. From Allowed programs and features list, enable the following rules:
= Remote Event Log Management

# File and Printer Sharing

= Network Discovery.

3. Select Domain, Private and Public for each rule mentioned above.

4.Click OK

19.1.2 Enable Audit Policy manually on clients

To configure audit settings on machines running Microsoft” Windows' Vista or later:

1. Click Start > Run and key in secpol.msc. Press Enter.

2. From the Security Settings node, expand Local Policies > Audit Policy.
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Screenshot 241: Local security policy window

3. From the right panel, double-click Audit object access.

4. From Audit object access Properties, select Success and Failure. Click OK
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Audit object access Properties

Local Security Setting | E:q::nlain|

Audit object access

Audit these attempts:
Success
Failure

i This setting might not be enforced if other policy is configured to
L2 gvemide category level audit policy.
For more information, see Audit object access. (3921468)

| ok || cancel || Appy

Screenshot 242: Audit object access Properties

5. From the right pane, double-click Audit Process tracking.

6. From Audit process tracking Properties, select Success and Failure. Click OK

7. From the right panel, double-click Audit account management.

8. From Audit account management Properties, select Success and Failure. Click OK
9. From the right panel, double-click Audit system events.

10. From Audit system events Properties, select Success and Failure. Click OK

11. Close the local Security Policy window.

. . . . ® . ®
19.1.3 Enabling permissions manually on Microsoft Windows servers
To manually enable firewall rules on Microsoft Windows® servers:

1. Click Start > Control Panel > Security and click Allow a program through Windows Firewall under Windows Fire-
wall category.

2. In the list of programs, enable the following:
s File and Printer Sharing

= Network Discovery
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Screenshot 243: Firewall rules on Microsoft” Windows” Server

3. Click OK

NOTE

In Windows® Server 2008 R2 or later, ensure to select Domain, Private and Public for each rule mentioned above.

19.2 Enabling event source permissions automatically

This section contains information about;
# Enabling permissions via GPO

» Enabling audit via GPO

19.2.1 Enabling permissions via GPO

To enable permissions on all domain clients:
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1. Click Start > Administrative Tools > Group Policy Management.

2. Expand Group Policy Management > Forest > Domains > <Domain name> > Group Policy Objects.

E Group Policy Management !EI E
3, File Action View Window Help | =

== s H
.__-§‘ Group Policy Management
= _ﬂ Forest: tcdomainb. com

= (&4 Domains

= 3 tedomainb.com

sz Default Domain Policy
2 | Domain Controllers
2 | Microsoft Exchange Security Groups
¢ Group Policy Objects

_: Default Domain Controllers Policy

Default Dom

& WMI Filters

Group Policy Management
Contents |

Mame =
j}; Forest: tedomaink.com

0 = &

! GPO Status L
]| Starter GPOs
[ Sites Back Up...
565 Group Policy Modeling Restore from Backup...
1+ Group Paolicy Results Import Settings. ..
Save Report...

Mew Window from Here

Copy
Delete

Rename
Refresh

Help

(Open the GPO editor | |

Screenshot 244: Group Policy Management in Microsoft” Windows Server 2008 R2
3. Right-click Default Domain Policy and select Edit.

4. Expand Computer Configuration > Policies > Windows Settings > Security Settings > Windows Firewall with
Advanced Security, right-click Inbound Rules and select New Rule...
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Screenshot 245: Group Policy Management Editor

5.1n the New Inbound Rule Wizard, select Predefined and select File and Printer Sharing.
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Screenshot 246: Predefined rules

6. Click Next.

7. Select all rules and click Next.

8. Select Allow the connection and click Finish.

9. Repeat steps 5 to 8 for each of the following rules:
= Remote Event Log Management

s Network discovery.

10. From Group Policy Management Editor, expand Computer Configuration > Policies > Windows Settings >
Security Settings > Windows Firewall with Advanced Security, right click Outbound Rules and select New Rule...

11. Repeat Steps 5 to 9 while at step 9 enable only Network Discovery.

12. Close Group Policy Management Editor.
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13. From Group Policy Management, expand Group Policy Management > Forest > Domains > <Domain name> >
Default Domain Controllers Policy.

14. Repeat steps 4 to 13.

15. Click File > Save to save the management console. The group policy comes into effect the next time each machine
is restarted.

19.2.2 Enabling audit via GPO

To configure audit settings on all domain clients:

1. Click Start > Administrative Tools > Group Policy Management.

2. Expand Group Policy Management > Forest > Domains > <Domain name> > Group Policy Objects.
3. Right-click Default Domain Policy and select Edit.

4. Expand Computer Configuration > Policies > Windows Settings > Security Settings > Audit Policy.

|7 Group Policy Management Editor - O 4
File Action View Help
o | AIXEE HME
v & Computer Configuration ~ || Policy a Palicy Setting
. Fl?llc'“ . |27/ Audit account logon events Mot Defined
. J ﬁam Zﬁ,ﬂgs o Audit account management Mot Defined
= )j . '_';mN::i Hﬁ:::?:.mn Policy ) ﬂuudit directony service access Mot Defined
B2 Scripts (Startup/Shutdown) o U o e Mot Defined
5 = Deployed Printers | Audit object access Mot Defined
= _ﬁ Security Settings i Audit policy change Met Defined
3 :ﬂ Account Policies g Audit privilege use Mot Defined
W j Lacal Palicies ¢ Audit process tracking Mot Defined
3 j Audit Policy =5 Audit system events Success, Failure
» (3 User Rights Assignmer
5> [0 Security Options
» @3 Eventlog
» [[§ Restricted Groups
» [[g System Services
» [g Registry
» [[g File System
5 Eu Wired Metwork (IEEE 802.3
s ] Windows Firewall with Ad
[7] Metwork List Manager Poli
> Eaf Wireless Metwork {IEEE 80
» | Public Key Policies
» | Software Restriction Palici ¥
< > < >

Screenshot 247: Group Policy Management Editor
5. From the right panel, right-click Audit system events.
6. From Audit system events Properties, check Define these policy settings and select Success and Failure. Click OK
7. Repeat step 6 for the following policies:
s Audit process tracking

= Audit object access
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s Auditaccount management

8. Click File > Save to save the management console. The group policy comes into effect the next time each machine is
restarted.

19.3 Disabling User Account Control (UAC)

When GFI EventsManager is configured to collect events using a local account target machines must have User Account
Control (UAC) disabled. To disable UAC on Microsoft” Windows' Vista machines or later:

1. Click Start > Run, key in secpol.msc and press Enter.
2. From Security Settings, expand Local Policies and click Security Options.

3. Right-click User Account Control: Run all administrators in Admin Approval Mode and select Properties.

T Local Security Policy EI

File Action View Help
9| EXE = H

i!. Security Settings Policy Security Setting i
>[4, Account Policies

- o 1) Systemn objects: Require case insensitivity for nen-Windows ...  Enabled
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= [ 4 Security Options
[ ] Windows Firewall with Advanced Securil
| Metwork List Manager Policies

1) Systemn objects: Strengthen default permissions of internal ... Enabled
1) System settings: Optional subsystems Posix

lig) System settings: Use Certificate Rules on Windows Executabl... Disabled
1g) User Account Control: Admin Approval Mode for the Built-i...  Disabled

1) User Account Control: Allow UlAccess applications to prom...  Disabled

. [ Public Key Policies 1| User Account Control: Behavior of the elevation prompt for .. Prompt for consent for ..
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s lg IP Security Policies on Local Computer || ] User Account Control: Only elevate executables that are sign... Disabled
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1| User Account Control: Switch te the secure desktop wh ST 3

4| m | » || el User Account Control Virtualize file and registry write fz Help L

Opens the properties dialog box for the current selection.

Screenshot 248: Disabling UAC
4.From the Local Security Settings tab, select Enabled and click OK

5.Close the Local Security Policy window.
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20 Console Security and Audit Options

Console security and audit options enable you to protect GFl EventsManager from unauthorized access and malicious
intent. The provided audit options enable you to accurately monitor GFl EventsManager activity.

Topics in this section:

20.1 Enabling 10gin System o L 294
20.2 ANONYMIZATION .. .. ettt e e e et e e e e 297
20.3 Auditing CONSOle aCtIVItY . L 299
204 Auto-discovery credentials . 301

20.1 Enabling login system

When the login system is enabled all users will be asked to specify their credentials every time they launch the GF
EventsManager management console.

Note
Before you enable the login system, you must configure your mail server settings. For more information refer to

Configuring Alerting Options.

Toenable the log-in system:

1. From Configuration tab > Options expand Console Security and Audit Options node.
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Screenshot 249: Editing console security options

2.Expand Console Security and Audit Options node, right-click Security Options node and select Edit security
options....

GFl EventsManager 20 Console Security and Audit Options | 295
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JE?% Corfigure the EventsManager login options

To compel the users to login when the application starts, enable the
EventsManager login system.

Erable EventsManager login system

To use the EventsManager login system, you must set the
password of the EventsManagerAdministrator user.

ok || cancel |[ Aol |

Screenshot 250: Enabling EventsManager login system
3. Select Enable EventsManager login system to enable login.

4. Click Applyand OK

Note
To configure or edit user passwords go to Configuration tab > Users and Groups > Users, right-click the user
account and select Change Password.

Important
Once the login system is enabled, users must login to the console by specifying their username and password and
must have a valid email configured to be able to retrieve lost passwords. For more information refer to Managing

user accounts.

20.1.1 Password recovery

When GFI EventsManager login system is enabled, all users are requested to enter a valid user name and password to
access the management console.

GFl EventsManager 20 Console Security and Audit Options | 296



G

Enter your usemame and passwaord.

Usemame: EventsManagerAdministrator

Password:  ees

Remember my password

Forgot vour passward 7

0K ]| Cancel

Screenshot 251: Login credentials prompt
If a password is forgotten or lost:
1.Key in your username.

2. Click Forgot your password? link. GFI EventsManager will send an email containing your login password on the email
address supplied during the user account setup.

20.2 Anonymization

In some countries privacy laws state that it is against the law not to encrypt personal information retrieved by monitoring
applications for privacy protection. GFl EventsManager enables you to encrypt personal information when exporting
and/or viewing eventlogs.

Enable anonymization to encrypt all personal information. The Events Browser and Dashboard can recognize such
information and do not display it. Instead, they display <encrypted> or Anonymized data messages instead.

To configure anonymization:
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Screenshot 252: Enable console anonymization

1. From Configuration tab > Options, expand Console Security and Audit Options node, right-click Anonymization
and click Edit anonymization options...
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Screenshot 253: Anonymization options
2. Select Enable Anonymization and enter the encryption password.

3. (Optional) Select Use a secondary protection key to use two passwords for event log encryption. Eventlogs can only
be decrypted by providing two decryption passwords.

4. Click Apply and OK

Note

Once anonymization is enabled, personal data is hidden in:

= Any of the Status views (General, Job Activity and Statistics)
= Events Browser

% Reports

» Exported/archived event logs (you can remove anonymization when importing the exported logs).

20.3 Auditing console activity

GFl EventsManager can save console activity to external logs. To configure console activity auditing:
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user. You can also specify the path of the output log.

Screenshot 254: Enabling console user activity auditing

1. From Configuration tab > Options, expand Console Security and Audit Options node.

2. Right-click Audit Options and select Edit audit options....
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ok [Goroa J [ oob )

Screenshot 255: Audit Options dialog

3. Select Audit all the actions done by users option and specify the location where the output log file will be saved.
4. Click Applyand OK

20.4 Auto-discovery credentials

Auto-discovery credentials are used by GFI EventsManager to login target machines and collect information when
performing an automatic search for event sources. To configure the auto-discovery credentials:
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Screenshot 256: Configuring Auto-Discovery Credentials

1. From Configuration tab > Options, expand Console Security and Audit Options node.

2. Right-click Auto-discovery credentials and select Edit auto-discovery credentials.
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Auto-discovery Credentials @

General
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Password: eesssssssss
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Screenshot 257: Specify Auto-discovery credentials
3.Key in avalid username and password.

4. Click Apply and OK
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21 How to configure User Groups

This section provides you with information related to creating and managing users and groups. Through the Users and
Groups node, users and groups can be created and specific alerts, working hours and other properties can be assigned
to each user and group; while different console access rights can be assigned to each user from the Console Security

and Audit Options node.

Topics in this section:

21.1 Configuring the administrator aCCOUNT .. ... .. o . 304
21.2 Managing USEr @CCOUNTS .. ..ottt e e et e e e et e e e e et 311
319

21.3 MaNAGING USEI GIOUDS . ... e e eee et e e e et e e e e et e e e e ettt e e e e e e et e e e e

21.1 Configuring the administrator account

GFI EventsManager automatically creates an EventsManagerAdministrator account. However, you must still configure
some properties such as the notification addresses and account security.

Note
GFl EventsManager requires a valid administrator email address in order to distribute automatic alerts when

particular events are discovered.

To configure the GFl EventsManager Administrator account:

1. From Configuration tab > Options, expand Users and Groups > Users.
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EGFI EventsManager
File  Configure Help

Status Configuration Events Browser

Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring ‘i‘ﬂpﬁuns

Configurations:

----- (= Merting Options
- B Syslog Server Options
E SMMP Traps Server Options
----- Bl Peformance Options
----- File Storage
----- Database Operations
----- Q Custom Event Logs
-{¥} AutoUpdate Options

Common Tasks:

Eﬂ---‘ﬁb Console Securty and Audit Options

m

M Send us feedback. ..

& Users

W Open Quick Launch Console @) Help

Define the recipient information of each user which will be alerted by EventsManager when
specific rules are tnggered. It i1s recommended to assignusers into groups and set groups for

alerts.

MName Description
,,_‘_'; EventsManagerA... N/A

Effective Rights Email
This user has full privileges

Screenshot 258: Configuring EventsManagerAdministrator account

2.From the right pane, right-click EventsManagerAdministrator and click Properties.
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EventsManagerAdrministrator Properties

General |Wur|cing Hours | Alerts | Member Of | Privileges | Fitter |

=

3_1 Specify the general details for this user

|ser name: EventsManagerAdministrator
Description: MR
Email: jsmith@domain.com

Mabile Mumber: +111222333444

Computers: 192.168.11.11; 192.168.0.4]

@ Multiple emails or computers can be specified by using semicolons
(;) as separator. Network message alerts are sent to the
computers specified.

[ ok || camcel || Apply

-,

Screenshot 259: EventsManagerAdministrator properties

3. From the General tab specify:

= Ausername for GFI EventsManager administrator account
= (Optional) A description for the account

= Avalid email address for email alerts distribution

A valid mobile number for SMS alerts distribution

¥

e

= Valid computer names/IPs for network alerts distribution.

GFl EventsManager
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General | Working Hours | Alerts | Member OF | Privileges | Fiter |

& Specify the user warking hours

00h 03k Och 0%h 12h 18R 18R  21h 24h

Marked time intervals are considered as work time.
|Un-marked times will be considered as outside working time.

ok J[ Cancel |[ ety |

Screenshot 260: Configuring user typical working hours

4. Click Working Hours tab and specify the typical working hours of the administrator. Marked time intervals are
considered as working hours.
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EventshManagerAdministrator Properties

| General I Warking Hours | Hlerts | Member Of | Privileges | Filter |

& Specify the types of alerts this useris to receive

Specify the types of alerts this user should receive for events which
happen during working hours or outside working hours.

During workding COutside of working

hours hours
Email alerts:
Metwork message alerts:
SMS alerts:
Send daily report via email at | 12:00:00 = Tell me mare...

[ ok || camcel || Apply |

Screenshot 26 1: Configure alerts outside working hours

5. Click Alerts tab and select the alerts sent during and outside working hours. Optionally, select Send daily report via
email at and specify the time to send an email containing daily activity.
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EventsManagerAdrministrator Properties @

| General I Warking Hours | Alerts | Member Of | Privileges | Filter |

& Select the notfication groups to which this user belongs

Member of
42, EvertsManagerAdministrators

Select groups...

Select the groups you want this user to belong to:
22 Accounts
42, RaD

42 Sales
42 Executives

Screenshot 262: Select the group which the user account is a member of

6. Click Member Of tab and select the notification groups to which the user belongs. By default the administrator is a
member of the EventsManagerAdministrators notification group.

GFl EventsManager 21 How to configure User Groups | 309



I

EventshManagerAdministrator Properties

| General I Working Hours | Alerts | Member Of | Privileaes | Fitter

& Specify the privileges faor this user

@
]
1]
71
7]

(@ This user has full privileges

This user has read only privileges

@ This user belongs to at least one group that has full privieges.

[ OK ] [ Cancel Appl

Screenshot 263: Configuring user account privileges

7. Click Privileges tab to edit the user privileges. By default the EventsManagerAdministrator account has full privileges
and cannot be modified.
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EventshManagerAdministrator Properties

| General I Working Hours | Alerts | Member Of | Privileges | Fitter

& Specify fitter privileges

Event Sources:
&[] %+ Event Sources

Total privileges:

@ User has full privileges. Filters are disabled Advanced. ..

[ OK ] [ Cancel Anph

Screenshot 264: User account filtering

8. Click Filter tab to edit what the administrator can see in the management console. By default, this tab is disabled for

the EventManagerAdministartor account.

9. Click Applyand OK

21.2 Managing user accounts

GFl EventsManager allows you to create a custom list of users which you can organize into groups to speed up

administrative tasks.

This section contains information about:
#» (Creating a new useraccount

» Changing useraccount properties

» Deleting a user account

21.2.1 Creating a new user account

To create a new user:

1. From Configuration tab > Options, expand the Users and Groups node.

GFl EventsManager
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E GFI EventsManager

File  Configure Help

Status Configuration Events Browser

Reporting General

2 EventSources | /| EventProcessing Rules 1 Active Monitoring ‘i‘ﬂpﬁuns

Configurations:

\f"]] Default Classification Actions
EI.%J Users and Groups

42, Groups

- Console

E, Create user Ins

----- {1 Mering Opfions
- B Syslog Server Options
E SMMP Traps Server Options
----- Bl Peformance Options
----- File Storage
----- Database Operations
----- Q Custom Event Logs
-{¥} AutoUpdate Options

Common Tasks:

M Send us feedback. ..

& Users

Define the recipient information of each user which will be alerted by EventsManager when
specific rules are tnggered. It i1s recommended to assignusers into groups and set groups for

alerts.

W Open Quick Launch Console @) Help

,,_‘_'; EventsManagerA... N/A

MName Description

Effective Rights Email

This user has full privileges

Screenshot 265: Creating a new user

GFl EventsManager

2. Right-click Users sub-node and select Create usetr...
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Mew User... @

General |Wur|cing Hours | Alerts | Member Of | Privileges | Fitter |

3_1 Specify the general details for this user

|ser name: Mew User
Description: This user manages stored events.
Email: user@domain.com

Mabile Mumber: +111222333444

Computers: Machine 11|

@ Multiple emails or computers can be specified by using semicolons
(;) as separator. Network message alerts are sent to the
computers specified.

ok [Goroa J [ oob )

Screenshot 266: Creating a new user - General properties
3. From the General tab specify:

= A username for the user account

e

= (Optional) A description for the account
= A valid email address for email alerts distribution

A valid mobile number for SMS alerts distribution

¥

e

= Valid computer names/IPs for network alerts distribution.
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General | Working Hours | Alerts | Member OF | Privileges | Fiter |

& Specify the user warking hours

00h 03k Och 0%h 12h 18R 18R  21h 24h

Marked time intervals are considered as work time.

|Un-marked times will be considered as outside working time.

ok J[ Cancel |[ ety |

Screenshot 267: Creating a new user - Working hours

4. Click Working Hours tab and specify the typical working hours of the new user. Marked time intervals are considered
as working hours.
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Mew User...

| General I Warking Hours | Hlerts | Member Of | Privileges | Filter |

& Specify the types of alerts this useris to receive

Specify the types of alerts this user should receive for events which
happen during working hours or outside working hours.

During workding COutside of working

hours hours
Email alerts: [
Metwork message alerts:
SMS alerts: [l
Send daily report via email at | 12:00:00 = Tell me mare...

[ ok || camcel || Apply |

Screenshot 268: Creating a new user - Alerting options

5. Click Alerts tab and select the alerts sent during and outside working hours. Optionally, select Send daily report via
email at and specify the time to send an email containing daily activity. For more information, refer to How to
configure alerts (page 322).
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Mew User...

| General I Warking Hours | Alerts | Member Of | Privileges | Filter |

& Select the notfication groups to which this user belongs

Member of :
42, RaD

oK || cancel || spply |

Screenshot 269: Creating a new user - Select notification group(s)

6. Click Member Of tab and click Add. Select the notification groups to which the user belongs and click OK
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Mew User... ﬁ

| General I Working Hours | Alerts | Member Of | Privileaes | Fitter

3_1 Specify the privileges faor this user

Specify whether this user has full privileges or read only privileges.

() This user has full privileges

i@ This user has read only privileges

@ A user with full privileges can modify all the EventsManager
configurations.

ok [Goroa J [ oob )

Screenshot 270: Creating a new user - Privileges

7. Click Privileges tab to configure user privileges. By default, new user accounts have read only privileges.
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Mew User...

| General I Working Hours | Alerts | Member Of | Privileges | Fitter

& Specify fitter privileges

Event Sources:

[=-[m] &+ Event Sources
=)-[m] %+ Computer Group

. O[] % Default
- K Jocalhost

-] ¢ Servers
[#-[] % Workstations

i »

Total privileges:

m-:un'rtu:ured machine =localhost OR
m-:un'rtu:ured machine = 192.168.3.24 OR
mu:nn'rtn:nred machine = 192. 10R
m-:un'rtu:ure-:l machine = 192. 3

168.3.2
168.3.1

Advanced. ..

[ ok || camcel || Apply |

Screenshot 271: User filtering options

8. Click Filter tab to configure what the new user is allowed to display in the management console. The following table

describes the available options:

Option Description

Event GFI EventsManager provides you with a set of pre-configured conditions for filtering event sources. Select the event

Sources sources that you want to be visible for this user.

Total privv  Click Advanced... to launch the Advanced Filtering dialog. This dialog enables you to build your own conditions for

ileges granular filtering, allowing you to filter events containing specific attributes.

To add a condition:

1. From the Advanced Filtering dialog, click Add and select a field from the list. Example: Date, Importance, Log

format.

2. For the selected field, select an operator from the Field operator drop-down menu. Example: Equal to, Less than,

Greater than.

3. Specify a value for the operator in the Field value text box.
4. Click OK

5. Repeat steps 1 to 4 to add more than one field name.

Note

For more information refer to Defining query restrictions.
9. Click Applyand OK

21.2.2 Changing user account properties

To edit user properties:

1. From Configuration tab > Options, expand the Users and Groups node.

GFl EventsManager
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2. From Users sub-node, right-click a user and select Properties.

3. Make the required changes in the tabs available and click OK

21.2.3 Deleting a user account

To delete a user:

1. From Configuration tab > Options, expand the Users and Groups node and select Users.

2.Fromright pane, right-click a user and select Delete.

21.3 Managing user groups

GFl EventsManager enables you to assign users to a group. Once the group properties have been configured, every
member of the group inherits the same settings.

This section contains information about:

= Creating a new group
= Changing group properties

= Deleting a group

21.3.1 Creating a new group

To create a new user group:

1. From Configuration tab > Options, expand Users and Groups node.

s

E GFI EventsManager

File  Configure Help

Status | Configuration | Events Browser

Reporting General

2" EventSources [ /| EventProcessing Rules

I Active Monitoring ©* Options

Configurations:
\f"]_[ Default Classification Actions

El,%u Users and Groups

-~

M Send us feedback. ..

&2, Groups

e $ UsemF@& Create group... Ins

|£3ro_ups are collection of users which can be assigned as slerting recipients. Itis recommended to
555ign groups to rule alerts and anly assign users to groups.

[+ Console Secumty and ALGR Uptions
----- = Alerting Options

- B Syslog Server Options

E SMMP Traps Server Options

----- Bl Peformance Options

----- L:; File Storage

----- Lj Database Operations

----- Q Custom Event Logs

,@f; Autolpdate Options

Common Tasks:

W Open Quick Launch Console

@) Help

MName Description

2, EventzManagerAdministrators

Rights
Thig group has full privileges

1]

Screenshot 272: Creating a new user group

GFl EventsManager
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2. Right-click Groups sub-node and select Create group...

Read-Only users Properties -ﬂ
General | Privileges

Eg) Specify the members of this group
Group name: Read-Onby users|
Description: Memebers of this group have read only permissions.
Members:

!_) User 1

!_; User 2

5 User 2

0K || cancel || Aoply

Screenshot 273: Creating a new user group - General properties
3. Specify the name and an optional description for the new group.

4. Click Add to add users to the group.
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Read-Only users Properties @

Privileges

E?j Specify the privieges of this group

Specify whether this group has full privileges or read only privileges.

() This group has full privileges

i@ This group has read only privileges

@ All the users from a group that has full privileges have also full
privileges.

ok [Goroa J [ oob )

Screenshot 274: Creating a new user group - General properties
5.From the Privileges tab, select if the group has Full or Read Only permissions.
6.Click Applyand OK

21.3.2 Changing group properties
To edit the settings of a user group:

1.From Configuration tab > Options, expand Users and Groups node.

2.From the right pane, right-click on the group to be configured and select Properties.

3. Perform the required changes in the tabs available and click OK

21.3.3 Deleting a group
To delete a user group:
1.From Configuration tab > Options, expand Users and Groups node.

2. Right-click on the group to be deleted and select Delete.

GFl EventsManager
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22 How to configure alerts

This section provides you with information about the available alerting methods and how to configure each according
to your requirements. During event processing, GFI EventsManager automatically executes actions and triggers alerts

whenever particular events are encountered.

Topics in this section:

22.1 Configuring Default Classification Actions ... ... ... ..

22.2 Configuring Alerting OptioNS ... o

22.1 Configuring Default Classification Actions

Through the configuration parameters provided in the default classification actions, you can trigger alerts and actions
based only on event classification. Example: default classification parameters can be configured to trigger email alerts for

all classified events (critical, high, medium and low) but archive only critical events.

P

E GFI EventsManager
File  Configure Help

Status | Configuration | Events Browser Reporting General

(o]l ]

8" EventSources [ /| EventProcessing Rules K0 Active Monitoring i‘ﬂ'pﬁons

-~

Configurations: — M Send us feedback. ..
B Dt Cassiicaton Actions) o _
-8l Users and Groups Default Classification Actions

%4 Console Security and Audit Options
..... __-.T| Alerting Options

m

----- Bl Performance Options
----- L—; File Storage

----- | | Database Operations
..... gj Custom Event Logs

{?f; Autolpdate Options

Common Tasks:

W Open Quick Launch Consale @) Help

- W Syslog Server Options = Edit defaults...
T SNMP Traps Server Options Here you can configure the default classification actions.

Screenshot 275: Configuring default classification actions

To configure Default Classification Actions:

1. From Configuration tab > Options, right-click Default Classification Actions node and Edit defaults...
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General

Default classification actions

@ Set default alerts and actions for each classfication type

This dialog provides the definition of default alerting and archiving options.
These options are referenced by niles which process the collected logs,
depending on the classification applied by the rule.

£8| Critical events actions -
Action |
Héﬂrchiue the evert = |
(= Send email alerts to EventsManagerAdministrators |
] ;':; Send network messageto  <MNo Recipients Configured:

[ 1 Send 5M5 messageto EvertsManagerfdministrators =
1| i | »

Configure

IUnclassified events are all the events sent for processing which
do not trigger any of the selected rules.

[ oK J [ Cancel Aop

Screenshot 276: Default Classification Actions dialog

2. From the drop-down menu, select the event classification to be configured.

3. From Action list, select actions to be triggered and click Configure. The available actions are:

Action Description

Archive the
event

Send email
alerts to

Send network
messages to

Send SMS mes-
sage to

GFl EventsManager

Archives events without further processing.

Click Configure and select the recipients.

NOTE

Ensure that users have a valid email address configured. For more information refer to Managing user accounts.
Click Configure and select the recipients.

NOTE
Ensure that users have a valid computer name/IP configured. For more information refer to Managing user
accounts.

Click Configure and select the recipients.

NOTE
Ensure that users have a valid mobile number configured. For more information refer to Managing user
accounts.
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Action Description

Run file Click Configure and select the file to execute and specify any command-line parameters you want to pass to the
file. Supported files include:
# VB Scripts - *.VBS
# Batch Files - *BAT
#  Executables - *EXE

Send SNMP Click Configure and select the recipients.
Message
Scan com- GFI EventsManager re-audits the computer.
puter
Run checks on Click Configure, select the monitoring checks you want to run when the action is triggered.
computer
Note

Active Monitoring is applied to the corresponding event sources, selected from the Target computers tab. For
more information refer to Creating and configuring Active Monitoring checks.

Note

Ensure that Monitoring Checks processing is enabled or the checks will be discarded. For more information
refer to Configuring event source monitoring.

4. Click Applyand OK

Note

Running default actions on events classified as Low, may cause a lot of network traffic when email, SMS, network or
SNMP alerts are enabled. This may also be problematic when archiving is enabled on Low importance events.

22.2 Configuring Alerting Options

Alerting options enable you to configure what alerts are triggered when particular events are encountered. For example,
you can configure GFI EventsManager to send an email and SMS alert to one or more recipients when a critical event s
processed.

To configure Alerting Options:
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E GFI EventsManager
File  Configure Help

Status | Configuration | Events Browser

Reporting General

2 EventSources | /| Event Processing Rules

Configurations: ol
\f"” Default Classification Actions
-l Users and Groups
(- Console Security and Audit Options
----- 3
K Syslog Server Options
E SMMP Traps Server Options
----- Bl Performance Cptions
----- L__; File Storage
----- u Database Operations
----- {8 Custom Event Logs
-{¥} PutolUpdate Options

m

Common Tasks:

Active Monitorin % Options
g =7 Opt

M| Send us feedback. ..
Alerting Options

j Edit alerting options...

W Open Quick Launch Console @) Help

Here you can configure the SMTP server that will be used to send email
alerts, the SM5 gateway that will be used to send alerts by SM5 or SNMP

traps alerting settings.

l? Edit alerting recipients...
id

Select this option to configure the contact details of the alerting recipients

and to manage user accounts.

Screenshot 277: Configuring Alerting Options

1. Go to Configuration > Options, right-click Alerting Options and select Edit alerting options...

2. Configure the alerting method of your choice.

» Configuring email alerts

#» Configuring network alerts

= Configuring SMS alerts

» Configuring SNMP Traps alerts

22.2.1 Database errors alerts

This section describes how to configure email alerts when database errors occur. Database errors include backup failures,

data corruption, size exceeding maximum size specified and other database operation errors

To configure database error alert settings:

1. From the Alerting Options dialog, click General tab.

2.Check the option Send email alerts on database erors and click OK.

GFl EventsManager
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22.2.2 Email alerts

Alerting Options

Email | Network | SMS | SNMP | General

E'Il Specify the mail server settings to use when sending email alerts.

Specify one or more mail servers to use when sending email alerts in order
of priorty. The atemative mail servers will only be used when mail servers
with higher priorty cannot be contacted or retum emors.

+
+

| Add. || Remove |[ Edt. |

[] Send email alerts as unicode text.

[ Fomat Email Message_ ]

Waming. Sending email alerts as unicode tesd will not work on
some mail servers.

o) [cames ) [

Screenshot 278: Configuring Email options

To configure email alerts:

1. From the Alerting Options dialog, click Email tab.
2. Configure the options described below:

Option Description

Add/Remove/Edit Click Add... to specify the mail server details including the server name /IP, logon credentials and recipient
email address. Use the Remove or Edit button to remove a selected server or edit details.

Up/Down arrow Use the arrow buttons to change the position of the selected mail server. GFI EventsManager attempts to
buttons deliver email alerts via the first mail server. If unsuccessful, it recursively checks the following mail servers.

Send email alerts Select this option to send emails as Unicode text as opposed to HTML or RTF format.
as Unicode text

Format Email Mes-  Optionally, from the Format Email Message drop-down menu, select the log type (Windows', Text Logs,
sage Syslog) and customize the email content.

3.Click Apply and OK
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22.2.3 Network alerts

Alerting Options @

Email | Network |SMS | SNMP | General |

" ".. Specify the networl settings to use when sending network alerts.

Specify the network message settings to use when sending net send”
alerts to the computers used by the administrators of the machines which

triggered amy monitoring alerts.

[ Format network message_. J

Windows Events Alerts
Syslog Alerts
| W3C Logs Alerts |
SMMP Traps Alerts
SQL Server Audit Alerts
Oracle Server Audit Alerts th computers and users. In
ged on so as to

successfulty receive the message. For both computers and users,
the messenger service must be enabled and started.

OK || Cancel || spply |

Screenshot 279: Configuring Network options
To configure network alerts:
1. From the Alerting Options dialog, click Network tab.

2.From Format network message. .. drop-down menu, select the log type and customize the format of the message.

-,

e

Format Message... @
el Save . o G4 Inserttag - | Close

Subject:

Message:
“rule name: - %importance®: - %monitored machine®: - Levent id%|

Screenshot 280: Configuring Network alerts: Format message
3. Click Insert tag to select from a list of tags to include in the message.

4. Click Save and OK
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2224 SMS alerts

Alerting Options

| Email | Network | SM5 | SNMP | General |

'.°.;] zlerts will be sent.

B Specify settings for available SMS systems through which SMS

Select SMS

| Inbuilt GSM SMS Server

Set properties for the selected SMS system:

Property
= Service Center Mu...
= COM Port
= Baud Rate
= |nitialigation String

-

Value

123

1
115200
ATF

* Optional settings

Edit...

[ Format SMS message_. - ]

[ ok J[ Camcel [ sppy |

Screenshot 281: Configuring SMS options

To configure SMS alerts:

1. From the Alerting Options dialog, click SMS tab.

2. Configure the options described below:

Option Description

Select SMS

Set properties for the selec-
ted SMS system

Format SMS message

3. Click Apply and OK

GFl EventsManager

Select the SMS service used to send SMS alerts. Available services include:
+ In-built GSM SMS Server

#  FaxMaker SMS service provider template

#  Clickatell Email2SMS Service

= Generic SMS service provider template.

v

Configure the properties for the selected SMS service type. Amongst others, property settings
include:

#  Service center number

#  COM Port

*» Baud Rate

= SMTP Server

= SMTP Port.

Click Edit... to configure the selected property.

Optionally, from the Format Email Message drop-down menu, select the log type (Windows, Text
Logs, Syslog) and customize the email content.
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22.2.5 SNMP alerts

To configure SNMP alerts:

Alerting Options

| Email | Network | SMS | SNMP | General |

Specify the SMMP forwarding settings that will be used to send
SMNMP alerts.

Specify the IP address where the SNMP alerts wil be sent :
1521681111

Specify the port(s) which wil be used to send SNMP alerts :
Enable forwarding of SNMP alets on TCP port : 162

[] Enable forwarding of SNMP alets on UDP port : 162

Format SMMF message. - ]

[ oK || Camcel || Apply |

Screenshot 282: Configuring SNMP alerts
1. From the Alerting Options dialog, click SNMP tab.
2. Configure the options described below:

Option Description

Specify the IP address where the Enter the IP address of the recipient.
SNMP alerts will be sent

Specify the port(s) which will be Specify TCP/UDP communication port. By default, the assigned port is 162.
used to send SNMP alerts

Format SNMP message Optionally, from the Format Email Message drop-down menu, select the log type
(Windows’, Text Logs, Syslog) and customize the email content.

3. Click Apply and OK
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23 Customising advanced options

Refer to the following guidelines to learn more about advanced customization options.
23.1 Conﬂgure events sources and |Og types

= Audit an even wider range of event sources as required by your specific network configuration through the addition of
other computers / nodes

= Audit diverse event data other than Windows Event Logs. These include Text Logs (such as W3C, CSV, XML and DHCP logs),
Syslogs, SNMP Traps Messages, Active Monitoring Event Logs, Microsoft SQL server and Oracle server audit logs. For more
information, refer to Managing Event Sources (page 66).

! Use this option to extend the amount of event data processed by GFI EventsManager. This enables you to:

23.2 Configure events processing rules

N t Use this option to customize the default set of events processing rules which ship with GFI EventsManager. This enables you to:

#  Thoroughly investigate incidents through the isolation of specific events
#  Take proactive action through the automated response to events on event generation.
For more information, refer to About events processing rules (page 173).

23.3 Configure database operations

#  Save space by deleting old or unnecessary data

#=  Safeguard and consolidate data by importing and exporting data to files

#  Reduce database load by moving data between different instances of GFI Event-
sManager.

For more information, refer to Database Maintenance (page 223).

| Use this option to manage the database backend. This enables you to:

23.4 Configure alert recipients

Use this option to configure the user details of whoever needs to receive notification messages. This enables you to:

= Facilitate user setup through the creation and assignment of users to groups

= Send different notification messages to users depending on the notification type and whether the message is sent during
user working hours or after working hours.

For more information, refer to Managing user accounts (page 311).

23.5 Configure alert options

iyl

Use this option to customize alert generation of notification messages. This enables you to:
u = Customize the alert notification message text which will be relayed to the users

= Configure notification message settings for email, network message and SMS message connections. This includes setting
up the SMS gateway and the email server details.

For more information, refer to Configuring Alerting Options (page 324).
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23.6 Configure active monitoring

Use this option to scan your network for failures or irregularities. This enables you to:
# |dentify and proactively fix unexpected problems before they occur

#  Inspect network activity in granular detail by using a combination of active monitoring checks, events processing rules
and alerts.

For more information, refer to Active Monitoring (page 188).
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24 Troubleshooting

Use the information in the following sections to resolve issues encountered in GFI EventsManager:

#» Documentation

e

» GFl Knowledge Base
# Request technical support

= Web forum

e

B

= Troubleshooter wizard

24.1 Documentation

If this manual does not satisfy your expectations, or if you think that this documentation can be improved in any way, let
us know via email on: documentation@gfi.com.

24.2 GFI Knowledge Base

GFI'maintains a comprehensive knowledge base repository, which includes answers to the most common problems. GFl
Knowledge Base always has the most up-to-date listing of technical support questions and patches. In case the
information in this guide does not solve your problems, next refer to GFl Knowledge Base by visiting: http://kb.gfi.com/.

24.3 Request technical support

If none of the resources listed above enable you to solve your issues, contact the GFI Technical Support team by filling in
an online support request form or by phone.

# Online: Fill out the support request form and follow the instructions on this page closely to submit your support
request on: http://support.gfi.com/supportrequestform.asp

» Phone: To obtain the correct technical support phone number for your region visit: https.//www.g-
fi.com/company/contact.htm

Note

Before contacting Technical Support, have your Customer ID available. Your Customer ID is the online account
number that is assigned to you when first registering your license keys in the GFI Customer Area at:
http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time zone.

24.4 \Web forum

User to user technical support is available via the GFl web forum. Access the web forum by visiting:
http://forums.gfi.com

24.5 Using the troubleshooter wizard

To use the troubleshooting tool:

1.Goto the install folder of GFI EventsManager.
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2. Locate and double-click Trouble.exe.

3. Click Next at the wizard welcome screen.

'

Troubleshooter Wizard - Gathering Information @

Information Details .
Please select the information to gather. GF’

The troubleshooter should:

@ Automatically detect and fix known issues (Recommended)

(7 Gather only application information and logs.

Mote: Lse this option when the problem is already located and only support files
are needed.

<Back | Ned> | | Cancel

Screenshot 283: Select information gathering mode
4. Select how the troubleshooter will collect information. Select from:

» Automatically detect and fix known issues - Select this option to allow GFl EventsManager to run a set of checks to
determine what is wrong

= Gather only application information and logs - Specify your contact details, issue description and your system
information to upload them to our support team. If you choose this option, skip to step 9.
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Troubleshooter Wizard - Gathering Information
Known lssues .
The troubleshooter will check your installation for common issues. GF’

Details:

i-[¥/] Checks if the Processor service is running on this computer.

Ej Checks if the Processar service user has administration privileges.
Ej Checks if Data subfolder has comect pemissions.

i Ej Checks if Debuglogs subfolder has comect pemissions.

Ej Checks if Processar service is excepted by Windows Firewall.

Finished all checks.

Back || Net> | | Canesl

Screenshot 284: Troubleshooter automatic checks

5. Wait for the troubleshooter to run the required checks and click Next.

Troubleshooter Wizard - Known Issues

Known Issues Found

P e GFI

Done.

Ficed all of the izsues which can be automatically solved.
Dioes this solve the problem(s) you were having?
i) Yes

@ Mo

<Back || Net> | | Cancel

Screenshot 285: Troubleshooter automatically fixing detected issues

6. Wait for the troubleshooter to apply fixes for issues detected during the check. If this solves your problem, click Yes and
Finish. If the problem remains, select No and click Next.
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I "

Troubleshooter Wizard - Gathering Information @
Search GFl Knowledge Base
Please fill in the appropriate information. GF’

Enter search tems:

Cannct scan SGL Server sources| Search

Mote: The search temms must be accurate. Entering mare seanch terms will namow your
gearch and yield less results.

Search will be performed using the knowledge databases available at
http://forums gfi . com. and http://base ofi.coms.

Did the information found in the knowledge databases help you fix the issue(s)?

Yes
i@ Mo

lach Mext = Cancel

Screenshot 286 If the problem persists, search for articles on our knowledge base

7. Search our knowledge base archive for articles related to your problem. Key in the error your are encountering in the
Enter search items text box and click Search. If this solves your problem, click Yes and Finish. If the problem remains,
select No and click Next.

P )

Troubleshooter Wizard - Gathering Information @

More Information
The troubleshooter will collect further infomation. GF’

The troubleshooter was unable to automatically locate your issue.

Mexd it will guide you through a wizard which will collect the information required by our
support department in order to fix your issue(s).

< Back Meat = ][ Cancel

Screenshot 287: Manually checking for issues

8. Click Next.
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I

Contact Details

Troubleshooter Wizard - Gathering Information

Please fill in your personal details comectly. GF’

Mame: Registered Mame
Comparty: Reaqistered Comparry
Address: Address

Courtry: Courtry

Telephane: 95999995

Fae:

E-mail Address: riame&domain.com
Date of purchase: 111111

Place of purchase:

< Back ]| Next > |[ Cancel

Screenshot 288: Specify contact details

9.Key in your contact details so that our support team would be able to contact you for further analysis information. Click
Next.

s )

Troubleshooter Wizard - Gathering Information @
Problem Description
Please fill in the appropriate information. GF’

Please describe in detail the problem you are having:

| am able to add 5GL Server sources but no event logs are being collected. -

if it can be reproduced, please explain how:

EventsManager is installed on Windows Server 2008 -
Trying to scan Microsoft SGL Server 2008 machine

< Back ]| Next > |[ Cancel

Screenshot 289: Key in the problem description and other information

10. Specify the error you are getting and other information that would help our support team to recreate this issue. Click
Next.
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I "

Troubleshooter Wizard - Gathering Information

Machine Information
Please fill in the appropriate information.

This information was gathered from your machine:

Lbgged user: John Smith

Computer name: W70E

Windows directony: C:\Windows

System directory: C:\Windows'system32

GFl EventsManager directony: C:\Program Files*GFI"\EventsManager®.
05 Version: Windows 7 (6.7) (Build 7600: ) ik

[ | »

You can add maore information: (2.0, machine specifications # network carfiguration)

<Back | Ned> | | Cancel

Screenshot 290: Gathering machine information

11.The troubleshooter scans your system to get hardware information. You can manually add more information in the
space provided or click Next.

-

(]

Troubleshooter Wizard - Results

Completing the GFI
EventsManager
Troubleshooter Wizard

The file shown below is a "ZIP” archive containing all the files
that where gathered by this Wizand.

I~ \Program Files"GFI"\EventsManager'.

Select Goto GFI Support..." forinstructions on how to
contact the GF| support department .

If the resulting "ZIP* archive is larger than 4 MB, please select
‘FTP Upload Instructions. .." for instructions on how to upload
this file to our FTF site.

[

FTP Upload Instructions... ]

[

Open Cortaining Folder... ]

[

Go to GFI Support... ]

< Back Cancel

Screenshot 291: Finalizing the troubleshooting process

12. At this stage, the troubleshooter creates a package with the information gathered from the previous steps. Next, send
this package to our support team so they can analyze and troubleshoot your problem. Select from:

GFl EventsManager 24 Troubleshooting | 337



#» FTP Upload Instructions - Opens an article to give you instructions on how you can upload the troubleshooter pack-
age toour FTP server

» QOpen Containing Folder - Opens the folder containing the troubleshooter package so that you can send it via email
= Go to GFl Support - Opens the support page of GFl website.
13. Click Finish.
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25 Glossary

A

Actions

The activity that will be carried out as a result of events matching specific conditions. For example you
can trigger actions whenever an event is classified as critical. Actions supported by GFl EventsManager
include Email alerts, event archiving and execution of scripts.

Alerts

Notifications which inform recipients that a particular event has occurred. GFl EventsManager can gen-
erate Email alerts, SMS alerts and Network alerts.

Archive
A collection of events stored in the SQL Server based database backed of GFl EventsManager.

Audit account management

Generates events when account management operations are done such as create/delete a user account
or group, enable/disable a user account and set/change a user password. For more information, refer to
http://technet.microsoft.com/en-us/library/cc737542(WS.10).aspx

Audit process tracking

Generates events which track actions such as programs which are launched, closed, as well as other indir-
ect object access information which contain important security information. For more information, refer
to http://technet.microsoft.com/en-us/library/cc775520(WS.10).aspx

Audit system events

Generates events when important system events happen such as user restarts or shuts down the target
computer or when an event occurs that affects the security log. For more information, refer to http://-
technet.microsoft.com/en-us/library/cc782518(WS.10).aspx

COM+ Network Access

Enable this firewall permission to allow client machines to access applications or services that resides on
the server. This allows GFI EventsManager to access resource from all servers. For more information about
this permission, refer to http://technet.microsoft.com/en-us/library/cc731967.aspx

Email alerts

Email notifications which inform recipients that a particular event has occurred. To enable email alerts,
you must have access to an active mail server.

Event classification
The categorization of events as Critical, High Medium, Low or Noise.
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Event logs
A collection of entries which describe events that occurred on the network or on a computer system. GF|
EventsManager supports different types of event logs including: Windows Event Log, W3C Logs, Syslog,
SNMP Traps and SQL Server audit events.

Event processing rules
A set of instructions which are applied against an event log.

File and Printer sharing
Enable this firewall permission to allow GFl EventsManager to access events definitions on target
machines. For more information, refer to http://technet.microsoft.com/en-us/library/cc779133
(WS.10).aspx

Intemet Protocol Security
A framework of open standards used to encrypt and authenticate network packets during a com-
munication session between computers. Using cryptography services, IPsec ensures data integrity,
authentication and confidentiality.

IPsec
Internet Protocol Security is a framework for a set of protocols for security at the network or packet pro-
cessing layer of network communication. Earlier security approaches have inserted security at the Applic-
ation layer of the communications model. IPsec is said to be especially useful for implementing virtual
private networks and for remote user access through dial-up connection to private networks. A big
advantage of IPsec is that security arrangements can be handled without requiring changes to individual
user computers.

M

Management Information Base
A MIB is the equivalent of a data dictionary or codebook. It associates object identifiers (OIDs) with a read-
able label and various other parameters related to an active network object such as a router. Its main
function is to assemble and interpret SNMP messages transmitted from SNMP-enabled network devices.
The information stored in MIBs is organized hierarchically and is normally accessible using a protocol such
as SNMP.

Networkalerts
Network messages (known as Netsend messages) which inform recipients that a particular event has
occurred. These messages are sent through an instant messenger system/protocol and are shown as a
popup in the system tray of the recipient’s desktop. To setup network alerts, you must specify the name
or IP of the computers where the Netsend messages will be sent.
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Network discovery
Enable this firewall permission to allow GFI EventsManager to gather information about connected
machines on the network that can be scanned. For more information, refer to http://-
technet.microsoft.com/en-us/library/cc181373.aspx

Noise
Repeated log entries which report the same event.

0
Object auditing
Enable this auditing feature to audit events of users accessing objects (example, files, folder and printer).
For more information, refer to http://technet.microsoft.com/en-us/library/cc976403.aspx
R

Remote Event Log Management
Required to allow GFI EventsManager to access and collect events from remote machines. For more
information, refer to http://technet.microsoft.com/en-us/library/cc766438.aspx

Rule-set folder
The folder which contains one or more rule-sets.

Rule-sets
A collection of event processing rules.

SMS alerts
SMS notifications which inform recipients that a particular event has occurred. In GFl EventsManager,
SMS alerts can be sent through various sources including mobile phones with modem capabilities and
email-to-SMS web-based gateways.

SNMP Object Identifier (OID)
An SNMP object identifier is an address made up of a sequence of ‘dotted’ numbers (Example:
1.3.6.1.4.1.2682.1). These numbers uniquely identify and locate a specific device (Example: hub) within
the entire network. SNMP OIDs are a key component in the assembly of SNMP messages. In fact, an SNMP
server cannot interpret or assemble messages which don't have an OID. Individual vendors often create
their own MIBs that only include the OIDs associated specifically with their device.

SNMP Traps
Notifications/alerts generated and transmitted by active network components (Example: hubs, routers
and bridges) to SNMP server(s) whenever important events such as faults or security violations occur.
Data contained in SNMP Traps may contain configuration, status as well as statistical information such as
number of device failures to date.
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Syslog messages
Notifications/alerts most commonly generated and transmitted to a Syslog server by UNIX and Linux-
based systems wheneverimportant events occur. Syslog messages can be generated by workstations,
servers as well as active network devices and appliances such as Cisco routers and Cisco PIX firewalls to

record failures and security violations amongst other activities.

Unclassified events
Events that did not satisfy any of the event processing conditions configured in the event processing
rules.

W

W3Clogs
W3Cisa common log format developed by the World Wide Web Consortium. W3C logs are text-based
flat files used mainly by web servers including Microsoft Internet Information Server (IIS) to record web

related events such as web logs.

Windows Event Logs
A collection of entries which describe events that occurred on a computer system running Windows OS.
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A
Activity Monitoring 133

Alerting Options 36,45, 50, 144, 211, 268, 294, 315, 324,
326-329

Alerts 11-12,43,45, 50,52, 56,78, 135,158, 173,182, 186,
188, 194, 198, 208, 218, 304, 308, 315, 322, 324, 326-
329,331

Anonymization 59, 227,258, 270, 297
Antivirus 19,116

Archive 11,18,50,71,78,83,93,102,104,107, 111,173,
182,323,335

Audit Options 60, 97, 294, 298, 300, 302, 304
Auto Update 26, 208

B

Backup 41-42,53,136,167, 281,325

C

Checks 28, 37,45-46,50,57,71,73,77,173,176, 182,188,
190, 195, 199, 204-205, 228, 324, 326, 331, 333

Classification 175,181, 186, 190, 211, 322
Color Coding 123,130
Console Security 60, 294, 298, 300, 302, 304

Credentials 24, 28,39-42,48-49,67,71-73,81,91, 209, 244,
253, 266, 294, 297,302, 326

CSV 33,71,75,104,123,164, 166, 280, 330
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D
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Database 10-11, 16-18, 21, 30, 33, 36, 41-42, 50, 53, 80, 89,
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Database Backend 11,18, 27,53, 83,93, 136, 218, 223-224,
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Database Operations 36, 211, 232, 234, 238, 243, 246, 249,
251, 255, 259, 262-264, 330

Database Servers Groups 80, 89
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Demilitarized Zone 13-14
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Dlib 17,21,270
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DMZ 13-14
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E

Email 50,58, 173, 176,326,329
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Event Finder 126
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179,184, 207, 209, 284, 288
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