GFI & rity F 111

GFl LanGuard

APt AT - A B R KR A GFI LanGuard @/ ik

GFI



ASCPE R R B ARR N B (200 FA% TR RS, (ERAE s & i fRas,  BLmEAN R B 5 11 1
SHIE L T8 R 5T B IR SCAR MY R o 35 T B DR S FH LSO 0 AT AR AL A 4ER (RS AT foT K] 42248
K) . Gl Software MEAN 150 A AT LAGE 23 B 1 AT FH S ARSI o it 5 73 B DR PIT 2 A1 B R A B R 12,
15 GFI MEARAR ] | 7 Gfs ol DRt B8 A ) e At | MEGEAE | I AP @ 5 4, 1 FLTAR ERSER | I S0 e sl
AT o A AR SO R T 5 A AT AT S AR M R M BT B, GFI AR AR HH 7R BB I DRI HLASRHEAT
AR AT,

MARIEER DA ST TR BT SAER, SRR, FAMIH (b B S B O P R

Ik T AR B O A i A ) 4 A T RE 2 2% BT 2 B TR AR

GFI LanGuard % GFI SOFTWARE Ltd. KHEFTA - 1999-2015 GFI Software Ltd. £ B BT HEF o

SCARRRAS £ 120

BITEH( S/H/H) 1 14/04/2016



H &%

LB 4
11 GFLanGuUard B B 4
1.2 B A B GFILanGuUard 2 o 4
L U R B 8
AT R A M R 9
2 A R 2 A I 9
22 DA R 3 R T I A 13
2 3 R R A T R R S 15
2 R R T R 16
2 S R R S I I 17
3T R R L 19
B B R o 19
3.2 LAy s A B P A R A B 22 At S T 21
33 W T A A e R T B T 2 B B 22
3 T B 2 B 22
3 U B o B 0 A 23
36 A A B I . 25
37 A R R 26
BB 27
AR R T R R 29
A B B B T T 29
A R e AR B B R I P R T 32
A3 AT R 35
A A B B I R AR AT B B T 3 36
A A R E 2 37
S B BT AR L 39
S EH B R R A I T T B B 39
S H B R B At 40
5 H B N B R R T 42
54 B B R E 2 43
5. B A RS 48
B B B R o 49



1 &

G FEAL GFl LanGuard . A8 FE 1) H AR 2 19 BU B GFI LanGuard &t FH 815 i KA -
TERE NARMIFE G, FRAMTIFE 51 4 17h B 165 8 B A 2 i S A 16 DA 22 BRLR 55 A oAt N PO R 25

AFHI LR

T G LaNGUANd B 4
12 B A R E GFlLanGUAI 2 4
13 U R A o L 8

1.1 GFl LanGuard #f&F

GFI LanGuard & 4= [ P ) 48 B B SR RO o BV 2 e AR, T/ R 507 Sk i B0
» EAFE R

> FIEETAG

» WO AR RS RE X

» BRI

» ATEISEEE

AT

s Bl

GFl LanGuard #w#tfi. 2047, 1A Bh Al RO 4 2%

w ANVE R DUVRERE A 2 e iR e AR RE 0224, GFI LanGuard # &7 #m i 4 % v i) 22 A PERE R, M WSCEEAR
B 7Bl EEBEEA R e tEgg R, s M BHITE . S [ Service Pack, BARRAVIEFIR | B | £
PR 2248 n AR, B AR R PR, LRSS ) & o GFI LanGuard W] DASE B
i 4,000 24 EIRE IR, GIANRG TR0 . S ) AR BT Ot A FLIR RE R

» R AE R, T LA I 4R AR 8 o GFI LanGuard ST RESR R IR, A1 EE FIRF 70 7 4 SR o
R R A, R AR . SRR ARIERE A R, WA IR S A I RT A GFI LanGuard 164
PR A4S R LI

» AT SE AR, GFILanGuard Wl g Bl Rea e VERTRE, 0 35 vl B8 B B 58 RGZIB L.

w GESLIEVEIRHNAR, SETT DU E ARG P R TR S I e A SR RE AN R RN B, ildn, T DATR 2 A
/b [ Microsoft A19E Microsoft Z24x( PARARZ4x) BT (A48 BERT . B8 B AT BORANTR 15 ff R 22 SR ACH b
9 JEE PR 30 B RSB 4 40 o G 100 T S TR AR PRI B A o P A7 T8 SR B 15 1o B e ORI R AR 2 B i), 3 L
EMEH R,

1.2 % P At B E GFI LanGuard ?

IRAFERAM &S, GFI &5 B GFl LanGuard 1 7K iR R .45
1. 3 DL R A5 BRI PR 22 4 JAL B

» AR R I 2 4 B Bl

o [ T U0 AR o 22 25T ] A A AR (1 1 P 2 2

GFlLanGuard 1044 |4



» FERZA B I RRHE( WRLE PC 2226 [ AT BRIRES) AIAEREAEE
w FRMCH B 4 2 A TR B IR AR

2. HE B S BB R - £ Microsoft, Mac OS. Linux Z &t AN FAth 7 /7 i v JE FH 72 0 A R RN 30 22 D iR A8 Aol
FEa

3. AT A R A R A i R B A

4. 1 Bt <y B R e B B R AL FE AR S B 2 A ) PCI DSS, HIPAA, SOX., GLBA. PSN CoCo)
5. AP AN B BT A A B W) AR PR ) R T RN ST R B 1 2 A

B A SR A LT 220 S BE 2 R A GFI LanGuard HVR RLAR -

1.2.1 /¥ GFl LanGuard #4755 BhaT4d

GFI LanGuard 7] 1 F 55 Bk A oRk & (451151 OVAL H11 SANS Top 20) B MIVE3E R 45, I IRES . 4R 46 B A %
255 (1) JEE FH AR BT 3 50,000 18 55 BER A

A B B AL B P an o] B B 55 BEET AL A 2 A PR A RO HE R, DURES IS E IS 2 a0 H R BH .
» ARE% GFl LanGuard 2 5T i

» WER 223 GFI LanGuard 25 S T 77 BUAI PR 48 % o GFI LanGuard B REUATHEE, DLESA IS E A EmfE R
T & AR

» WIS Proxy filflR#s, 7S LAYE GFI LanGuard f# Fi &AM E > ETIRESR > AR > Proxy fE... TIEATREE

» QIR 2 Gl LanGuard [ FE A VA7 URIR A, PT DAROE AS 2 b D HAt 07 B A5 50007 . Qi A B AR
At T

» EHIRIT R

o RERESE FEBUBN) 2 VR, 36 L R AR R 2 LUV o ), 5 R R R R e R RE RS B
AROIEATHRE, A IR

AR E A i B R R R T B DR AZ A

=P e LR

» TEARAE G RIS A B FE R Service Pack #J& fe i), BV AT RSO B 4 (1 22 4 1k R R

» Service Pack B &7 2 LA MR, IR RRIE S5 FHIE £ Service Packo

» H Service Pack 4%, MR XIRMANEE( K T EARR I M UK RE)

» TEHFIRHEAR, W8 A s D SR

AN AT DA E A H B b e A VERE R, AT R AR B B THL

w TR RS HAth 22 4 1

» 55 BEETAL & SEL S BRI B 00 2 A v R E R R R R, DU AN AE RS 1 25, S ERAMA A

» GFl LanGuard Fi& Fff ) T 5L T o B il s B 20 38 ( RASHHERY)) R MR 95 B . RO ol 25 K At/ e [l Rl K
85/ 15 N il % 97 7 R/ I PR RIR B 10 R 2 ST L 0 TR AT HE 0, I B R RS Y i S T AR

w WA A A 2 4 VR G
» AFFARFIR > BEBE v /8 A5 40k 22 VIR BB AR B NE SR, B H5 5 5 2 OB (X RS L 993 044 0 55 B

» GFl LanGuard $2fit T ABR 99 BE A4, "XSE RS SN & S B ) 4518 59 BH SR AT S0 o 49 6 S AKAT AT R A E
FC BRI ) 1 2 A M BT RERT S B0 5 B A A . ARBE NVD FHELIK QVSS R4y R, e tERERE B2 R &,
AR E

s ff FARRAR > FERERTSR vl M A B (KB 2 A vE R REIE B, DL RAE A ot A7 1 oAt e A iUk 4 B s o

NETT

1HH.,

GFlLanGuard 17445


http://kbase.gfi.com/showarticle.asp?id=KBID002062
http://nvd.nist.gov/
http://www.first.org/cvss/

i FARSRAR > 59 R LS 7E A b 0 21 10 55 B 1 R EAR AR AR

il FUARRAR > BRI R IS Ak s P 20K BB I REAN AR A5

EHIRE > MBS A, SRS 2 A TEIR B AR B RETE

EHRE > FBEVRRBMY, A 2 4 MR AR R A A 5T

SRR > FIRBERER SRS, rIE A R RER A C A Gl LanGuard FliRT ERERT 5%

¥

¥

¥

¥

e

i F3RSE > 1T B2 ERBAZ 1 n 1538458 31 /A 5] i Microsoft Exchange 1] R #8 0 2 2 T2 Mg A P-4 75 it A MR
0 HAERIE P A I A R SE R G ORI 2 A PR E

w H LASCE e 8 A A

1.2.2 f# ] GFI LanGuard BT BHAEREHE

GFI LanGuard $2 UK 75 SR 8 H B, PR B s D, EE
= Microsoft {3 R &0 A1 H FE

» Apple OS X 1 3¢ R &0 A i 2 =

2 Linux YE2E RETAEIFE R, 3038 T4 Linux 3547 RA : Red Hat Enterprise Linux. Fedora, Ubuntu, Suse.
OpenSuse., CentOS Al Debian

» Windows -5 BT I 8 i SRR 2 e UK 17 0 s JEFH A 2K, B4 BT AT £ 2200 Web BIFE 45 . Adobe £
fh Java BATIRFSE, INT 2 BEE B, SEL P I,

ZEMAE L AR
(EZiivEsMEEe]
H FTEEANE 05 7T LME AT GFI LanGuard #1535 (4 AT 0 USRS CBAT AOSRBE AOAE AT A0 73 10 AR Bt 60 4] 0 2

1.2.3 fif GFI LanGuard X4T& B Bt

R PR TR S A B R 2 2 BB, ] GFI LanGuard AR B EANE R E -
> ) g #s A0 AR uh

» RIS

» DLIP R EMEE, Bk i3, EDRME. FRHUEG R,

= ATENEEE, W40 iPad. iPhone Al Android T

MAFEFFHEN, 2R HE H TS (page 35),

1.24 f F GFI LanGuard ¥ {748 B FIER BERE%

GFI LanGuard $fit 35H 48 % th 9 A As B A R4 20 Hr - TR AL JE P R s PR AL B I A e 22 4 Ja b, DA K gt
ABR T A A, Bl

» MEERH
RIS

» 20 2 ) R R T G
» CPUAHR

# HDD %5 [H]

» MEARGEE

» HYEEAT IR

W

¥

B

e

5

4|

R

2

GFlLanGuard 17446


http://kbase.gfi.com/showarticle.asp?id=KBID003469

» JRA%

» PR R

» ff A A4

» JLH

= BB TCP A UDP dEEH:1R

= JEARF /7] ) Microsoft Exchange fi] R #% . Office 365, Google Apps 5% Apple Profiles Manager 2% R 1) & £ 7Y
SR LR

T FERRAR > BRAR v 7548 i b 22 48 1) T A I AR =X R A AR L

i FHARTRAR > 158 B8 v A 7 4 2 (1 i Vs 2

BRI > RSB TR BAT S P A7E 1) RN % A BUR &R,
BRI > BRER SR A S 49 b 3 1 e A BURSE 5 B
RS > BRBEFE AR v 2 AL PR AN 6 e 45 00 R R s A T R 7 o

i R > AT B BB A% RS #4354 21 /A 7] 1) Microsoft Exchange fl Il #% . Office 365. Google Apps 5%
Apple Profiles Manager % IR % (1) 8 BT BRI A CE IS IO BERE, 6 A B2 A 38 B )4 36 RGUM AN 22
PR,

GFI LanGuard RJ FH ARARRC | (R U ANAS SR i o AR €452 HE 1) JE R 5o

GFl LanGuard ] B #1571 2 18 4,000 Fifl i s 22 4 JE AR XA« BB ikis . S IR KA . B JONG . B 48R 85 £
RS 43 P . VPN P i . URL IS, A A2 a0 B, Web I8 2% . RIRGEIUR. . BH45, RERE NS . FEP, & kHE
RANFE BRI H o AL E MR RBER Y, 30 HLIZ i o 7F e Qo ROR B B2 R aE sl B RS . il 5 B 25 R i s i wl
HRHE I R 28 R . R e S A e R A, AR R

1.2.5 f#iF GFI LanGuard DAEAEZES

4> BURAGER Z FVE AR, BRI SE B R 2 % RS SR S RlIRoss B ORI BUR B RS L 2363208
SRUE B RN, Bl SRR T AT B e A s, DUREML M B T 2 B A SRR A B ALAT
Bk, &SI LA e B EUE A SRR AT B ], LA T RERT IR K

DUR A2 I e BT R (1 L e A5 TE H LUK GFI LanGuard RE#TB i 7

> E BT I BTG

> ARPE BB T AR

> TECRAGEE T R BT RAHR 2 403 T B 2 4B RN S e R R 1T EL2 5508

> THECRAEE o (1) B8 ZR A7 22 25 00 B R A B K

> TR R AN B B O 20 26 i 2 i

GFI LanGuard FJ LB fil GFI BR RS & SR A, M1 P J— &L S 1R I AT B VA AT
= GFl EventsManager” — #0855 BR i v g2

» GFI EndPointSecurity” — 24 B Jab S5 il v ik

GFI LanGuard FgFf — &I TR € Feikt, 7T 2RIEAE PCI DSS. HIPAA, SOX. GLBA #1 PSN CoCo &6 #i1#, U1
PCI DSS FEAIE RN, shd%— FILIE,

DR 2 B IT B AR5 i 2 4 AF B 11— 6 f B B (AR MRV B
» SCATRATEE B2 2R YE (PCIDSS)

» MEREORFRIE BB TIA R (HIPAA)

s YEIESR (SOX)

B

B

B

e

e

GFlLanGuard 1047


http://www.gfi.com/pages/whitepaper-pci.asp

SRR SE AR TR R (GLB/GLBA)
» BRGNS FEE (FISMA)
» FKIEHE REFPERETE S (FERPA)

e
k2

e

e

i AR ORFRES (CIPA)

N FHER A - JHARVEHL (PSN CoCo)
» BN IS R A 2 ek R R R (R S AR
s [P BERL AN EE e S IR B A 9

1.26 f§iF GFI LanGuard & E 4T3 T

GFI LanGuard He % i I AR 31 24 =] AR 55 i 8 =Y BRI P AR sa S, 2w IR Ri5 i Microsoft Exchange fa] il #5
Office 365, Google Apps BY Apple Profiles Manager PA A :

> WRHRAE A, R R E AR MESERET, L UCGHARIN [ Ak B 46 B J)
> PUTH B RGN SEEETE . (PR Android., i0S F1 Windows Phone,
= A7 T T AR 36 R TR RS

> () 246 B A K AT R T B K

1.3 WS 48
WA AR T8k GFl LanGuard , BEZAZ BT, SB0E I EE T &kl B Ao

BB RN GFl LanGuard, SEA G Bl il ST SR OB A R AT Re, (HRMRR 25
{8 1P Azdik, 25 EATENACE, R3] 30 Ko a%praf (8 BLE LT HlomE ke 0 7 7 BO MR L

IR A I L S R e R O SR T T B, T DA R SRR S B R IUHTREAG
Un SR TR LR TAN R R Iy [ B3 A 25 {1 1P AL hib A 25 MRATEh4EE, m RAFE AR AZ IR 2K,

e

e

B

GFlLanGuard 17448


http://go.gfi.com/?pageid=lan_trial
http://www.gfi.com/downloads/register.aspx?pid=lanss
http://www.gfi.com/pages/lanscanexteval.asp

£l S 2y A T
2 AT e fA
1E Windows &t I, GFl LanGuard 7] AT EACEE AL 0 MR EEFE N A 2 et fmfli. HAT, HA SRR

I FE AR AE Windows R&T( Linux, Mac OS, #BERE BT HATARCERD o DUTRIEEBZAEH R4
TR 5 5 I I

I ACRERE AR

o PP v e L i 22 €

» FITA B AR A b A Al e B, AN TR B i R R Y U

» FEA SRR R0 TAE

DIARERRE U LR

» HAERT P 2 [ B S, BT DU AR 2 e

» PP Aa] ke A0 5 S 2 ] 0036 A b A A PR A P Ry S AR /D, T DARE S/ RS S TR S 3t T AF:

o HR AR AR S B AR R v 4 T, BT S A iR AU BB I, e BARAR,  w e B AR AT
Al

» HA AR 1 RT DA bL O i 10 A DGR B A, T DT i e & SR R e

AEH LA
2 R S A 9
22 DM A A A R 13
23 R N R R I 15
A A R T R - 16
2 A B R T 17

2.1 HACTRFE A 22 AT

2.1.1 B EERI N R R B B

A IR 20 S R T ST e 5 AR FE AR SR R, N0 HL RSB I, 4R BT DU A K IERT A
» MR

» AL B AR I SR

» B P ALHEAN 1P ALk

» AR BN AR T AR RN A 4 AT

MEE
B RS B RS EAABUE, A DUES SR 7 A R,

GFlLanGuard 2T Z = VEIF A | 9



g Fuae

eustomgroup_2003_7_17_15_ 5523

Add ary computer that satefies one of the folowing sl

Al e ey Ot e bt

Excnpt for e computen thal satisfy the folowing sues:
Sklpemnds

SRR ] 1: AR O AR A

2.1.2 HiER
1S E R AR SR E IIAAT, S— FARLRE > HERRAORRHE, SRR I H A,

GFlLanGuard 21T A PSR | 10



Dushbosrd  Scan  Remedute  Acthity Monitor Reports | Configurstion |  Utilities
Y Ruale

Step 1 of % Defme tanget bype
Select the bype of trgets 2 be scanred o describs s scen.

S RESR T 2: BPHEREHR A
2. ATUME A B BEAR 4% > Rt ACE I HE R R R e L

GFlLanGuard 2 AT A P A A 11



& GFI LanGuard - oliEN

ﬁ | = | Dt e el SCan Fermpchate Actraty Montod Repaits Conhiguiahcn Uilrfies W - Diacuss Bes wrasn
Activity Morder
B Security Scans
b, Security Scmm

v 4
:' Sotwnrs Undaies O L
By Femedston Ooerst

W Frogem Updates Activiy

Prorades witabelity 50 e Guins, proghess Bnd kst of Ml schf

Frofle Shart bme Shats Remaining tme | Emors
Common Taska Mobie Devioes TIN01T 158 13 AM pompieted A
Full Scan £ ot A
Full Scan completed ik
Full Scan compheted M
Full Scan coempheted M,
Full Scan oo ted A,
Full Scan noompkete A
Mobde Devnces compieied S
Mobde Demnces compleied
Miohie Devices completed
Mobie Devices completed
7 . Full Sean sorrpieted A
Full Sean sorgieted A
Full Scan completed ik
Full Scan compheted M
Court= 15
% 3

B RHA 3: 5 LA

213 & HiR

1 EBHATa A F R, 558 A Inssemd.exe T A

Bl Administrator: Command Promp

C:~Program Files <(x86>~GFI“LanGuard 11*Ilnsscmd

= age =

Insscmd <Target> [/profile=profileMamel] [Areport=reportPathl] [ reportnam
e=reportMame ] [Aoutput=pathlTolimlFilel [Auser=username spassword=passwordl] [emai
1 [#EmailAddressz=emailAddrezz1] [ADontShowStatus]l [AUseComputerProfilez] [~Wakel
]g/%hggduwn [-ZhutdownIntervalStart=C{hh:mm:zz>] [/ ShutdownIntervalEnd=<{hh:mm:zz>

-7

Lnsscmd.exe [#7]1 for more details.

C:sProgram Files <(x86>~GFI-~LanGuard 11*1lnsscmd localhost

[MHetwork discovery
[Metwork discovery
[Metwork discovery

[Hetwork discovery
1

EEFE I ] 4: iy S D i

Jalidating targets...
Building computers list...
Resolving hosts...
Determining computers that are alive...

GFllLanGuard 2T IR |12



2.2 DIARHEFE 2% I FEZ

BOHAREERE A PP B AR A B, R R el 77 B AR AR U BRIV B L Ikl Al Ak B0z, e it dhimom FE S R
H &R 50 AT IURE R RRRS

GFI LanGuard j#f B B 451

REEARIDIRER -

> GFl LanGuard 7EIE4% 1) &M - B B2 AR

= ACHFE R H B8 22 35 17E Microsoft Windows &%t b

» THRRAEVL T, ARERE G R B BT — ke e indl, (R ] DUE e SRR | dn IR [ A F e e A

> ARFLFE 20 B AL 25 MB RAM A 600 MB R A 2 i

o ARERRE R A A EREAZ IR A & (5 ] CPUo RERZEER A 75 ZLAE - S IR ], 17 EL SR PR 1 4 SR NP A
IEFAR, DA g TR B LT 3R AE,

» A LUK GFI LanGuard iRk B ACERAE 3, TARCHUCT, MR WIRA o0 RELfFARas AT, Al 5 )i
P24 o ERBOT ARRGE o

» GFI LanGuard ARFEFE A H TCP i HIR 1070 # HAR BB 1% 2] GFI LanGuard fi] 2% o ML 2R SEIE T LLEL E o
» 1] PLER € GFI LanGuard 7E 494 al 40 4% B A7 [ BT AR R, W HAE B 8300 & B b A $h 2o AR B R 2K,
» GFl LanGuard & H Bz FEACFERE 2018 21) 2 /M 5 288 75 B4 1V o

e

e

e

HEHIE:

A A ARERE U AR AR S, SR S A BN BR AR, B AR T U Rt AT iR, 2k H MG
AR ARG MR NE R AR A B ¥ HAFAE GFl LanGuard fAlflkds ) , A2k
Aol BB I ) R A

BRE -
HREIE RGN, H20 EFHE4EM, T IE T,

B ARERE S -
1% THIRE > BEAEER

GFlLanGuard 28T = MEIR A |13


http://www.gfi.com/lanss/lanscan2015manual_tw.pdf

Dushbossd  Scan  Remedute  Acthity Monitor mg_|mm|m

Manage Agents

Ennbin pots i uacmte ieteork Becunty budk! Bnd 1o distribute scinring kaad peross chent mackines.

(GFI Lanuard is able bo sudit entire networks in just few minubes thicugh the use of sgents. \hen deployed on a computer, the agent will start collecting system
MM:MMMHmm:L“WMNMMMMJAHWHMM

Deoloy Agents
Iritini Bgbnts deplnmment o ipeciied lagel compule

- I
Ve e mocily Genarl Bgenia seitings

a Lt of computens wih comespondrs agent faha

Dy & column header Fere 80 oroup by Bhat column

Tisegelay, Juby 15, 20013 3:12:22 Ps

£f Unsswpoms
& veswRoonRms
@ usswWREERT
@ LNESWINTRES
& 12 18897150
& oreousEss
g osco
Court: 19
BL 218 B

@ Use Canblond and Acinite Moniiod b view spents actity,
|

FEEFEETETTEFTEE B

EEHETAIN 3 I 5: B PR CHERE R

221 REEAIE AR SRR
01 75 M40 G LanGuiard M 1E LR BRI E 08 IR A T R IR L, 39— P IR
ZERAARGE (IR, i — TR > M, W — BT TR

GFlLanGuard 21T & A ST A | 14


http://kbase.gfi.com/showarticle.asp?id=KBID004078

@ 4= | = | Duthbowd | Scan  Remedute  ActwityMeniter  Reporits  Configusstion

7 ¥ Q EF s @ »

Fiter Group  Sesrch Histoey

4 W Entre Network
1 Locahost : CRIST]
» B Local Domain : WoRKGROLP

152182102 174
00-15-50-01-2F-08 (Microscht
Weorosoft Comporation:

irtual Machre

o
(TS LR LT W ST T R HTE
Lot Searc  T/IG2013 1714524 AM
b Ackvity | Remexdation Activity |

W ulnorabdi

EREIAIR A I o: FlECPERE C

222 fEFEURERA S ERK T RFH

DUACEERE 202 1 A 00 12 18 a8 RS RS, B B o o B P 79 ST ( TR O T AR RE A — R
PUT AR o

MIRE :
U P e A N, W] DU R R AR S BI IR A B R I T, K 7 R ACH R SR

2.3 FERZ R S TN T R

GFI LanGuard ] PARERZ 4R 31| 23 7] ) Microsoft Exchange, Office 365, Google Apps il Apple Profiles Manager 2 ik
R R A TR BT AR B S . A R L D RE TR AR R B AT IR EeAT e B | B e R B AT B e, L
Je e 15 P ART RIS 2822 2 1 R RE ) 2E RETE Hr o

MyRE -
TEE BRI AR RN, IEMRSA © Google Android, Apple iOS F Windows Phone,

i FIAE R > 47 B e B vl i sl L 4 ) 246 A T AR

GFlLanGuard 21T Z AR 15



Dashboard _Su-n- Remediste  Acthvity Monitor  Feports Cnrf-gmlb'm| Weilities
s | Mobile Devices
G Mpnacs mobil phones, inblats s ofher mobele devices

(GF| LanGuard can detect mobile devices which conract o Microsoft Exchangs Server for email scoess Tell e maore

ﬂ hﬂdrdﬂrdg Fﬁhmuuwmm.
E Crwrfirnwm Fovw in minhdes devices which did rot connesct mcenitly

Source Detals
Te:
Gerver Nama:

Cradertis

mmhamdﬂthaﬂhﬂdhmmme
el s the Log on a5 & servioe’ right.

Lser nvma:
Pasgword:

(] Usepers

ERIFIR ] 7: BT B R E
AT CURE TS B B AR > R A MR A AT B B AR . W) DUE G s I AR AR AT B4 1Y
fmass R ATENAE BRI A BT A R T BT R A 4 i A R

MIRE :
AT A AT B4 B A B IE R TR, S ME R R E NIRRT E T,

24 FdtiE e R

T RS SR T WA AT 22 A TSR - B A 1 28 A P RE DA S B AR S B RE . GFI LanGuard BiE B TR G 52
ZNFARR e TE R, UEBHAERD A

B B EEE ST H BT R R e A

HAARE R R .

GFlLanGuard 21T A PSR A | 16



'_5‘-1- Remadi Auctraity Monitos mmlm )< Dincns i version.

Scanning Profiles

Seareang profies deteming how velneratliy scars sre perdformed and what reteori dats & colleied,

Cempbetel Cembnation Scany

Wiew and mrt armenenn nonfles wharh snakle both siilnershdiy moascamenis as well as neterrk and anfesre modis,

w7 Dhiscuns e vorsen
Prodile cabogonion: g Vainrrabidity A it Oplions | | Network & Saftmare At Opfore *mw
B CompleteCombenation Scans
O ey fazerieert L vunerabiten ) Patches
B st | Software Ak hoous soan ot conditom.
[+ Dt imstalled and missing soitware updabes. and pervioe pacs
Profles: Softeae ubdstes b dhed forl
B, Full irerabity hasensert o by Severity T et I Severty QPumber Cuteposied =  THe
By, Full Scan [Active) = [ g MPaihes @ MrMacine£.1 1 oL TiEN WLIAT-1E drfos o
By Full Scan (Show Hetwoda] o Ly Criteal o mrrormmy k] H;aru P
g tmprieen & @ aEiar Crmesl APIEINF MNTEN Adida
L Moderaie = @ wmr Critcal FELT RS Aot
oLy bow o @ semuar Criteal T XN Aol
o Ly Undefined & @ asmirar crimesl AEELLIT MNAT00 st
& Q wm-m Critcal L1 TS TR R Aok
o § wmuas Criteal APEELRIS XaTE adok
o PO 18 FONITRAOS...  MLMTR Fant
Commerecrs Tasks: W0 Sc_:p IR0 7L Coicsl SC_M 0%, WIS Goog
. o Qoo Iprtat DRI 2T fecur
A it o @ sz Crecal I BLIAT Sear
5"H Acten & @ e Critcal I BT Sear
Diete o mErna gt 34 mag, LT [
o @ eSS I e TE T E TR ] S
W W @ Mmook g tant 1M BT Sear
Halec ¥ 9 merand Il ISEiSa FtRir. S
Soarring Pefiles W O MEam el B et B TR b ] [T
LanCuard Soire P FAES ¥
| Advancd... e larws_L2_paschengme mbe Verson: 134 Last updated on: 7712000 LEITR aM
) ) L8 18 panche
Ernd | gotate Fiid Find ngat
Search bry buletin 1D fe.g. MS 1200 1) o QPiumber (2.5 QREE15).
BRI A 1] 8: IR E

2.5 D RE R AR 54

il 5 2 A RE A — {1 0 B VR R TR . I 3 AR R AR A58 T I/ A A A B B, MR H%— TR OL
BN R E R R T R AR s B RT R I 8 o R TR — R AR B, s A S — IR R

GFlLanGuard 24T AR | 17



Computen
% . cRIsTI(192.168.30.1)
Add mone compaters...

a
Sean L Feefresh anfonmatson o

Deploy Agent... Custom sean re Updates
Metwork discoveny... Tedvun " I Serace Packs and Update
Astign stisibutes... k' @ Rolups

Remgane l‘: o Valnesabilies

EI.FE-:T

& i CRISTI

n P Address 152 162301

e MAC Address 00-50-56-C0-D0-08 (Wiware,
A Modsl

BE Ooersting Svatem

? 0 Mahware Prodection lssuss  Scan Adhvity

Setup a5 2 relay agent... "
Asgign & relpy a Firewall lasues

Remediate... . @) unautharized Applications

[EAY

Wake up computer... J LY . |

PRI 0 Audit Status = —y—a—y |
RGN Py ndin Ydcdn Foackn Fedcdn Rnddi

Shit doram compute... a Credeniials Safup B ! i :

4
3
Send sl meotification... Lt Sea TR0 I8 25 PN
Agenl Heallh IEaues
Expand .9 |scan acsvaty [Remedianon actty |

Collapse 9  Aesuits Stabrbes
Expand all e s
Collapse al Soan Mow Missing Seourty Updates: 15 (15 Crbcal High)

WP Missing NorvSecuety Updaies: 12
W Senvce Packs and Update Folups: 1
¥ ik Priwetis Viinsemhiien 7

ey day at 13003 PM
e TR 30322 PR

Wulnorabsd

SRFEHEH AT O: T 2 Wty 747 i
Thee EiE P
SERNSRE SRISEIR N 2R R SRS B SR R PUT I e, AR BRI RS L, o R S UT iR
MEFE W HAERZEREUE BRI SOE R T PUT . B BRI A, HERE (] sE e ins
B REAETE ST MBI (TS B B A% > Rl mT BEa DA CEIRE A2 0 i A A G RE
HERE AR A

BRI ORGSR RO R, DR R IR ) R B RSB B H A

GFlLanGuard 21T A PSR A | 18



3 ST

AEH L

B R 19
32 A e R AR AR B 2 A PR R B 21
3.3 W A R P I B R 22
B B R B 22
3 A e B A 23
36 A o B 25
3 A R R 26
3 R 27

3.1 R

R GARPT A R AE R, BRSO R, SR DR AR A 2 R AR A . FAR
e L BN A % 22 A VE AR B A e BEME B

AL, BT R B O S BB R I L SR 1 e M R S ENEIEY  f8 HE E nT DA ) BT B R A
il

o AT B ISR 65 A RS 426 T 2 LA R A S AR AN B L AT B BT B, A, R BL R g it %
kR, b A& RRAERE R Th S SR T 2 ARl 7i5h, RRARARIE T RE A H i 4 95 B 55
A R Ty S IR 1A R R RO e v 1 B R

» SR

» ., FERERCER.
» 53RN,

» EHIEEI,

» TR
NN

» fEHE

» RBE o

GFlLanGuard 3T 7 i 4 R |19



B Locakast | CRISTI
¥ f'lmw;mm“p Winer sbllcy vl B Seouity Sermors ]
» U pavn.

s Software e Firewad lnsues Credentals Setup
» B ot o © E— ) ( 1
» [ e - 1B compuiens ¥ compuiens 1 comgters

o B O comguters

a !thmhmdhvmmdd] i Service Packa and B Unauthorizesd Applica... Makware Profnciion I
] [
» B ewtedl 0T 028 | st vuneratie Compiens ] g = - /] ~ = ﬂ' -
+ [ appie Phone 5 Wcrsn =
. » U A Tronsformer Pad TF00TG W LSS T Yulnarabiition Audi Status Agent Kealth luzues
+ [ HTE Winddows Phore B LSS ﬁm_] ﬂ'q O'U
» 1§ Sommang Galacy Aoe SHI0 =LN55WJ'4=5' " " wopd
S Galasy i 356500 LNSSWIMVIS TANES
it - [ [t e ieki: Wulrer ability Trend Crver Time: L} [
» B samning Gatacy M 55570 W s
o U g 19000 Galascy 5 Bl Lo 1m

» UBF msng 19000 Galaey S Advance LS smenRs
» 1B Sameung 19100 Galaxy 5 10 Byl W LnsswnTRRS

» 1B s 19300 Galaxy 5 121 Agent Status

B swmening P 250 Galay Talb 7.0 Pl

¢L
! Urrmasrasgrsl molsle: devioes. TR THOSMS Tad3d TS ThEDHS TRASHNY
Tifra
Camputer Vulreraislity Distrition 8} Computens By Operafiry Systen ]
. L]
L
I o - . T T
- i T armgtny - 0T
& ¥ el reeE ITT RPN, i e ]
i . g f gl Doomean = gl D Zompur el '] L
z ~ - g 10 somgurny e Ooompd B
[ [N S D pmgetaty) L Uoompt ;n.m-zam [FEE =™

Ageri Stk | Ausit Seana | Cormgaters By Qperatin.. | Computers By higtwerk .. |

<

Coompagior Cognd

EREIFIE ] 10: FER K

B Eiiip )
B

UEER 7 SR AT FUAR B B AN -

®

KBS AR AEBHRAE R T IRE, BIEEREARG. SRR LR iR 5%,

LR AR A AR B AL 15 3 R B A B RT R MR I . T LA IR | (R RMBER BRI T B B
AT 4

BRI SR E, B SR S R 4R i R

A A AL AT RS AN A B G| LanGuard $ i ARS8 1) 26 B A B A -
. W (FEREMABS RS RO T RS TR, DR EHEES AL 1P AR A E, Bl as . s fu. Enk
HEEE
» JEATENEEE TR T A M T AR F A A 19 Microsoft Exchange il iR 38 LARAY T4 55 7 B4 10 85 25 T AN P4 2 S
= IR AS A A I (O ] s 4 s 59 B S A FE AL 2 75 IEAE I AT
B AT R I A R A R
= Afif] <CTRL> + #—F il LLEEZ 4 B

Uk B RT SRAE FH  A AEASEIR A65 1 rh g 128 10 2 B A S B 1o

et

s

LRI BERT SR A0 2 A A BRGS0 R BRI A R ROR AR, DABUR SR A AR Hi Ak R

Uk BERT SR A Y ha i AR I 46 E

Uk I BB (ke AL AEABS R A5 8 ISR SR 1) 5 B PO At S T s i A 2R A o R
6 » g S EIR RN 20 R E A F 7 N
» PO T I i N AR B R, AT SR R AR B R

GFlLanGuard 3 7T 17 i 4 R | 20



3.2 AR SR AR B A A B e A 1 B
GFl LanGuard & 7E N AIIH UL FIEAE R -
» SR ACE

= AR BHT ) 22 4 1t 55 B
AR R A R 2

» FREIEUT 1R

B ORI

» FEALHTHE

» EENLHTE

s A VI 1) A el 5

TG AR TS AR v AR ] 22 e R A
1~ MRREKR > BIFERUE,

P14 | =+ | Dihbowd | Scan  Remedute

7T o Q (&

Fifter (=T Search

4 B Entre Network W Multiple selection - 43 computers
15 Localhant : CRISTI
» U Local Bomain - WoRKEROUP
v [ pas
v B LpancTEST
» B sy
+ B other compusters
[ e D (o by Device Madel)
» B mcatel OT-518
» B aople Pad 2R
¥ 'Euﬂrﬂm!ﬁ
» (B o Traratormer Pad TRI0TG
] :EHTCMM
v (B L6 e 4 B0
+ B Samsung Galawy Ace 55830
b U Samsung Galaory mini 2 58500
» B sameung Galawy M 55570
b P Samsung 19000 Galawy 5
» B Samsursg 19070 Galauey 5 Advare
b B Sameung 19100 Galaxy 5 11

History Overview for ‘Last Week'
Ul 93] &7 | & [wow [ & | B | (G- =i - | Ful Screen

@ MNew Computers

B3
[

.m'lﬁﬂﬂl'limtu.ﬂ Heos 4 ES60) i, Android 43
Tisn@ch0 13,60l (Appie Fad I Wi-Fi) LT 05613

B CRISTI(192.168.30.1) -Windows 8 x64

@ Applications

E anasma

(16:34) - Sppleason Tivt Oning Lauesher has Baen rtaled

» B sameung 19300 Galaxy 5111 {16:34) . The version of the sppication 'GFI LanGeand 2012 has changsd.
» U Sameung PE210 Galaxy Tab 7.0 P {1638} - The version of the scch GF| LanGuand 2014 Bad o
W Urrnaaged —aide deen {15:34) - The version of the spphcation 'ooViod’ has changsd.

@ Installed Updates

RIS DD EFEFSEFFESFN

B &r42013

{1838} = Updaris has bean nstaled: Googls Chrome 28 0 180065 < Stabls chanrel - System ievsl mstal
[<] =
Pageleof2 | A 4 F WK

BRI ] 11: 15 A P i 2 S
MIRE :

I RAE B AN IR AL B8 1% T AU B T B R, GFI LanGuard 1 PR L% 6 153 25 24 /INRy Y B
A R AR R SR AR 1Y) B H R .

GFlLanGuard 3 7T 17 i 4 R | 21



3.3 AIAEr AR A R AT I E 2 R A

BRAREAT A%, 75 RIMERAUSHIRAE W BUR GFl LanGuard B BRI AT A 45 B o 18 RR AR i S B sl AR BTl
HKHE,

EEBRBCTEH G, FERT FIREZ—

1B PR RGIEE, AR > SRR G S SRR, SR AR

2. 4T > REERXEHE, 768K LRI,

BRI, T —RITAE MBI E L B, U R 4 A R ARL A A A B o T L

@ 4= | > | Dahbeard | Sean  Renedite  Actvity Mendze  Repes  Conbguration  Unlties

7% QB #F 8 @ B W
Group FPaches = Podis

Fiter Search Chwervew  Compules Hstoy  Voinembltes

+ ¥ Entre Network % . Entire Network - 19 computers
B} Locathost : CRISTI [ |
» U Local omain : WORKGROLP Wy vunerabdty Level f  Searity Sensors
v ¥ pam
v B L pancTEST
v B i —
".P Oher computers
o L[ Hoitde Devicess (irouoed by Device Madel) ware Profecton L.
v B mlcated OT-528
» B aopie Pad WA
» B sppie Phone 5 1 Health Issues
v B s Travatormes Pad TF300TG
» B HrC windews Phore
b U LG Mesas 4 B0
v B samsurs Galaey Ace 55530

HTRANECE

v [ Samsurg Galaxy mni 228500

v [ Samsureg Galay Mii 55570

v [F samoung 19000 Galacy §

v B Samsur 19070 Galaney 5 Advance

v [ samoung 19100 Galaocy 5 1

» ¥ Somsursg 190300 Galsocy S TT1

b U Sameung P6210 Galay Tab 7.0 Pus
W Urrnnasged mokde deices

SR HEH L AT 12: 9 2 BB A A A

HEREETFRATARERS, S5 AR > 17 B B b i sl g 54T B 5 B A E AR $LUEE B Microsoft
Exchange fal x5 FIFEAHE A

3.4 Unfr] i s B
{5 PR R . FEROAIIR 5 Mo 4 rb 0 s [ 0, ) B S 0 25 5 A (N (A A rh BB R IR S

GFlLanGuard 3 7T 17 i 4 R | 22



|7 o tiere || i) Tom cFF it |

= B et ra | "
B Locabwnt : CREETT

;m:—: &
ii

i
1|
;
i

Ld

|

|

L 4
L 4
i
&
e r——
g

i
i

EEFEIFR A T 13: fE S

3.5 Unay ¥t 2 B 4 4H
] DA R TR 8 FE AR B 8 Th B B IS AT A4, Bl IR AR R AHAR BT ( TERR T AH) (AFERG. kA

. B M A A H AT e T LMZ I ( TRl MRSEARAL, R E I ART B IERATH)
SHIET T,

GFlLanGuard 3 7T 17 i 4 R | 23



351 EBHATBE

4 ¥ Entre Network
% Localhost = CRIST]
¥ [ Local Domain © WORKGROLE
v B paew
e A
B inssa o
& s

& s
Hame:  IEEEEE
& s Scan
‘L?{.L'.'.‘ Wakm: Hew wake. .
& s Htwork discovery...
@ s Assign attrbutes.
B3 sz Remove
'--FM'HMI: [Export s'Sr.l'l‘lmhud'lHﬂrrln
v @ Mobie Devices Wk securty Hatus.
Setup a5 & nelay agent... s
Assign & relay—
Remediste.. Mole:  Atrbubes can b aasgned 1o Sompubers of SoNBnes (domard,

: ey fystem s, o ey citer ot Wher pasgrad e 8
Wake up cemputer... corianer, an stirbube i sulomatically nbertad by o members,

Open Remote Desktop...
Shut down computer...
Send email notification...

Expand ok || Coecel |
Collapse
Epand all
Collapse sl

Fusbes banager ity Ausdes pprloemed in e laal 30 dma. Launch o scin of your netwed beem the “Sean” section 1o gel viakdlty infs your febwod: secusty Sib
Properties

1
[MMM

EEHETAI A T 14: 3 25 AT VE

GFlLanGuard 3 7T 17 i 4 R | 24



3.5.2 ¥R BHI B MR B

@ | 4= | =» | Duhbosrd | Scan  Femediate  Activity Monitor

@ Q & 8

Fiter Goup  Search Owerview  Computers  History

Tompuiiers | Mobile Devices '-Q.-J Entire Network (grouped by Location) - 18 computers
Group oomputers byt

() Qrormanin ared Corgaaiz ol Ut (Defandt)
(Z) Dperabrg System Lofeware Updates Firevsall Issoes Credentisls Seiup

l h a 18 comgubarg a I#m : a !m
Vulnerable Computers

o rvace Packa and U... Unimthornited Apphe... Mabwrai g Protoctod ...
- @

| & L @
WcrsT

Ll
W s TS Wulmerabilite s Audit Sastus Agent Health lssuses
o isownzonnss 51 EXL Al eeee—
I s wINs 19 comgutans 18 comgutens L =
W LS TaRES

W s swinaooas ?
[ [ s
W s

Wulreer sl Ty Lewved 0 Seourity Sensors

12 comgutens. O computers

g
TROCD.,. TRSE0.. TOMI0.. BM2MY &A1) BHAT0.. SARTD.
Tirra

Corrpuber Wine abdity Dettribeton ] Computers By Operating System

- G e £ o)
-]
- 3R T
- e
o kB T el By

O TR R A
B e e 4 e

Computers By Opsratin... | Computers By Network: .|

&y Merting options ae nol configued| No email alers con be senl. Click here 1o conligure them now, ®

B HERHIR AT 15: 14T FE R B 1 B
3.6 U n] 4 =5 7 A

MR RAEE, MRS SR E TR R A, BRI, MR G R s, W]
SRR B E

GFlLanGuard 3 7T 17 i 4 R | 25



@ 8
Chimnnew

Computers  Hislory

o ) Entire Network - 19 computers

vulner sty Level 0 Seourity Sensors

Software Updates

£ | ©S——

fervace Paeka and Up... it
| @
0 smrgnters

Credentials Setap

Fi ru_'\lll'_ll_ll_l;\ll_ﬂ_'l_I
0 'u_ml'mtllﬂ a "

2 compiters

o Appliea._ Mlabwire Protectss L.
| @
0 cempaters

Most Wulnerabie Computers a

WcrisTi
W LssINTES

12

o 152.168.97. 180

W 152.158.97.251
BE crsm

M LrEEWIN e

o LS SwIN TG

B rssvrasTarEs

g s

W sswinzDne
[ [

O I EESWINIS TANES

W s wiNzDoTs
[ s sWIN200ENES
| R

B LS owim200R2

9 Vulmerabilites
15 computans

Wulmerabdity Trend Over Time

Audit Staias
£
comglary

i

ﬂuElﬂ Health isduss
l Ty

W eissWINTEE
Agent Status

Pl 3T
s CI500
» B upapeTEST
A OENTOSA]
@ OPENELSET 54
o LT L004
Common Tasks:

Compuler Comn)
=]

TROM0.. TR0, TOOMD.. BWR013 2RC013 BNAR0.. ENER0.
Tire

Coorguber Wi abdity Deitnib o ] Computens By Operatng Systen

- ey e 4] Tew
et g ag Te
. T
T ]

EREIFIR A ] 16: 1% 5 N

3.7 &R
i PR RAR . ARBORISR A WML B, T ARR B S 47 S B

GFlLanGuard 3 7T 17 i 4 R | 26



@4 | > Dashbowd  Scen  Remediste Activity Monitor | Reparts | Configuration  Uitilities
Q ' Entire Network - 18 computers

¥

[+ Fasmcte TOD

[ Passwond Pobcy

[ Secuty At Pobey
[+ Fagistry

[ Viesuslization Technokogy

&F CENTOSES

@ oFensLIEE A

<3 uBumTU 1004
& sy

sl w2 & oo & | P |G-t rlscen

= TG e

=0 Frocess name MeMpEng. exe, Command line: "CFrogram Fileswindows DelendaniisMpEng

'i Filestvindoas DefendathisMpEng exe, Domain NT AUTHORITY. Hands count 520, PID: 1012, FRID: 615

count 30, User name SYSTEM
o Beisine
O LNSSWINVISTAXES (183 16598 60)

THVISTAKES

£

£

oo,
[e] =
|Pogetciz | 11 4

R A 17: £ g H 1
A DA R SR R A A R o AT AR R AE AR T HR B A R

3.8 3R
GFl LanGuard B8 K E TR E BIHAT . Bl Mgiat i, iraskS#TLLERT. B4 HifEeiEd, It HE
A SR A, B PDF, HTML, RTF, XLS,

AN, GFI LanGuard Fifi fff—2 BLF FH 208 < S A AR ERE R Rk s, HA 4G PCIDSS, HIPAA, SOX. GLBA #1
PSN CoCo #i#

GFlLanGuard 3 7T 17 i 4 R | 27



Dishboard S Fenedute Activity Mondtor | Reports | Confguration  Undties 6 Discuna s vorsn..
O\ @ Entire Network [grouped by Operating System) - 31 computers
Search Fettngs Md‘\l

5 Locahent : CRISTIF
v I meate
» B Feckorn relesse 20 (Hemtrbug)
» I om
» [F e
» B neagear
» B soricwal
v B windows 7
v (B windows 764
v B wirdows 8054
b (B Windows Server 2003
+ B Wirdows Server 200302 w54
» B wirdows Server 2008
v B Windoers Server 2008 A2 x4
» (B Windows Server 2008 wid
v B wireows vists
» (B wirdows Vista x4
v+ B virdows P
¥ (B windows 1 x4
v B ower computers
# |l Mokl Devices (grouped by Device Modef)

Vulnerability Status
Shers statshical irlomption relabed 1o the
et

SRR
1 ) ) ) )

S st T Py P T T L et ey T

Common Tasks:

BRI ] 18: #RAT

GFlLanGuard 3 7T 17 i 4 R | 28



4 4 K2 = P A

AEH L

A B B R T T 29
42 R BRI I RE S 32
A3 R e, 35
4 A T T B R A AT B B 36
45 A R 37

4.1 FRF G 1wk e 5T

BB D e R e

| TR RER O > BB

2. R 0 A A3 1) PR IS ASE A b S a8 7R 0B 1Y) H K B R S T AL AE R =

BEE
» ffifl <CTRL> + 3&— T A LAYE T IS IR A i Fh st i 2 (R0 H

» B RTUAEER PR IR B RN, AT A ROR B R AR IR R P I . IR R AN,
B o] i 2 B (page 22)o

&
[

GFllLanGuard 4 4 F oz 1 | 29



@ I4€ | Dahbowd  Scan | Remediste | ActwityMonitor  Reports  Cenfigumton  Utiites
Q . Multiple selection - 2 computers
Search Jﬁmmmmh-m|

>

4 W Entre Metwork
15 Localhost : CRISTT
4 I Local Blomain : WORKERDUP
8 192,158,97, 300
K 15218857351
88 cusm
i vaswmimes

}' Deploy Software Updates
o Use this option bo deploy missing softwarne updsies delected on your neteork.

List of missing updates for current selection (Multiple selection . 2 computers)
= Fnd | cew |
| D pulesn Severity = Dateposted ¥ | Tide |
@ APSELILT WEITGY Adebe Flash Player 11.5.500.54 s for Frafon, Safan, Opara
@ APEELELT MUIT09 Adobe Plach Player 118.500.54 mne
@ ARSI WEIOTHS  Adebe Shodowave Player 10,3, 133 mai
@ W MEL3055 0030709 Security Lipdate for Windows 3P (KE2845187)
@ @ MEE3055 WITLY  Cusulative Secunty Licdabe for Internet Exgloner § for Windows XF (BE
3 * MEL3057 208340708 Sty Update for Windows Mexka Format Runsme 5.5 for Windows X
@ MSL3054 MEITHY  Security Lisdabe for Windows XP (KBIE34885)
@ e ) M513053 20130709 Seamity Updabe for Windows XF (KB2850851)
@ @ RHSA-D130... WEAIDE-35  secdrurrer - 170718848664
@ e ) RHSA-2013:0... 2003-06-25 frefou-17.0.7- L.e6_4.x85_54
@ o W RHSA-2 130 HEME-2 ol T 10 F-INeE 408 64
@ e @ RHSA-Z013:0... 20030625 lbcurl=7. 19. 737,606 _4x56_54
@ @ Thed 1707 MAIE-25  Mools Thunderbid 17.0.7
@ e ) Fredfox 7.0 M01306-25  Moslla Frefox 1.0
@ MELI04E MAIOE-18  Security Lidate for Windows 3P (KB2A39225)

@ [0 G APSELR1E WAI06-11  Adebe A 3.7.0. 20590
Courtm522

&% CENTOSE3
@ ceersusEG4

fEfdfdieid

H

€

 ANEEEENFsEENFFENEEEENFES

T

1l

Total ssected 137 schwarn odtes | Mg Bomedicte

EEFERFIR A 19: 15 E B A Fr

EEBRBER SR, TR INEEITE OISR, UK R AN A T 15 I I I
ERIRE B, W] DA B AT T

GFlLanGuard 4 178 #2130



B = | =2 M-h-d_sm_m[muﬂw Reports  Configamation  Ltiitees
;_ Q ' Multiple selection - 2 computers

% Deploy Software Updates Restoost:/shut down opbore:
> Uise this opfion to daploy missing softwans updates detected o (i E o oDt Sl e e SOeTElens

(C Brabost tha target computers
LEst of missi I for tip (0 Shut dorwn the tarpet comptens
& rwredately sher Seplrpment
(i thes rems occurrencs of Fara 0" ]

() Deploy rmmadately
O Degloyon | 2202013

st th wrmi dancacde Brovirm

Shorw rotfication befor shut downifor |5

fore sesizyment haw a
gy softmirg 1o deglcy 10 1arpel Compaten i admanataatvg han

Mt deployment ooters '_ [] Dbt copansd Fles fom rermcte compntons after dacloyment
- do Fet reboct fehut down tha computens ' [ 1Runa patoh enfication scan after deployment

dhets [ - P

. [ Figmember semngs

:

Teesiseiected 137 schwae wpomes Wy, Fomadace

m
|

EEFEFIR 3 ] 20: Fi BT

LRIURARE B A

1 R IR,

2. ER E R TR & 5 e v e

3 AR ROR IR S R IE, Wk — THER .

GFlLanGuard 498 B | 3



> | = nm_hnfnumuqmm Reports  Configuration  Utilitees
q . CRISTI(192.168.30.1)

Emw| ,fmmml

Remediation jobs for selecied n

>

Crag & column header Fere to group by that oolumn

D | sabs Remtdaton Type
BI20/2013 7:20:33 PHM B 202003 T3040 PM
7/22003 256 LI PM TE[2013 NSEIIEPM T/B2003 41538 PM
3 221133 TR0 22036 P 2013 Rk 15

Hote: Femediaton jobe peformed snce the Last sud are highlighted in bold. The: computer wuinerabdity level will be updated upon e ned aodi.
Remadialion job detaila:

=4 Dowrioads
w87 ot of 3T lkes requice dowrioed

W3 Update for Mcrsoh Office 2013 (WB281 T452) 3248 Edtion; Rate: pending
W Lt for Microsoh Ormdicte 2013 (KEZ317467) 32-62 Bdtien: Rate: perdeg
&whwmmuwmmmum:suu:m
-3 Update for oot Certficates for Windows Bfor xbdbased Systems [August 2013 KESI1125; State: pending. ..
B Upstate for Microsoh Office 2013 (MB2TETS1) 32480 Edeion: Stabe: pending
7 Lipdate for Mcroeof! Ofice 11013 (MBZ760553) 12408 Edton: Stabe: perdiing ..
B3 Update for Mool Office 2013 (KB2727095) 1282 Edtion: Stabe: pending...
B3 Update for Mcrosoh Lyme 2013 (ME2E17621) 12-8e Edeon Fle 1 State: pandrg
Aaslo-rarmisdintion slabes:
Ko agerts with subo-remediation enabled .
Hi pechechind s wih G rmechptnn eradied

L+

-
-
%
-
-
-
"
-
-
]
-
.
-
-
-
.
-
-
-
-
-
-
"
®

BRI T 21: A i i
4. SERREREAR,  EB R A DURE L 2 iR

MIRE :
w KB R HT 75 BT RED B AR R A RE SE G
» WURTEIREBIERE BRI TE R, SETE e Rk,

MIRE :
A LR SE GFl LanGuard H Eh#E SO T, WS RFA &N, H2 M HBwRUE 3 (page 43),

4.2 MR 2 B RS RE I JE AR S

B PIT ST AL SR BEREZ, DSR2 EARERE S, MFRFAEN, B2 T e R
(page 9),

MIRE :
B A I B A b 22 i R IR REE AR, (HUnI () Sl .. g s A

A ERRRUARAIRAE B I R, ST UT 4 -
1 E— T HRR > BAEREE,

GFlLanGuard 4 4 #2132



= ity Mbom . .:ﬁ - lll'ii

Applications Inventory

..__!.
Eﬂ- Uise tos list of poplcatons ot

St e profies under which e spokoson wil be unacshonped

Step 1 of & Mark spplcation sa ssauthorized p

O B 8 LY e e B G B By o Corfigune aoplcaton: 30 FREE MP s &1 Free Audobook! (Verson; 1.0,0. 1, Publsher: eMusic com fng]
O Applcaton name

50 FREE MF s +1 Free Sudobook

Ungasforized sppbcations sre classifed in e results 85 High Seourity Vulrer sbllsy”

Tomark S apch a8 uranth et the poanring profies which wil sy S scftware e igh
Senurity Yl abity’

Searrryg grofie:

Bey e ey b P ey B e B ey e B ey e '\_:"'

i Mern infarmalion
To vabdsie an spplecation for suic-urinatsd chick on Sgic-Uriraisl Vilisaton node.

ASTEHAI AT 22: EAD A ACERE I P Pt
D [ FHAREE > B ENRRE ZZSEEREE ATt GF LanGuard BE 7S Eh 1 BRI e A 4 S HE 1 JE FH FE 2o
M&E -

A e RR A SR H B 222, S MREIEI® GFl LanGuard kR, BRI 24 ff bk 22 68 R i 3 H AR R A1
RN HEBRBRIT, WEAAMEA, SEhE THEAMMN TR,

GFlLanGuard 4 17 #2233



W_k-m Rernediate  Actity Monstor Mmtuﬁgmm|t?hu T Discuss s vorson..

Application Auto-Uninstall Validation
Une e valicieon fenture o idently which unasthorized spplications can be sutormatically uninstaliedby GF| LanGused,

ﬂ e " 4 appll for ™

Dravg a column header here to group by that oolumn

| O vedabnstahs & Agplcaton name
7 voldaton pendng (el .. T-p 5,20

Wakdate by uninstaling 7-Tip 9,20 (x84 edition] fFrom a tess machine!

This wizard wil guide you through S validabon process. The spplcaton valdabion process has 4 steps:

Sep B Select vakdaton W pet

Step & Speciy remoite logon oedentals
Sep R Lanch validazon

Shep 4 Vesify validaton results

NOTE: The test machine nesds: by be dreded drecy or through
& Fernote Deskiop Conrechon if the valdaton Fals and
the uningtall fequines user nput.

B FERAIN T 23: JESTIFE A 1 IO I 20 A
3. PO B A ol 4 1) A it DA A AR A 52 ) M R 5
4 FEFIRER > FRBCF L > AR R 22 256 I8 P A2 KT B A o 0 P2 fRE A X

GFlLanGuard 4 778 F 2 A 1 | 34



W_Scn Remediste | Acthity Monitor  Reports  Configuration  Uiilities
Q_ < CRISTI(192.168.30.1)

Sasrch ﬁMMWMH}mmm

Uninstall Applications
Unirestall unauhonzed spplicabors detecied on retsvork.

>

List of installed applications for current selection [CRISTI [192.168.30.1))

) e

Urwrstal stng

L+

HSEEPHEN 3 T 24: i w25 T R G
5. bR g5 A,  EoHT IR I SRS DA S L R R
MIRE -

GFI LanGuard 7] 5% 58 2 E B AN M BR A 4% b AR (] R P2 PR S, INTRAFA & AN, S5 2B A B3R
1E2E (page 43),

4.3 B H A B

GFI LanGuard 7] DATE 4 6 80 [ 95 35 B TR BE A48 215 o v B 8 RRUSABE QAT (140 B 11 288 T~ AT A 350 4 08 ] LA
FH GFI LanGuard #%

TR A RTERBE AT A A5 0 B AR
1 H - TREO FECoR D > 3E B ETK
2. AR R e S 2o P o A I A A AR5 R R A 10 R R R B R AL A R

MIRE :
WAFE)IEE HRREE, WHREFRE, f5eHRERERA N SEMAHEE,

GFlLanGuard 4 # w2 P | 35



Dashbord  Stan | Remnediate | Actity Mortor  Reports  Configuration  Utisties
q <) CRISTI{192.168.30.1)
Sewrch B, emediation center | B Remediation Jobs|

Deploy Custom Software
Uz thes opson o deploy third garty sonpls and applcabiors,

Specify the software to be deployed for current selection

<

Specy the location of the file 10 dapioy 20 the targel machines

[Dimpsery trop g 2 bcscoptionn:

[ Aractney e
fibet , Bt ot sscuted. L
LAY ::dm nst'- Thesy are mslly =
‘With the following parsmebens:
() Mo paramaters rquined
() Paramebors ncemaly used for windows patches
() Paramebers normally ysed for intemet Explorer paiches
) Cugtom

Hotes- Mapped nebwork dives are rel supposed. Plesss vss UINC paths
when rgeting flea on networl, shares 8.
Widaver s et oapiy bt

[ A ][ Cocsl |

EEFELFIR 3 ] 25: i E 7T H A

44 AT EAEAIT IR B H

T & ¥ B ] LU# A GFI LanGuard ]33 45 21 /A &] i) Microsoft Exchange., Office 365, Google Apps 8% Apple Profiles
Manager 55 % (1) 8 S8 Y - ME BRSP-AR 7E RS HE G 5 (35028 B 5T 78 BRI A . ] DU R TH S e 280 7B 1 B R s AR 2Rk
RS E A F AR E L MEE RSB

TEABRBHRES R b DA S — FAT S E AT Bl s E A, IR IR E FEMRE S IE, DlIaiTahds B
A IR EFEARE,

GFlLanGuard 4 4 #2436



| Dashboard | Scan  Remediate  ActivityMoritice  Reports  Configurstion  Wilities

E'Q@Ei'"él@ﬁ:f

T
Fiter G Search Overdew  Computers Hestory

o ¢ Enme et & ' Mobile Devices (grouped by Operating System) - 24 devices

W Application Category  Applecations List
:}gmrﬁr = %;muan:?m Drag & ook header here to group by that column
» i vest - D | Appbcation o
v (B Other camputers & B Anekosd
.“h - EUl Androd 221 221
'r? ) Add micdg COmMpUlEn..
"'i‘ Lean *
v I Andeoa Deploy Agent..

# [ dndrod Metwork discoveny...
v B angros Agsign strbutes..
E if Ao Bemove

v B andees Export

LT

Sebup as 8 nelay agerd...
v B oss
. if Bxigr a reday.

|_grees Remediate
Wake up computer...

Open Remote Desktop...
Lhut down computer...
Evpand

Collepse

Expand all

Collapse all

Rules Manager
Properiics

-~ o
Harthmare m
D o

I 3 [T 26: {14 8- ES (38 41

4.5 HoAt AR R 2

Fr LA GFl LanGuard 1 A] I B A Al R/ €

1. PR R AR R O

GFl LanGuard SuifFastan N #4lifE 3 -

> [EIEASHIRE X — M IHTE 22 46 1R 22 A PR TR T I 1) SE S IR B R AR A
fify S5 977 23 KRR e [H] R K B 1) v 28 TE T

T3 iy 7 S Al 9 IR AR A S5 ] R 4 i

JRBCFH 877 25 Rz [Tk AR TR A2 P B R O

B RSCBT e

7 B A B b RO v S AR, DA R A2 B Bl A R ) e 4 1

B

¥

W

¥

B

¥

GFlLanGuard

478 B R | 37



D14 | > Dmhbowd  Scan | Remedite | ActityMonitor  Repots  Configunbon  Utlibes
Q ' Entire Network - 19 computers
Eemdh Jﬁm%mmm

4 B tntre Hetwork
5 Locahost : CRIST]
¥ UF Local Diomain : WORKEROUP
v [ o
v U LoanTeST
v sy
+ B other compusters
4 |l e Devices (grouped by Opratng S

Deploy Software Updates
s this option ko deploy missing updates defecisd on selecied compuiers.

Uninstall Software Updates
Uise this aption bo uninstal sk ! ity deghoyed on network.

Deploy Custom Software
Uiz this option ko deploy thind party scripts and aplicasons.

Uninstall Applications
Ursraitsll nmuhonzed sppheabiond des

Malware Protection
Unie this. cption o Sx problems sdentied with matware profection: soltware in your ratasrk.

Remote Support via Remote Desktop Connection
Lien thin cpbion b remately connect o specie pets for musbenince purgoess

n
L
]
]
-
L |
&
G
-
]
&
&
-
Gh
ki
&
-

BRI A 27: AR

GFlLanGuard 478 B 4 | 38



5 HEJEAT TAE

AEH L

S R R AR T R BT e B 39
5 B A 40
53 B B A R T 42
S B R 3 43
5 B T T 48

5.1 HEHRR MM T I K B

ek -
= GFl LanGuard W )BT BB TAEY W] 5% 8 2 e 8 5 84T
» R B ARE DT TR ENEE E,  EHEE B A B IR R AR B T B R

A 2 E BARHTET A (T IR 2R R R A AR B T, RE T DL R AE

TR T, UGS T R IR T A e A A B T, WS ARER R R

GFlLanGuard

5 E By $ 47 L F | 39



v I Lovan ST Sean
v [ sy Deploy Agent...
+ [ cther compny Hetweork discoveny...
< @ moble Devces (f Aasagn attributes...
' i; Androd Bamanye
v U Androd 2.2
[ mndrosd 2.3, Export
v |f ndroid 4.0 Sebup a5 o reley agent.
[F andresd 4.0 Aagign & relay...
v B anrod 4 Bemediate...
' IE Androkd .3 Wake up comparter.
: :£ ﬁ::: Cptr Berrste Degleg...
X 'f P Shyt down compauter_.
B urmaraged Fend email notification...
Expand
Collpse
Expand all
Collapse all
Common Tasks Fiules Manager

EREIFIR A ] 28: IR F 4B
2 PUBRIEIZEIERTER, LRSI EIE] T 498 LR B, DURHIRIRR IR o

MEE

ERTHREETHRIR, e BRI ITEIRE, MFEFNEN,

i —f,

52 HEnfeZ = etk

SAML BB LA F AT BT
1. AR P S OHE R, DLk
2.

GFlLanGuard

| General | Apert Stats | Metwork Discovery | Assbuges | Relaya |
Nt work discowery corliguralion

o] Chasck mutomatscally for new maschines in this group
Thes is riz scheduie defirad.

B nom

Scan (W secursively

Nt sooumence: B20CH1T 3:00:00 PM

MNotea: Newy decoversd computers ane soiomatcaly sdded b the Dashbosnd.
Uses Actiwty Monior o follow the stabus of netwodk decovery sciny.

2B ST RATARE

EIu=h
H 5

AT

8 H AR B AEERE R, TG UL, B R Mk, Eu] BT,

5 E By $47 L F |40



521 ENIEEAR B TR

Scam Remedi Activity Mositor  Beparts | Config

Manage Agents

Ercii BOerLE 1 Bl Be Ninadii S8y Sl g 1

GFI LanGuais s sbla 5 ot antns nstworkcl if il s sl Hnﬂ:
e TR 06§ PRI DBSIE, Fkang §ird T Fou

"I“_?, B ORE e Bl el B T ool COvREmIleT [ SERERh BECUTy
£ inbamaten

By S gkt vy e o T PR

Becurence puttem: by
Ly recmenoe pafiem.

By T
1) Every moskuday

HHFFIR A 29: F AT TG RHERE - b & ACEEFE A0

GFlLanGuard 5 H B # A7 1 1F |41



5.2.2 fE BRI BT RERE AR B HE

D |4 | = | Duhbowd | Scan  Remediste  ActrityMontor  Reports  Configution  Utiities S5~ e
¥ ol ih L 1
# - 1'al b
7 F QB #F 8 @ BN g ok 0
P Gow search Computes  Hstoy  Vubebltes  Patches Foss e "
Information
& Entre Network % . WORKGROUP -7 computers
B3 Locahos: : CUSTI n
+ B Loca —
E Add o computers... F—
r-ﬂm
] -t - \ _wmm]mlw_
v B s Deploy Agent... Ageri deploym
v B other Hetwork discovery.. Automatic agerts deplayment on group members s Disalsled
3 gmud Brrniye Agent isnstaled on. 1 compulers.
[ - Expert v |
’E = I [Dzalow agents fremove mesting)
. P up a3 & relay sgent... t
3 Elﬂ"ﬂﬂ Asaign & elry... Thesre is o scan schedule defined .
B aeerod Bemediate...
¥ i‘ Aradnzed 4 Wake up computer...
¥ :!" K5 613 Dpen Remete Detkbop..
" 'E 05514 Shigt disam COmpULE...
» L windowrs Send emal motification.
a -
Expand
Cellapie
Expand il
Collapse all
Common Tasks: Rules Marager
Manaos sosniy | Properties
Agld more Comgs e
o and mibesh infoenation now
Clustom scan..
2o cradertinly
Deplow poent |
|

EHFEHTHE ] 30: HFTIEAHERE - 16/ IR

53 HE Mk

i R > BRMBEREEITER, FE N A8 FaCE g, w3 B AR B AT i 58 8, Al s
I6EH

» HE) N ETE EHRER
» HEAB)FE GFl LanGuard B I3 B0 s wmife =
s B E R . S ERGRE S B RE

GFlLanGuard 5 F By #4171 (F |42



== Dothboard  Sean  Remmedute  Activity Mondor Reperts | Configuration | Unities

Patch Auto-Download

Use Patch fSato-D losd ubiity to config software upd

|General | patch Reepository | Tmetrame |

& Configure patches sufo-downioad cpSons.

[ Erable paitch mto-dowricad

Select patches bo dowrldad:

) patches
MOTE: Dowrdosd sl patches for deployment, BF you want b downlosd
patdhes only for & speafic vendor, product ine or larguasge use the
configure opion.

Configure

(® Orly needed patdhes
MOTE: Downiosd only requred paidhes as determined by previous scons

Harber of doeriond thresds= |5 5

|l

EREIFIRE ] 31: [ B) FHEIE R

5.4 HENMIRUES

GFI LanGuard RIE 4% F BIABURF A€ 10 2 e PERTRE, 51 4 38 BB AT A Bk 22 B R AS IR X JE AR 5 & i SAX
B QR HERE 1 1 B DA CER AR o0 T 4 (R B 2R

MIRE :

HE e BAKREN ERAERAZMEZ S E UL A EEE, 4,
FHENAEL TR, SEPUT LT EAE -
1. AR R PR H BB B AR,
2. fETE B IR SRR

GFlLanGuard 5 H B # 47 1. 1F |43



@ 1€ | Dahbomd  Scan  Remedite  Actity Monitor Reports | Configuration | Unilites € Dincums tis vorson.

f Patch Auto-Deployment

Tho Patches Aate-Deploysrand cpbion enables you b select wheth patches bre spproved kr pulemabs paich deployment

1 Sslect which patches are approved Tor sutomatic deployment

= =

Drag & column header here to group by that colusn
0O Ageoval = Bulletn ID

Lipdate for oot Certific

"Windeows Maboous Sofny

‘Winciws Maboous Soft,
Windows Maboous Softy
Lipsclase o Verudowes 0F,
Update: for Windowes 3P

Lipsclate o Verudioes Vi
Lh-dmhu—lr—.u]

|
]
13

-l
=

& | B

B Appeoved patches aen depkynd sutomatically Lpon Bgert or schiubnd poans with patch s o-Seplymant anabled

EREIFIR A ] 32: Bt 2 PE R

BH AR TR R B, BB B R, FEIAT LU RAE
1. e AR > R > — R LRI HR R

2. PR TR B AR BRI, ARG — T BB

GFlLanGuard 5 F B # AT T MF |44



== Distbosd  Scan  Feeedsate  Activity Mondtor
S Ruae

Step T ol & Specly suto-remediation options
Fapoe configure sutomatic remediston optons,

Auto remedistion
[[] pownioad and deploy messng updates

[ Db mnd deepiny missng service paeks and wpdate rolups

Duiuﬂuuliwbuduﬂmuuu
Condours ButoJernecha o SOTRNE..,

erwr popbcations whch thes scan wil uningsall

D There are seourity ugsdates that ire rod dpproved for
Buto-gegiayment,

B FEFIR A ] 33: BRI S AR A 2 VEFR TR E B 42

IR B AR R R, RO B EhRR, RERT DU R
1 AEAH AR > BEFR A L0 4R i A

2. DA — IR E I HAR, ARG — B . 15K B R B AT MR AR T M
3EEENRCR SR, (R TR [ R R, W — FREE

GFlLanGuard 5 H B # 47 1. 1F |45



| Gereral | Ligen Credenisals | Power By Auto flemedation | Regerting

AutoSlemedation enables GFT LanGuand to automaticaly downioad and
mignal mare woclated, Serve ks B upadabe oluge, e o tal
uristhorized apoications on the scanned computers.

After scan completes:
[ Bowricad ared dephoy missirg updates

[ Dgwrinad ared dephyy messieg senace pads and update rolugs

[ ranstall unsthormed spplcatons

Confioure sute-yemedaton Sooond,,,
Vieces ppokoabons which s soon vl unnatal .,

D There are security updates that ae not agoreved for suts-deployment,

B RERAIN T 34 34T I A0 FCHL RS 2 AT E B R

FAEE ERCHEREA, BEROH BEMRL,  RERT DT ERAE

1. AR AR > REEXEH 5 REAEEX,

2 R ENEERNE T, RIEERERE

35— T EEMBE IS, RMRAERH SRR B ORI, W TR

GFlLanGuard 5 F By # 17 1. {F | 46



g Activity Momitor  Buports | Configunion | Liilisier
Manage Agents

Eraitie S6ri3 10 Sul0maie rafaorh SeCury Suh b 10 damibuie boad Boross

GFI LarvGosntd i b 15 muucht ention natworks in jusd lew mifutes s ket of agrts 'hen degioyed on B omputier, e agent wall start
opered

L L NN
- E——

Freguler besis, mpiong sune e you Pt 7 Lttt REtwOrk BT SLIA BT B B Boplecabar

Autp-Farmecdaton anabhes 58] Landaard v sutoman: aly doericsd and
el wea) UpEes BErveoe Sacks e upckale sdugd. sl urenasl

e gL soepete
(] Dirwrienss arel cpley Fuidiers) Lpsies
] Digpmriound ared epley rming servicn pacis andl wpcdade rolupe
] Lkt ursa e ded Bopdcaters

Corfigurs subs-remedation oplions

vﬂ b e 10 Favs Sysem Besone 06 b e Bem Stwe 00
T D OO

W Remeciston sctors s corchucied from the (80 Landard coracls
computer wtem the Lo d ®

T O TN

W Treorm ovw pclabon that e et for muts

eI

A H SR T 35: 11 A A CEERE ORI Bl #L

FLROA IR R M BB, S B FRRIR -

1 ICBRR A s — MR, R — TR

2. fit B AR Uy s R R SR B % 5 53

34— FREBUE, MRICBRERERER BRI E R R ORI, ME e MER

e | mlﬁn Bemwdhane  Aoteoty Mosdios  Papints

TR QR F SR N9

M 00 Goup 000 Seanch vreigw Compuiem Hstory

i

4 B it intmcric & . WORKGROUP .T computers
B Locabonr : CRTL [ ] =
} L e ———
o ewa 24 ol .
) :*Lm.m 3“ ' ™ | l | . A - i L - N —
U e Deploy Age "mm Fgenl deplapmant sizhs et sy uﬁ.mmmmﬂm e
B :!m_, etk et dresbty - A T el o g St o [eicahibend] na e red aomdghorn or Ba pared commeden
" l_nﬂ-nn:- Aruges striaden r— I T ———
* B s Pamiy Chert (§ Bgmrt i rataled o | gl A S B e b T e
Wl fiit (T8
‘i*‘*"’:- Empert | el D e e e [ (Cicariead ard depioy =mmrg upddieon
!m; Sartug sy m reley gl praaterny (0 [ gt e g packs ared upedet
. A . fh aragee | gt ity i | Urweted rafor ot bcaters
* B rered 4 e rerypton | || Tra i r scm schads defined
& U Bedrod u, Bomadiabe_ T Cortam s remedalon nivres
I sedrwd -
g ] e compe fem Sy it sk b W oot 1 e Ty Rt o1 T e e 0
L ipen Bemate Samittop. P Lt et
L TR Seanvere gl
U wirzea That dhpeen coerybutn Fall Sy L L1 ' bt GF L e
' H [P - i et o e e led B I 1
bmkalied ¢
Baparad |
Coipie | WH oo e bt Pl e o s o e
Bapardd all
Colligria ol Publisher
iy Tonshin Fabim Banage [P—p—
Vi st | | Pregeribes |=.’_‘_"_':§E
Pl ey g
S i v poeSon now
Talloes wobe:
Soloederta
[

EAEIFIR ] 36: 1% /1 G R BACH E BIH R

GFlLanGuard 5 H B # 47 T 1F |47



5.5 HEhEE AR

JIT A GFI LanGuard $R75 S AT A8 2L, A A Bh A7 38 0E LB RIRIR b, B A28 S T B AR

4= | > Cushboad

» B Crer computers
[l Mobde Devices fprouped by Operating Sys

» B seaad

v B androd 221

v B ardrod 206

v B andmd 40,3

B adrad 404

b B a4 LY

v aeded 4

v P ossLa

» s 6,14

¥ B windows Phone 7. 30,8773
W Urrmanaged moble devers

Scan  Remediste

. Activity Monitor | Reperts | Configuntion  Utilites
' WORKGROUP - 7 computers

FFFCFFFEFOEFFFNSAS

BTN A 37: [ B R

GFlLanGuard

| setangs | searh
Reports: GFl LanGuard Scheduled Reports
- Genasl Fepoki: Manages GFI LanGuard Scheduled Repots
E Network Securty Crverview
& Vunersblty Stetus Add New Scheduled Report A3 Schedue 1 [ e | &
- Patiching Status ' - '
- Ful Audt o Repaort Termplate
@ Scen Based - Ful Audt
S : Scftwarn Mudt Sohediuin Flepon Tespiate Fatbwcrk Secuity Cetrvie -
Sean
A H'm||| Scheduls epon Name Scheduie 2 gt Hetmork Secusty Dvervew’
- Netwods Securty History Sehedula Flapent Descrplion [P PrS———— Sy retaerk
v Basclne Comparaon mwmmmm

&€ NERC CIF Complance Repos
€ >

Sadwidod FRoports

3 Schethied Reoons sl
% Schedued Fepors Optong

B Tmm:ttﬁm.

arnr

o Scheduling Sottings

Select larpel computers bor the schadubed g
¢ X

'i‘l.eﬂboun

Chose a fiber that apphes to the tapet
e -

[ Erable gohecule
A the Rt wvery dlpe ot 331 FM,
O Gretmeonyon: | @202003 O & | snzem 2

5 E By $AT L AF |48



6 ] K

A
Access™
A Microsoft® 52 [ B B X & kLS PR R 48, & 1E Microsoft® Office BAF N, Access™ I8 & A/
Bk},
Active Directory™ (AD)
PLAE R AR AYER RO ( BLFEEE W LDAP ISR H 8% IRTE) B9 —FRFH .
Apache web 1] B 2%
Apache K #8 JE 4w B 95 F0 4 T 1) B CUSR 46 A5 HTTP ] Ik 28 014 o
D

deploycmd.exe
GFlLanGuard i &% T H, HAHE B S L1 Microsoft® 42 4 #2 xR 77 s B ES

DMZ
MR — A, (EA NN 8, WA B, HHEE EHEN
S A0 B AR A0 % A % ] £ 3

DNS
TCP/IP #4855 FH A0 B R, AT DAKE 4% 42 R i 46 2 1P 558 310 41 (4 At 49 350 kH A 1) 8 o
DNS £ B T A
ST AR 45 44 A A AT 2 S JRE PR 1P ST R G AR H A AR Ik RIS s 1 A A FRE R
F
FTP
FH A 76 408 1 5 B 2 Tl e s ks 4388 5V B 7
G

GFI EndPointSecurity
GFI B 3% (147 Bl 7 A A1 30 PHL A R B2 A7 U MERE R e Bk, 6 o) B o2 B o 1) 22 4=
R o

GPO
2 AR A5 P 5 T LA/AS T DAAE o PG AR B SRAT #R A 19 Active Directory & 78 BLURTIE B R 5,

ICMP pings
AR AR R A IS B A A8 ( ICMP) 2 A R A % 3 A B 2 B A 1) L rp — Ml A O B A B o o AR
R 2E R B R B RS e s, dn,  ER A IR AN RIS B g

GFlLanGuard 6 71 %7 % | 49



o ICMP I F] UL R B AR RS

impex.exe
A H T H, FHAE GFI LanGuard FE N RIRE H 5% & A% A1 55 2

L
Linux
JB A Unix 1B 3 R 80 R 51— 584 1O B BUR 16 5 7E 26 R 51
Insscmd.exe
OB % H AR AT 59 B R & 19 GFI LanGuard v 4%81 T. B.,
M
Microsoft® Access™ & ¥l &
A Microsoft® & [f 3 B =0 kLB A HL R 48, B & 7E Microsoft® Office BN, Microsoft® Access™ 1l
A /NG R,
Microsoft® IIS

FH Microsoft® Corporation 7 (1) — & 44 B A6 Ik %, 188 FH i 48 PR AR B A IR 4 o

Microsoft® Windows Service Pack

Microsoft® $i {F ) FH 7% 184 568 [ P 2 s B4 36 AR & 1 B SR Az Al FE 52

Microsoft® WSUS
Microsoft® Windows fa] i #% 5 35T R 75 1) B = BHAR 5 aZ IR A8 21 B B4 2 Microsoft® B 57 3l
A8 % T IS 40 T

N

NETBIOS
A B A T N/ T R R o R AR S R ) MRS A A e v A [ R S b i R AR =N e S AH
R

Netscape

B 4] H Netscape Communications Corporation Bfl #5 ) Web 1818 25

O
OVAL
— B al PR BN 22 NS T M, 0 AL R 22 4 T R R IR S 0 1 Y 4T
AR AY B4
P
Python 8415 B2 3

e B o R A TR G 5 o

GFlLanGuard 6 i 7 # | 50



SANS
RAVE L AN 2 A S AR SO0 TR R o I REIAN A B R IR ) — {1 B
&

SNMP

i 2y 4t BB R B 0 RS0 - BEARS R  ERAR A R A L Bl R A L BRARAR AN AL
B B,

SNMP Walk T. &
FH A 0 469 15 6 35 10 REEN SNMP & 5RU T L

SNMPFE#Z LA
iz L H I A% TR 7 S P A (BT 7 S B DU 59 30 SNMIP AR 3 7 R

SQL Server 8% T A
T H AHTARGS sa- 1R 7 (- BP root HEEE)  PLAAE SQL Server® L% & BT AR HoAth SQL 48 A & i
F %555 25,

SQL Server®
Microsoft® [ Hii = & K} B R 4t . Microsoft® £ & SQL Server® ZRAMINRE( FHREAEH] ., W EH
Fzz4x) . I Microsoft SQL Server® 0] 32 3% K A 4H 4% o

SSH 4R
AZABLAH FH A e AT 4 S S E A R H & ( T BRMe TS R, 18 B RE AT
i F HEE Linux/UNIX VE 2 R 50 KR O L &8 B DL S 3 ) 21042 1) & B4 AT 45 2 15 5 vt o
H ET Linux/UNIX 55 Bk 25 o

-
TCP IR
e o s ) B B T SO F AR o R IE AN B AR 0 H AR A, A8 AR SN e S A AR R
AR A5 R O 00 ) 7 IS T R R e R BRSO R
U
UDP 1R
FHAAE 25 B 2 [ 8 UDP & RE A8 FH 8 B m il i e i e S0 # R S . ErZiEa e 4, A
R AL,
URL
B—EIREOLFT & RGN E Ak,
V
VBScript

Visual Basic Scripting &% & /& Microsoft® B #% i) = B A2 kBT RE 5 o

GFlLanGuard 6 i 7% K | 51



W

Web fd] ik #%
A5 HTTP3# i B o 2% FE P o 80 8 32 45 web BT A fA) AR 2% o
Whois T E
FH A7 45 2 493k 1, 1P Az ki 33k & iy T A,
Wi-Fi/ 47 LAN
J& v T L A % 1) — A RAAT o A I T 6 P 0 A TR U T AN S R A (S i 1) R AT AR IE
o
X
XML
FHJA 2 28 8 RS =0 00 B RO F A= HE . GFI LanGuard A FH I AZE HE [ N B BE H 3 10 O BE A7 45 S A
4H%E,
— RS R R EE (CVE)
59 B AN HoAth i Al e 4 R B AR E L FRTE B, CVE I HAE R ATl A R ) 559 Bh A 22 4 B TR I 42
FEHEL
&
BrRREER
PR P H A E RS F s mRE . Service Pack FNHK B 5 5 35 1Y SR
(53
BRIR
Fe7 H Al AT B8 BE A F R 8 A BlCHERE A 2% Al A SR BB A B O
/A\
AEB
A5 B AR B Microsoft® B8 35 I 5IEE o 78 GFI LanGuard H B R Rt [ 22 248 s A A X el 5
ARG . EAVEHE - A 1D, AR RE . R L URL FIAE 22 K/,
3
FIBFEHE TR
{5488 e A 47¢ 15 (P AR s/ AR R AL vh DU P 8 A FE 3 S R T
FIBBKT R

sl 1) 480 B T AR AN AR A B P AR 2

GFlLanGuard 6 il 7 % | 52



R
I T R B
—REARBE ISR, R (R R S 5 P 2 R 22 2 B e B 1 ] AR
)

FIHRBARFTCF( XML)
FH 8 28 BBk 21 B BOC AR M . GFI LanGuard {87 F A HE RE N B3 BE H 47 4l 1) O3 A7 4 AN

R,
%
%R
FH 7 325 1 49 1 A7 7 IS B R B R i B A
=
EREE
RS S A aH ek, B AR R — TR, AR S a3 B I R &P B 95 1 BT A RS
I BE . U7 ER R REVS THRE VS O AR SRR 2R P A R 1) 8 R o
&
ERER R
RE49 H BIfii bR 2 R E AR U ENE, SCHRAE GFI LanGuard H BIfilFR %45,
it
kR
HIERE, A5 B E 36 R A EUE R T 148 246,
1
BABMES TR
—{[& GFI LanGuard #54H, FJiAd I VBScript A1 & #E 5 S5 NCME S H 5T 1540,
B
R e
TR TR T R A 55 B DL R 1 Fi A 1) A R DR A s AR 55 B AR R
x
A = 14

FEAEIE A, AHE SRR H AT IEEME R, Ear LB AR 0 P Ahk( 127.00.1) 2%
AT FEARTF- M, ABEEHEE 248 GFl LanGuard & K

GFlLanGuard 6 il 7 # | 53



1&

R R AR e
PP 70 48 it 7 66 T e i A e U B o o

e
s ERER
R RORE A, R 1R R 0 e A
V]
W
IR A R R S . R H R B IR IR R A E R R SRR I, R B
MR, T BT PR A R 5t
H
H4% 8
ANEE R BAT G RN USB A it e B A4 A (X7 B o QU R 4 40 A0 S e USB/AR B SR L A4 AL 35
P HIFH, GFlLanGuard 5K 2% % 2 B 055 H G U2 2 2 26
]

B AR E BB E( SNMP)
i) 5 4 I 5 LI A B o A T A B VAR I 2 (D% v B L SRAR SRS HRA) ) — FR BT

&
A v IR 5
RZ RS SO R I AR B A o N S 2 2 1 JE R SRR A ) R
i

Fm—BIRENER( URL
GBI EN ARG AN A J AL,

i

M AERSR
TCP/IP 4 A5 F PR R, i] DURE 5B 44 e 45 25y 1P 5% 00 B2 (1t R Ath AR 45l ] 1) S5 5o

AR A B A B ( ICMP)
A B A 4 A SO R A2 ( ICMIP) 2 A B A e A 7 5 1 0 o — Ml Lo il AR B 0 o AR
A AT 36 Rt E RS EGIUE SRS, B, BRI ARES AN w] B A v B B 3 3 B e ey
fivo ICMP 3R] LT B SR AUS.

AR B AIRE( 19)
I Microsoft® Corporation % 37 Y — & 4 P 4 2% Al 755, 308 FH A A B A i £l ik 7

GFlLanGuard 6 il s & | 54



iis

BAE R GPO)
25 i IR L A FH 2 ] DA/AS ] DAYE BE B AR S b 3T /B 1 Active Directory S E HELFIC B R 4o

H
HE FE
TEFTA 1) 38 Ml GE & B B R E R B i A2 20R Service Pack 1 GFI LanGuard 47 o
HEsmEN S
H &~ # b ) Microsoft © B HT NG 75 1t 49 i 3 47 3 38 1 GFI LanGuard £4f7,
H B
B T #5056 B D s R 20 GFI LanGuard $2467 . 01 5% i B A2 A1 7E GFI LanGuard 1 22 44
B, E Bl RO 7R HERE B A A RIS A A b A B 2 2 E AR
B
BT
SCHRHEE 2 [HVE R AT HR I B i A A T IE G R o
B
BAREHE T A
=T B AR GFI LanGuard 8 2 H 12 75 IS 1 88 1%
;]

EH 5 R HE( USB)
R 32 Y 34 28 R 2 S 1) e ) B O A M

BHREMAE( CQ)
Web fi] JIj 5% 165 FH Ft FE 7 1) FE 5 iy 409 s 409 201 6 8 o8 8 ) A JB RIUFE 2 15

pLS
T2 Ui S T @ A o 5E
Microsoft® [ 5 )45 F = i fi S Bk 3o s o 6 1 A 8 42 11 30 A B o
#
e R 2%

BBk A7 P o o A A 4] AR o

GFlLanGuard 6 il 7 # | 55



BA

BA B 35 B AT AERE 5 (OVAL)
—EREYE, AR m B O A 2 A AT R, 3 S bk AR A e A T ELR s S N AT
ERLEA LS
i
Fe] R R
— e 15 WO I A i AN B R A P 2 R R
Y]
B 2%
—REARBE ISR, PP SRV AR A A P 2 T i 2 2 B A b ) R S
3k

JFEFEHE( DM2)
M) — My, (EAR NI, WA ZEPEEN N ERED. HH K 2 HEN
P AR IR R R PR A 2 D PO e

=

RE
WeaR A SE R USB AR 25 B A4 R XA B8, AEm A e e, 2R USBIE R B M TR A4
BIHH, HIGFllanGuard G4 Bk A ZEEH( Rt .

GFlLanGuard 6 il 7 % | 56



7 &4

L

Insscd.exe 12
0

OVAL 5

P

PCIDSS 5,7,27

Proxy 5
W

Web #I5E4% 6
X

S ERERHS 5, 7
&
R 26

AR 16
1A

Al s 7-8
53
FHME 21
E

AHEUAM 7,19
3
AR 4
5
J9ELREE 6
FHRLFFAL 4
#
fEBOERE 16
He
HFE R 10

GFlLanGuard

= '
Kl
%)

&
e
i
N
~

fe

JHPEHE 713,19

®

AE I RTIRRE 35
B IR RT 30
(5

e 19

w

TR 29,34-35,37
HHAEZE 31
HRERR RS 6

&

fiE bR g AR 35
#

AR ANRRERER 4
HRRACE 9

%

BER 57,14,19,21-22, 25-26, 39, 47

=
LONIRIA 21
B

M 45

%5l |57



	1 介紹
	1.1 GFI LanGuard 概覽
	1.2 客戶為什麼購買 GFI LanGuard？
	1.3 取得評估金鑰

	2 執行安全性掃描
	2.1 無代理程式安全性掃描
	2.2 以代理程式為主的稽核
	2.3 稽核智慧手機和平板電腦
	2.4 掃描設定檔
	2.5 從儀表板觸發掃描

	3 分析掃描結果
	3.1 儀表板
	3.2 如何從您的網路中檢視相關安全性變更
	3.3 如何新增/檢視儀表板中的更多裝置
	3.4 如何篩選裝置
	3.5 如何對裝置分組
	3.6 如何搜尋電腦
	3.7 全文檢索搜尋
	3.8 報告

	4 補救安全性問題
	4.1 部署缺少的軟體更新
	4.2 解除安裝未經授權的應用程式
	4.3 部署自訂軟體
	4.4 傳送電子郵件通知給行動裝置擁有者
	4.5 其他補救作業

	5 自動執行工作
	5.1 自動探索網路中的新裝置
	5.2 自動稽核安全性
	5.3 自動下載修補程式
	5.4 自動補救作業
	5.5 自動產生報告

	6 詞彙表
	7 索引

